CBOJ ITPABUJI
1o 0e3o0macHou padore COTPYITHMKOB OPraHOB UCIOJHUTEIbHON BJIACTH
Camapckoii 00J1acTH, TOCYAAPCTBEHHBIX OpranoB Camapckoii odJactu,
OPraHoB MeCTHOI0 CAMOYINPABJIeHUS] MYHUIUIIAJIbHBIX 00Pa30BaHUIl B
Camapckoii 00J1aCTH ¥ TOABEAOMCTBEHHBIX MM OPraHM3aluiil NpPHU
UCNoJIb30BaHuM ceT UHTepHeT, ocylecTBJIeHUN NH(POPMALTMOHHOTO
B3aHMO/IefiCTBHUS C CEPBHCAMM IOCYAAPCTBEHHBIX HH(POPMALMOHHBIX
cHCTEM

1.001mue moJ1oxeHus

1.1. Hactossmuii CBoj mpaBui 1o Oe3omacHOW paboTe COTPYIHUKOB
OpraHOB HCHOJIHUTENbHOM BiacT Camapckoid o00J1acTH, TOCyJapCTBEHHBIX
opranoB  Camapckoil  oOjacTh, OpPraHOB MECTHOIO  CaMOYHpaBJICHUS
MYHHUIIMTAIBHBIX 00pa3zoBaHuii B Camapckoil 001acTH U MOJABEJOMCTBEHHBIX UM
OpraHu3aldii NOpH  HMCHOJb30BaHUM ceTW VIHTepHET, OCyIIeCTBICHUU
MHPOPMAIIMOHHOTO  B3aUMOJCHCTBUSL €  CEpBUCAMH  T'OCYJIapCTBEHHBIX
UH(GOPMAIIMOHHBIX cUCTeM (najee — CBOJ MpaBuil, OJIb30BaTENN) pa3paboTaH B
COOTBETCTBMM pekoMmeHaanusmMu pemennss KoopaunannonHoro Coera 1o
3amTe MH(QOpMAlMM NP NOJHOMOYHOM mpencraButene [Ipesnnenrta
Poccuiickoit @enepanuu B [IpuBomkckom denepansaoM okpyre ot 27.04.2016.

1.2. CBox mpaBuil OCHOBaH Ha TpeOoBaHusx DenepanbHOTO 3aKOHA
ot 27.07.2006 Ne 149-®3 «O06 unpopmanuu, THGOPMAIIMOHHBIX TEXHOJIOTHUIX U
0 3amuTe HHPOpMALMM», HOPMATUBHBIX NPABOBBIX akTax Poccuiickoi
®denepanyu, peryJupyoLuX OTHOIIEHHs B 00JIaCTH 3aIUThl HH(POPMALIUH.

1.3. Hensmu CBoma mpaBuII SIBISIOTCS:

- perynupoBaHue paOOTHl TMOJb30BATENEH MPU HCIOIb30BAHUMU CETH
WHTepHeT 1 OCyUIeCTBIEHUU NH(OPMALIMOHHOTO B3aUMOJICHCTBUS C CEpBUCAMU
roCyAapCTBEHHBIX NH(POPMALIMOHHBIX CUCTEM;

- obecrieyeHre IIeIOCTHOCTH, KOH(PHUACHUUATBHOCTH W JOCTYMHOCTH
XpaHsencs u repeaaBaeMoun uHdOopMaIuH, HaxOsIIencs Ha
aBTOMAaTU3UPOBAaHHBIX pabounx wmectax (mamee — APM) wim nokaibHOU

BbIUKCIUTENbHOM cetu (nanee — JIBC);



- coOmroienre  TpeOOBaHUWM, MPEAYCMOTPEHHBIX 3aKOHOJATEIbCTBOM
Poccuiickoii denepaniii ¥ HOPMATUBHBIMU TIPABOBBIMH aKTaMH B 00JIacTu
3alUThl HHPOPMALIUH.

1.4. Ilpu pabGore B ceru HHTepHET M HMHPOPMALMOHHBIX CHCTEMAaX
II0JIb30BATENIN PYKOBOJICTBYIOTCSI 3aKOHOAATENLCTBOM Poccuiickoit @enepanumy,
HOPMATUBHBIMM TPAaBOBBIMU aKTaMH, HWHBIMU JIOKYMEHTaMU B 00JacTH
MH(OPMAITMOHHBIX TEXHOJIOTHH U O6e30macHocTy nHpopmaluy, a Takxke CBogoM
paBUIL.

1.5. lonyck  nmosb3oBateneid st pabotel B cetu  MHTepHer
OCYLIECTBIISIETCS B COOTBETCTBUM C HOPMATUBHBIM NPAaBOBBIM aKTOM OpraHa,
OCYILECTBISIOMIET0 MAaTEPUAIBHO — TEXHHYECKOE OOECIeYeHHe' COTPYIHHKOB
OpraHOB MCHOJIHUTENbHOM BiacTH Camapckoid o00acTH, TOCyJapCTBEHHBIX
opranoB Camapckoii o00jacTM ¥ OpPraHoB MECTHOIO CaMOYIIpaBJICHHUS
MyHUIMNIATBHBIX 00pa3oBanuii B Camapckoil 00jacTu, B MH(POPMALIMOHHBIX

CUCTEMaX — B COOTBETCTBHUH C MOJOKEHUSIMHU 00 ITHX CUCTEMaX.
2.00mue npaBuJIa N0JIb30BaHust HAa APM

2.1. Ilonp30Barens OTBEYaeT 3a IIPaBUJIBHOCTD BKJIFOYEHUS
(BeixiTFOUEeHMS) APM, BXOJ B CUCTEMY M BCE JIEUCTBHS MpU paboTe HA HEM.

2.2. APM paszpemiaercs HMCHOJIb30BaTh HCKIIOUUTEIHHO B CIYKEOHBIX
LETISX.

2.3. Ilonb3oBaTenb 00s13aH HUCKIIOUUTH BO3MOXHOCTH HEOCTOPOMKHOTO
MPUYMHEHMS Bpe/la TEXHUYECKUM U MH(OPMAIIMOHHBIM pecypcam.

2.4. CucTeMaTH4eCcKu OCYIIECTBIISTh PE3EPBHOE KOMUPOBAHUE BaKHOMU

! Jlns opraHoB rocysapcTBeHHOM BiaactTh CamapcKod OONAacTH, B COOTBETCTBUM C IOCTAHOBJIEHHEM
[IpaBurensctBa Camapckoit obmactu ot 21.05.2009 Ne 234 «OO6 yrBepxnaenun Ilepedns opraHoB
ucronHUTeNnbHOM Biacth Camapckold o0nacTu, OpraHu3aldI0 MaTepUalbHO-TEXHHYECKOro obecredeHus,
JIeSITEIFHOCTH KOTOPBIX OCYIIECTBIISIET JIeMapTaMeHT yrpaBieHus aenamu ['yoepaaropa Camapckoii obnactu u
IIpaButensctBa Camapckoit oGmacti, u Ilepeunss rocynmapcTBeHHBIX opraHoB Camapckoil o6mactw,
OpraHM3alMI0 MaTepHaIbHO-TEXHUYECKOT0 00eCIIeueHH s JeITEIbHOCTH KOTOPBIX OCYILECTBISET JenapTaMeHT
ynpasienus nenamu ['y6epHatopa Camapckoii obmactu u [IpaButensctBa Camapckoil 061acTi» HOPMATHBHBIM
aKTOM SIBIIICTCSl TIpHKa3 JemapTaMeHTa ympasieHus penamu [yOeprnaropa Camapckoit oOmactu u
[MpaBurenscrBa Camapckoit obmactu ot 07.12.2010 Ne 241n «O mopsiAKe MCHONB30BaHUS CETH MHTEPHET» C
HM3MEHEHUSAMHU BHECEHHBIMHU MpHKa3zoM oT 07.11.2011 Ne 40m.



uHpopMaluu, xpansimeics Ha APM nonb3oBarens.

2.5. CucreMaTuyecKku MPOBEPSAThH OOHOBJICHUE AHTUBUPYCHOM 0a3bl (Kak
NpaBUJIO, B HACTPOMKAX aHTHUBUPYCA, YCTAHOBICHO HX aBTOMAaTUYECKOE
0OHOBJICHHE).

2.6. Bo Bpemsi paboThl 3KpaH MOHUTOpa KOMIIBIOTEpa pacrojaratb B
MOMEIIEHUN  TakuM  0o0pa3oM,  YTOOBI  HWCKJIIOYHTH  BO3MOXKHOCTB
HECaHKIIMOHUPOBAHHOTO  O3HAKOMJIEHMsI €  OTOOpakaeMoll  Ha  HeM
uHpopMaIeil MTOCTOPOHHUMHU JIUI[AMU, IITOPHl HA OKOHHBIX MPOEMax JOJKHBI
OBITH 3aBENIaHbBI (KATIO3U 3aKPBITHI).

2.7. Ilpu BpeMEHHOM OTCYTCTBUH IOJIb30BATENsI HA paboyeM MECTe 3KpaH
MOHHTOPA JJOJHKEH OBITh MOTYIICH WJIM UCIIOJIb30BaHa SKpaHHAasl 3aCTaBKa.

2.8. CoOmonary TpeboBanus napoiabHoil mnonutuku (Pasmen 8 Caoapa
paBuil).

2.9.0060 Bcex  BBIBICHHBIX  HapyLICHUSX, CBSI3aHHBIX c
nH(OPMAITMOHHON 0€30MMaCHOCTHIO, a TaK K€ IS OMyYeHU KOHCYJIBTAIUMA 110
BOoIlpocaM HMH(OpMaIMOHHOW 0€30MacHOCTH, HEoOXOoAuMO oOpamarbes K

aAMUHUCTpAaTopaM HMH(POPMALMOHHON CeTH M (MJIM) CHEHUAINCTaM [0

uH(OPMAITMOHHON 0e3omacHOCTH COOTBETCTBYIOIINX CTPYKTYPHBIX
MOJIPA3ACIICHUN.
2.10. Uctionp30BaTh  JJIEKTpOHHYHO moamuck (manee — OII) B

coOoTBETCTBUM C PykoBojicTBOM (TIpaBmiiaM) MO OOECIEYEHHUIO HCIOIb30BaAHUSA
DIl u cpencts D11, BBIJAHHBIM yIOCTOBEPSAIOUIUM LIEHTPOM.

IHoab30BaTesiM 3anpelaeTcs:

2.11. OtkpsiBath Ha APM (aiinbl 1 3amyckaTh OporpaMMbl, MOTYyYEHHBIE
13 HEMPOBEPEHHBIX UCTOYHUKOB.

2.12. TlepenaBath cBOM MACHTH(UKAIIMOHHBIE JaHHBIC (ITAPOJIU, JTIOTUHBI),
aTpuOyThl JOCTyna K pecypcaM HHGOPMAIIMOHHOW CHUCTEMBI MOCTOPOHHUM
JULAM.

2.13. OtxirovaTh (6JIOKMPOBATh) CPEJICTBA 3AIMUTHI HHPOPMAITUH.

2.14. IlpuBnekaTp MOCTOPOHHUX JIMIL[ ISl MPOU3BOJICTBA PEMOHTA WU



HacTpoviku APM.

2.15. Pazrinamate 06pabaThiBaeMyr0 HHGOPMAIIUIO TPETHUM JIUIAM.

2.16. KonnpoBath cinyxe0Hy10 MH(OpMAIMIO Ha BHEIIHUE HOCUTENH O€3
paspenieHus: pyKoBOICTBA.

2.17. CaMocCTOATENBHO yCTaHABIIUBATh, TUPAKUPOBATH, WIN
MOAM(PUIMPOBATh MPOrpaMMHOE OOecleyeHue M anmnapatHoe oOecredeHue,
U3MEHATh YCTAHOBJICHHBIM alropuT™M (QYHKIMOHUPOBAHUS TEXHUYECKUX MU
IPOrPaMMHBIX CPECTB.

2.18. HecaHKIMOHUPOBAHHO OTKPBIBaTh OOLIMII JOCTYyH K NankKaMm Ha
APM.

2.19. OcymiectBiate noakimoueHne kK APM u JIBC nocTopoHHUX H
JUYHBIX YCTPOWCTB (HampuMmep: CMapTQOHbI, Tele(POHbI, CUUTHIBATEIH
uHdopMmanuu, usnydaromue ycrporcrtBa (Wi-Fi, Bluetooth, pagunomonemsr) u

T.IL.).
3.0IpaBuiaa noab3oBanus B cetu UHTEpHET

3.1. Pecypcel cetm HHTEpHET MNpenoCTaBIAOTCS IOJIB30BATENSIM IS
nosyuyeHuss WHGPOpMAlUUd HEOOXOAMMON Uil  BBIMOJIHEHHUS  CIY>KEOHBIX
00s13aHHOCTEH.

3.2. Ilons30Barens 00s13aH HE IPEANPUHUMATD ITOIIBITOK
HECAaHKIIMOHUPOBAHHOTO JOCTyINa K HMH(OpPMAUMOHHBIM pecypcam, AOCTYyH K
KOTOPBIM €My OI'PaHHUYEH.

3.3. Ilonb30Barenb MOXKET IMOCEMIAaTh TOJIBKO TE€ PECYPCHI, COAEPKAHUE
KOTOPBIX HE MPOTUBOPEUUT 3aKOHOAATENbCTBY Poccuiickon denepanuu, a Ueib
HOCEUIEHMsI TOJIKHA OBbITh CBsI3aHa C €ro CIIyKEOHOM J1eATeNbHOCTBIO.

3.4. BuumarenbHO HaOupaTh KMEHa CaWTOB, OCOOEHHO Ha KOTOPBIX
npoBOAsITCS (pruHAHCOBBIE onepauuu. [logaensHple callThl MOTYT UMETh OTJINYHE
Jlake OJIHOTO 3HaKa WM TOT € BUJ, YTO U OPUTHHANIbHBIE. Takue cailTbl MOTYT
collepKaTb HEBHUJIMMBIE OOJIACTH, Ha)KaTUE HAa KOTOPBIE MOKET NPUBECTH K

3apaxeHuto APM BpeqoHOCHBIMH TpOrpaMMamMu WM TEpeHanpaBlIeHHE Ha



3apakeHHbIe caiiTbl. bonee Oe3omacHO He HabWpaTh BPYYHYIO HaWMEHOBaHHE
caifta, a MoJIb30BaTHCS 3apaHee CACTaHHBIMU 3aKJIaJIKaMU.

3.5. B HacTtosiiiee BpeMs KHOEPHPECTYMHUKH CO3JAI0T MOJJIEIbHbIE
caiitel sK0Obl ansa omnatel mrpagos 'MBJ] win odopmieHus 3asiBKU Ha
KpEeauT U Apyrux neneil. Ha He mpoBepeHHBIX caiiTax BBOA KOH(UIEHIIMAIBHBIX
JAHHBIX HE PEKOMEHyeTCs!

3.6. KaTteropuyecku 3ampemieHo HCIOJIb30BaHHE JUISl  CIIY>KEeOHOM
JESITeIbHOCTH  WMHOCTpaHHBIX  MHTepHeT-cepBUCOB  cUCTeM  OOMeHa
coobmenusiMu, roysocoBot u BumeoumHpopmanueit (ICQ, QIP, Jabber, Viber,
Whatsap, Skype, Trello u T.1.), 00ma4HBIX CEpBUCOB XpaHEHUs HWH(POpMaAIIUU
(iCloud, Google Drive, Dropbox u T.1.).

3.7. Ilonw30BaTesm 3anpemaercs:

- HCII0JIB30BAaTh JOCTYM K ceT VIHTepHET B JINYHBIX LIEJAX;

- IocenlaTh 10CYTrOBO-pa3BiIeKaTEIbHbIE CAUTHI;

- ACTIOJIB30BaTh JIOCTYN K ceTu VHTepHeT Id paclpoCTpaHEHUS WU
TUPAKUPOBAaHUA MH(OpPMalLlMK, KOTOpas HaIlpaBlIieHa Ha IpoIaraHay BOWHBI,
pa3)KUraHve HalMOHAJIbHOM, PACOBOM WJIM PEIUTMO3HOM HEHABUCTU U BPAXKIbI,
a TakKe HMHOM HMH(OpMaIMM, 32 PacHpOCTpPaHEHHE KOTOPOM MperyCMOTpeHa

YrOJIOBHAS WJIM aAMUHUCTPATUBHASI OTBETCTBEHHOCT.
4.IlpaBujia padoThl ¢ JIEKTPOHHOM MOYTOM

4.1. lna  cay>keOHOM  N1eATETbHOCTH  HEOOXOJMMO  HMCIOJb30BaTh
ANEKTPOHHYI0 mouTy jgomeHa [IpaButenbctBa Camapckod —«samregiony,
MOYTOBBIE CEpBEpa TOCYAAPCTBEHHBIX opraHoB (Camapckoil 001acTv, OpraHoOB
MECTHOTO CaMOYTMPAaBIICHUS MYHHUIIMNAIbHBIX oOpa3oBanuii B Camapckoi
00JaCTH W TOJBEIOMCTBEHHBIX WM opranm3anuii. Hcnojib30BaHue HHBIX
001IeJOCTYNMHBIX MOYTOBBIX CEPBHCOB JO/LKHO ObITH HMCKJIKYEHO.
Ucnone3yst  0OIIeIOCTyNHBIE  TOYTOBBIE  CEPBUCHI Bbl  CO3HATEJIBLHO
MIPEIOCTABIsIETE MEPEIaBAEMYI0 MH(DOPMALMIO 3TUM CEPBHCAM U OHA MOXET

OBITH AOCTYIIHA TPCTbHUM JIMLIAM. KaTeropnqecml 3allpPpeICHO UCII0Jb30BaHHUE
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MHOCTPAHHBIX MOYTOBBIX CEPBHCOB 3JIeKTPOHHOM MouThl (Gmail, Yahoo u
T.J1.) IS CITy’K€OHOU JesITENbHOCTH.

4.2. Ilpy mony4yeHUU HJIEKTPOHHOTO MUChbMa C BJIOKEHHEM HEOOXOIUMO
BHUMATEJIbHO MOCMOTPETh aJpec oTmnpaBurens. B ciydae, eciu 3TOT aapec
HEU3BECTEH, WU OTIMYAETCS OT PEaJbHOT0 XOTS Obl OJJHUM 3HAKOM, OTKPBITHE
BJIO)KEHMM TakWX TIMCEM He O€30MacHO, TMOCKOJIbKY MOIYT COJEPKaTh
BPEJOHOCHBIE IPOTPAMMBI.

4.3. B mocnennee Bpemsi 3aUKCHUpPOBAaHA pPACChUIKA Ha JJIEKTPOHHBIE
ajzipeca IMOJIb30BaTeNeH, a Takke Ha OPHUIMAIbHBIE MOYTOBBIC SIIUKH OPraHOB
UCTIOIHUTENbHON  Bmactu Camapckoil o00JacTh W OpPraHOB  MECTHOTO
caMOympaBJeHUsS MYyHUIMNAIbHBIX 0Opa3oBaHuii B Camapckoil 00J1acTH, BO
BJIO)KEHHMH K KOTOPBIM COJEpXKaTcsi BpPEIOHOCHBbIE (hailypl TUIMA «AKTHI
CBEPKU.ZIPY, «Kommepueckoe PEAIoKEeHHE. ZIpY, «CynebHnoe
MIPOU3BOJCTBO.ZIP», C Pa3IWYHbIMH rpaduyecKuMHu u3oOpaxeHussMu. Takue
BJIOKEHUS, KaK paBuUIIo, cojeprKar BUPYCHI-IIH(PPOBATIITUKH
(Trojan.Encoder), koTopble UMUTHPYIOT 3aBHUCAaHUE OMNEPAIIMOHHOW CHCTEMbI
Windows koMmmbeioTepa # MHPPYIOT JOKYMEHTHl TMOJb30BaTeNeld  C
pacmmmpenusmu *.doc, *.xlIs, *.pdf, *.txt, *.jpg, *.tif, *.rar, *.zip u apyrumu,
HEKOTOpBIE TiepeaatoT (BOPYIOT) HH(OpMAIINIO Ha CTOPOHHUE CepBepa.

Bupycbl-miupoBaibIIUKH  He ONpPeNeJsIlOTCH AHTHUBMPYCHBIMU
NporpaMMamMu B MOMEHT 3apakennsi APM.

4.4, [Ipy monyuyeHUM MHChbMa OT HEU3BECTHOTO ajpecaTa, HEOOXOIUMO
CBSI3aTbCS C HCIIOJHUTENIEM M YTOYHHUTh IpPOUCXOXkJeHue QaitmoB. B ciyuae
HEBO3MOXXHOCTH YCTAaHOBUTb TMPOMCXOXKJIEHUE TMHUCbMa, HEOOXOJIUMO €ro
yAaTUTh, HE COXPAHSSI U HE 3aIycKasi IpUJIoKeHHbIE (alliIbl.

4.5. 3ampenaeTcs nepefaBaTh WHGOPMAIMIO OTPAHUYEHHOTO JIOCTYIIA
yepe3 ceTh MHTepHeT (B TOM 4HCIE MOCPEIACTBOM JJICKTPOHHOM MOYTHI) O€3
MCITOJIb30BAHUS CPEJICTB 3AIUTHI MH()OPMALUK.

4.6. 3anpeniaeTcs OCYILIECTBIISITh MAacCCOBBIE PACCBUIKH AJEKTPOHHOU

MOYTHI HeclykeOHoro xapaktepa (CITIAMa).
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4.7. HeoO6Xx0UuMO CBOEBPEMEHHO OYHUIIATh CBOM IMMOYTOBBIN STITHUK.

S.IIpaBuJia moJIb30BAHUSA IOCYIAPCTBEHHBIMH U MYHUIIUNIAJIbHBIMHU
HH(OPMALMOHHBIMH CHCTEMAMH

5.1. APM, wucnons3yembie s paOOTBl € TOCYAApCTBEHHBIMU H
MYHUIIUNAIBHBIME UHMOpManmoHHbIMU cucteMamu (nanee — ITMC u MUC)
JOJDKHBI  COOTBETCTBOBATh TPEOOBAHUSIM, U3JIOKEHHBIM B JOKYMEHTALUU
cootBercTBytommx I'NC u MUC.

5.2. Ilepen nauanom pab6otel B ITMC u MUC mnonb3oBaTenu IOHKHBI
O3HAKOMHUTHCS ¢ TpaBuiamMu pabotel B cooTBercTBytomux [MC u MUC

(MHCTPYKUHMSMU TOJI30BATEIISAM).

6.1IpaBuia padoTel B aBTOMATH3MPOBAHHON MH(POPMALMOHHOK
cucTeMe JOKyMEHTO000pOTa U AeJONPOU3BOACTBA B AJIMUHUCTPALIUA
I'yoepnaropa Camapckoii o0s1acTu, cekperapuare IlpaBurenbcrea
Camapckoii 00,1aCTH M OPraHax MCNOJHUTEIbHOM BjacTu CamMapckoi
o0JiacTu

PaGota B aBTOMAaTU3UPOBAHHOW  HMH(POPMALUOHHOM  CHUCTEME
JTIOKyMEHTO0000poTa u aenonpousBoacTBa (nainee — AUC JIJI) AnMuHUCTpanuu
['y6epnaropa Camapckoii obmactu, cekperapuate [IpaBurennctBa Camapckoit
o0macTH ¥ oOpraHax ucHojJHuTendbHOW Biactu Camapckoil — obnactu
OCYILECTBIISIETCA C NPUMEHEHUEM DJIEKTPOHHOW IOIIMCH, B COOTBETCTBUHU C
npwioxkeHueM Ne 1 «MHCTpykuMHM MO J1€IO0NPOU3BOJACTBY B AJIMHHHCTpaLUU
['y6epnaropa Camapckoii obnactu, cekperapuate [IpaBurtensctBa Camapckoii
o0jacTM W oOpraHax HcnojaHuTeNnbHOW Biactu Camapckoid — oOmacTmy,
yTBEpKJIEeHHON  pacnopsbkenneMm — ['yOepnatopa  Camapckodt — oOmactu

o1 29.04.2013 Ne 234-p.
7.11paBujia aHTUBMPYCHOM 3aILUTHI

7.1. lns o0GecriedyeHusi aHTUBUPYCHOM 3aIUTHI JOHKHO HCIOJIb30BATHCS
cepTU(UIIPOBAHHOE JIMLIEH3UOHHOE AHTUBUPYCHOE MIPOrPAMMHOE

oOecrieyeHue.



7.2. SIpnpIK aHTUBUPYCHOM HPOTpaMMBbl, KAaK IPAaBWIO, HAXOAWUTCS B
0o0JacTH yBEJOMJICHUS WJIM Ha BKIAJIKE «OTOOpa)XaTh CKPBITHIE 3HAYKID)
(HYDKHMI TpaBbIM yroJl SKpaHa).

7.3. Ilonp3oBarenu npu paboTe C BHEIIHUMH HOCUTEISIMH HH(pOpMaluuu
00s3aHbl Tiepe]] HadyajoM paOOThl OCYIIECTBUTh HMX MPOBEPKY Ha MpPEeaMeT
OTCYTCTBUS KOMIBIOTEPHBIX BUPYCOB.

7.4. OOHOBIIEGHWE  AHTUBUPYCHOW  MpOrpamMMbl,  Kak  IpaBuUio,
IPOU3BOIUTCS ABTOMATUYECKH, B POTUBHOM CiIy4ae HEOOXOAMMO OOpaTUTHCS
K anmuHuctpatopy JIBC.

7.5. llepponnueckoe TECTUPOBAHUE BCETrO YCTaHOBJICHHOT'O
MpOrpaMMHOr0  oOecreyeHus: Ha  NOpeIMET  KOMIBbIOTEPHBIX  BUPYCOB
npousBoauTcs aBromaruuecku. Ilomnyro mnpoBepky APM  HeoOGxoaumo
IPOBOJIMUTH MPHU YCTAHOBKE aHTHUBUPYCHOM MPOrpPAMMBI, B CIIy4asx MOAO3PEHUS
3apak€HHUeM, Iepuonuecku 1 — 2 pasza B roJ.

7.6. B ciyyae oOHapyXeHUS TOJIO3PUTEIBHBIX MPOrpaMM cpabaThiBaeT
AHTUBUPYC U HEOOXOAMMO MpPEeKpaTUTh Kakue-nubo nedctBus Ha APM u
oOparutbes kK agmuHucTpaTopy JIBC.

7.7.B cnydae oOHapyXeHHUsS BHpyca, HE TOJIJAIOIICTOCS JICUYCHUIO,
aagmunuctparop JIBC, orBercTBeHHBI 3a obOecrnieueHne Oe30MacHOCTU
uH(pOpMaUK, IPUHUMAET MEPHI 10 BOCCTAHOBJIEHUIO PA0OTHI CUCTEMBI.

7.8. Bupychl-lin@poBanbliuku HE  OMNPENEHSIOTCS  aHTUBUPYCHBIMU
MporpaMMamMu B MOMEHT 3apakeHus APM.

7.9.B Tex cnydasx, koraa 3apaxkenwe BHpycoM APM Bce-Taku
IPOU301LI0, HEOOXOIUMO:

- HEMEJIEHHO OTKJIIOYUTh KOMIBIOTEp [UJIi OCTAHOBKH JEHCTBUUI
BPEIOHOCHON MpOrpaMMbl U HE BKIIOYaThb KOMIBIOTEP C 3alIu(pPOBaHHBIMU
JaHHBIMH, T.K. BO BpeMs BKJIIOUEHHI W IMepe3arpy30K MPOUCXOAAT WU3MEHEHUs
(aiiI0BO CUCTEMBI KOMITBIOTEPA;

- HE MBITATbCS CAMOCTOSITEJIbHO W3MEHATHh PACIIMPEHUS 3apa)KEHHBIX

GdaiiioB, a Takxke yAalaTh JoObie (aitiel ¢ pabodyero KommbplOTEpa U



AJIEKTPOHHBIE COOOIIICHHST,;

- 00paTUTbCSI K JOJKHOCTHOMY JIMILy, OTBEUAIOLIEMY 3a YCTAHOBKY
AHTUBUPYCHBIX MpOrpamMM, obecreyeHue 0e30MacHOCTH MH(POPMALMK B CBOEM
CTPYKTYPHOM IOApPA3/AEIICHUN;

- 00paTUTBbCSI K TEXHUYECKUM CIEUHMAIUCTaM M0 HH(GOPMALMOHHBIM
TEXHOJIOTUSIM, 00CITyKMUBaIOIIKUM Ballly BEIYMCIUTEIbHYIO TEXHUKY;

- 00paTUThCS B CIIyKOy TEXHHMUECKOW MOJAEPKKHU YCTAaHOBJICHHOU y Bac
AHTUBHUPYCHOM NPOrpaMMbl U COBMECTHO C HUMH IIOIBITATHCS BOCCTAaHOBUTH
yTpadeHHYI0 HH(HOPMAIIHIO.

[lo wunHdoOpmamuu  NPOU3BOAWUTENEH  AHTUBHUPYCHBIX  IMPOrpPaMM
BO3MOYKHOCTb BOCCTAHOBJICHHS HMH(QOpMallUd — MUHUMAaJbHA, T.K. Kaxa0€
BPEJOHOCHOE COOOILEHNE COACPKUT UHANBUAYATBHBIN (paiii-mu(poBaIbIIHK.

HanomuHaeM 0 HE0OOXOIUMOCTH TNPOBEAEHHUS PETYJSIPHON HpoLEeaypbl
PE3EpPBHOIO KOMUPOBAaHUS BCel BakHOU paboueid mHbopmanuun APM, 1.k. 31O
MO3BOJIUT OBICTPO BOCCTAHOBUTH Bamiy naHHbIE B cilydyae UX MOBPEKICHUS

(3apaxxeHus)!
8.[laposbHasi mOJAMTHKA

8.1. UnenTuduxamus v npoBepKa MOJIMHHOCTH TOJIb30BATEIS MPU BXOE
B APM, HHpOPMALIMOHHYIO CHUCTEMY MOXET OCYILIECTBISATHCA IO MapOJI0
YCJIIOBHO-IIOCTOSIHHOTO JIEMCTBUSA, C HCIIOJIb30BAHUEM allllapaTHBIX CPEJICTB
(TouchMemory u 1p.), ¢ ucnons3oBanuem JI1.

8.2. IlonHass mmaHoBasi CMEHa TMAapoJied TOJb30BaTeNe  JOJDKHA
MIPOBOAUTHCSA PETYJIAPHO (He pexe 1 paza B 3 mecsna).

8.3. BHerutanoBasi cMeHa JIMYHOTO TapoJIs WIK YJAJICHHE YUYETHOU 3aIUCH
MI0JIB30BATEIS B CIy4Yae MPEKPAIIEHUs €ro NOJHOMOYNN (YBOJbHEHUE, NEPEXO0]
Ha Jpyryro pabOTy MW T.II.) JOJDKHA HPOU3BOJUTHCS HEMEIJIEHHO IIOCIIE
OKOHYAHHUS MOCJEIHEr0 ceaHca padoThl JaHHOTO MOJIb30BATENS C CUCTEMOI.

8.4. B ciyuae xommpomeranuu (yTpaThl, pa3rjialleHus, Kpaxu, B3JIOMa)

JIMYHOI'O0 IIapoJIiad IMOJb30BATCIIb HOJDKCH HEMCIAJICHHO IPCAIIPUHATH MCPHBI 110
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CMEHE NapoJsl.

8.5. XpaHeHue TOJIb30BATENIEM 3HAYEHUW CBOMX  Napojied  Ha
MaTepUaIbHOM HOCHUTEJIE JIOMYCKAETCS TOJBKO B JIMYHOM, 3alHUPAEMOM SIIIHKE
(ceiide).

8.6. [Ipu BBOJAE mMaposds TONB30BATEN0 HEOOXOJUMO HCKIHOYUTh
MIPOU3HECEHUE €TI0 BCIYX, BO3MOXHOCTh €r0 MOJACMATPUBAHUS MOCTOPOHHUMHU
JUIAMUA U TEXHUYECKUMHU CpEeACTBAMU (CTallMOHAPHBIMH U BCTPOCHHBIMH B
MOOWIIbHBIC TeJIe(OHBI BUACOKAMEPAMH H T. II.).

8.7. [IpaBuna ¢hopMHUpPOBAHUS TTAPOIIS:

8.7.1. ITaposib JOJKEH COCTOATH HE MEHEe YeM M3 BOCbMH CUMBOJIOB.

8.7.2. B mapone A0JKHBI MPHUCYTCTBOBAaTh CHUMBOJIBI TPEX KATETOpUNA U3
qucia CIeAyIOINX YeThIPeX:

- IPONUCHBIE OYKBBI aHTIIMKACKOTO andaBuTa OT A 10 Z;

- CTpOYHBIe OYKBBI aHTIMICKOTO ajipaBUTa OT a J0 Z;

- mudpst (ot 0 10 9);

- CUMBOJIBI, HE TMpuHa[Iexkanme aiadaBUTHO-IMGpOBOMY HAOOPY
(mammpumep: !,$.#, %).

8.7.3. Ilapoib HE MOXKET cojiepKaTh UMs yuyeTHo# 3amucu Ilonb3oBaTens
WM KaKy0-JTM0O €ro 4acTh.

8.7.4. [lapons He [OJKEH BKJIIOYaTh B CeOS JIETKO BBIYUCIISIEMbIC
COYETAaHMUSI CUMBOJIOB, MPOCThbIe Mapoiu Tumna «123», «111», «qwerty» u um
nogoOHbIe, a Tak ke MO u nmatel poXJaeHUS CBOM U CBOUX POJICTBEHHUKOB,
KJIMYKA JIOMAIIHUX >KUBOTHBIX, HOMEpa aBTOMOOWJEH, TenedOoHOB W Jpyrue
napoju, KOTOpble MOTYT OBbITh MOAOOpaHbl, OCHOBBIBAsACH Ha HMH(OpMAIUU O
10JIb30BAaTelIE.

8.7.5. He wucnonp3oBaTh B KAyecTBE TMapojisi OJAMH M TOT XKe
MOBTOPSIOIIMICS CUMBOJI JTUOO MOBTOPSIONIYIOCS KOMOMHAIIUIO U3 HECKOJIBKUX
CHUMBOJIOB (HalpUMep, «aaaaaaaa).

8.7.6. He wucnonp3oBaTh B KayecTBE Mapojsi KOMOMHAIMIO CHUMBOJIOB,

HaOupaeMbIX B 3aKOHOMEPHOM TOpsIIKE Ha KiIaBuatype (Hampumep, 1234567 u
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T.IL.).

8.7.7. He ucnosib30BaTh paHee UCMOJIb30BAHHbIE MTAPOIIH.

8.7.8. 1Ipu cmeHe maposisi HOBOE 3HAYEHHUE MJOJDKHO OTJIMYAThCS OT
MPEbIIYIIEr0o HE MEHEE YEM B 4 TTO3ULIMSIX.

8.7.9. Bo Bpems BBOJa Maposi HEOOXOIUMO YOEIUThCS, YTO KJIaBUATypa
HaxXOJUTCSl BHE TOJISI 3pEHUSI TOCTOPOHHUX JIUII, & TAK)KE TEXHUYECKUX CPEACTB
(Bugeokamep, oroanmaparos).

8.7.10. He wucnonp3oBaTh OJMH Mapoyib B Pa3HbIX HHOOPMAIMOHHBIX

pecypcax.

9.01BeTcTBeHHOCTH [oJIL30BaTe IS

[Tonb3oBaTeNM HECYT MEPCOHATIBHYIO OTBETCTBEHHOCTDh 32 CBOM JIEHCTBHUS
B IEpPHOJ  OCYIIECTBIECHHA  HWH(DOPMALMOHHOIO  B3aUMOJEWUCTBHUS  C
ncroan3oBanueM APM;

3a Hapymenue Hactosiulero CBoma mpaBWil, MOBIEKIIEE HEMPABOMEPHOE
YHUYTOXEHUE, OJJOKUPOBaHUE, MOAU(PUKAIINIO TNOO KOMUPOBAHUE OXPAHIEMOM
3aKOHOM uHdopmarmu, HapylIeHUE paboThI roCyJJapCTBEHHBIX
WHPOPMAIIMOHHBIX CHUCTEM U pecypcoB, APM monb3oBatenss MOXET OBbITH
otkitoueH ot JIBC 10 BeIsICHEHUS 00CTOSATENHCTB HAPYILICHHUS.

Hapymenue tpeboBanuii 3akoHomarenbcTBa Poccuiickoit dexneparu
00 nHpopmanuu, UHPOPMALMOHHBIX TEXHOJOTHSIX W O 3alluTe HHPOpMauuu
BJICYET 3a coboi JUCLHUIUIMHAPHYIO, IPaKIaHCKO-TIPaBOBYIO,
aIMUHUCTPATUBHYIO WJIA YTOJOBHYI) OTBETCTBEHHOCTb B COOTBETCTBUU

C 3aKOHOJIaTeNbCTBOM Poccuiickont denepanni.



