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OJOBPEHO

K cnenunanbHocreii:

09.02.04 MudopMaLHOHHBIE CHCTEMBI (B MALIHHOCTPOCHHH),
09.02.06 CereBoe 1 CHCTEMHOE aAMHHHCTPHPOBAHHE,
09.02.07 UndopmalHOHHBIE CHCTEMBI H NPOrPpaMMHPOBAHHE,
25.02.08 Dkenayaranus OecnuIOTHBIX ABHALMOHHBIX CHCTEM,
27.02.04 AsTOMAaTHUYECKHE CHCTEMBI YIIpaBIeHNA

' / / :
lpencenarent__.++*‘ . Anxesarosa I'.B.

« 1€ » mas 2023 T. {

CocraButens: Unxesatosa I'.B., npenogasarens ['BITIOY «CTAIIM um. J1.1.
Ko3noBay.

Pabouas nporpamma pazpaborana Ha ocHoBe DeepaibHOTO
roCyJapCTBEHHOI'0 CTAHAApTa CPEIHET0 MPOPECCHOHAIBHOIO 00pa30BaHUs MO
cnennasnbHocTH 09.02.06 CeTeBoe U CHCTEMHOE aIMUHUCTPUPOBAHUEY,

YTBEP>KJICHHOTO ITpUKa30M MuHKCTEpCTBAa 00pa3oBaHus U Hayku PO ot

09.12.2016r. Ne 1548.

PabGouass mporpamma paspaboTaHa ¢ y4eToMm Npo(decCHOHAIBHOTO CTaHAapTa
06.026 «CucrteMHbBIl aIMUHUCTPATOP HHPOPMALMOHHO-KOMMYHHUKAITMOHHBIX
CUCTEM, YTBEPXKAECHHBIM ITPUKa30M MUHHUCTEPCTBA TpyAa U COUUAIBHOM 3aLUATHI
Poccniickont @enepanun ot 29.09.2020 Ne 680H 1 opueHTHpPOBaHA HA OJATOTOBKY
CTYJICHTOB K BBINOJHEHUIO TEXHUYECKUX TpeOOBAaHUN JEMOHCTPAIMOHHOTO

9K3aMCHa.



COJIEP)KAHHE

1. OBLAA XAPAKTEPUCTHKA PABOYEH IIPOI'PAMMBI
IIPO®ECCHOHAJIBHOI'O MOAYIIA

2. CTPYKTYPA H COAEP/KAHUE ITPO®ECCHOHAJIBHOI'O MOAYJIA

3. YCIOBHA PEAIIM3AIIHH HPOTPAMMBI ITPO®ECCHOHATBHOTO
MOJYIIA

4. KOHTPO.JIb y/4 OLIEHKA PE3YJIBTATOB OCBOEHHA
ITPO®ECCHOHAJIBHOI' O MOAYIIA



1. OBIIIAA XAPAKTEPHCTHKA PABOYEH ITPOT PAMMBbI
ITPO®ECCHOHAJIBHOI' O MOAYJIA

«IIM.01 BBIITOJTHEHHE PAKOT 110 ITPOEKTHPOBAHHIO CETEBOH
HHOPACTPYKTYPhI»

1.1. llenw u nnanupyemole pe3yavmamol 0C60CHUA NPOPECCUOHATBHO20 MOOYIA

B pesynbrate usydeHus npodecCHOHaIBHOTO MOJIYJS CTYIEHT JOJDKEH OCBOMTH OCHOBHOW BHJI
JiesiTelbHOCTH BrImonHeHne padoT 1Mo MPOEKTHPOBAHHUIO CETEBOM MH(PPACTPYKTYPHI U COOTBETCTBYIOIIHE
eMy 00IIe KOMITCTSHIIUY U PO eCCHOHATBHBIE KOMITCTEHITHH:

1.1.1. IlepedeHb OOIMNX KOMIICTCHITHI

Kox HaumeHnoBaHMe 001X KOMIIETEHIU I

OK 1. Breibupate  crmocoObl  pemieHuss  3amad  MPO(ECCHOHAIBHOW  JIeSTEIBHOCTH,
IPUMEHUTEIBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 2. Ocy1iecTBIATh MOUCK, AHAJIW3 M UHTEpHpeTalnio HHGopMau, HeoOX0MMOH JUIs
BBINOJIHEHUS 33,124 PO ECCHOHATBHON IeATEIbHOCTH

OK 3. [TnanupoBaTh M pealn30BbIBaTh COOCTBEHHOE NMPO(ECCHOHAIBHOE U JMYHOCTHOE
pa3BUTHE.

OK 4. PaboTath B KOJIIEKTHBE U KOMaH[E, 3((HEeKTUBHO B3aUMOJICHICTBOBATh C KOJIJIETaMH,
PYKOBOJICTBOM, KJIMEHTaMH.

OK 5. OcymiecTBIATh YCTHYIO M NHMCbMEHHYIO KOMMYHHUKAIMIO Ha TOCYAapCTBEHHOM
A3BIKE C YUETOM OCOOEHHOCTEN COLMAIbHOIO U KYJIBTYPHOIO KOHTEKCTA.

OK 6. [TposiBATH IpakJaHCKO-IIaTPHOTUYECKYIO MO3UILIHUIO, JI€MOHCTPHPOBATH
OCO3HAHHOE MOBEJICHUE Ha OCHOBE TPAUIIMOHHBIX 00LIEUEI0BEUECKUX [ICHHOCTEM.

OK 7. ConelicTBOBaTh  COXPAHEHUIO  OKpYXKAIOLIEW  Cpefbl, pecypcocOepekeHHmIo,
3 PEKTUBHO IEHCTBOBAThH B UPE3BBIYAWHBIX CUTYAIUSIX.

OK 8. Hcnonb3oBath cpeacTBa (U3MUECKON KyJIbTYpBl U COXpPAHEHHUS U YKPEIUICHUs
310pOBbsSl B Ipolecce MNPOPECCHOHANBHON JAEATEIbHOCTH U  MOJJAEp)KaHue
HE00X0IMMOT0 YpOBHS (PU3HYECKOM MOATOTOBIEHHOCTH.

OK 9. Vcnonb30BaTh MHPOPMAIIMOHHBIE TEXHOJIOIMU B MPO(ECCHOHATBHOM NesITEIbHOCTH

OK 10. [Tonb30BaTbes MNpOQECCHOHANBHON JIOKyMEHTallMed Ha TIOCYJapCTBEHHOM U
UHOCTPAaHHOM SI3bIKE.

OK 11. [TnaHupoBaTh NpeANPUHUMATENBCKYIO JESITEIbHOCTh B MPOdeccHoHAIbHOM cdepe

1.1.2. Ilepeuens npodeccuoHanbHbIX KOMIETEHINN

Kon HaumeHnoBaHnue BHI0B 1eATEJLHOCTH U MPO(ecCHOHAIBHBIX KOMIIETEHIHI
B 1. Buinoanenue pabom no npoexmuposanuro cemeso uHppacmpyKmypul
IIK 1.1. BBINOJHSATH IPOSKTHPOBaHNE Ka0EIbHOM CTPYKTYPhl KOMITBIOTEPHOM CETH.
MK 1.2. OcCylIecTBIISATh BEIOOP TEXHOJIOTUH, HHCTPYMEHTAIBHBIX CPEJICTB M CPEACTB BRIYUCIUTELHON

TEXHHKH IPU OpPraHU3aI|y Mpolecca pa3padoTKy U UCCIIEA0BaHUS OOBEKTOB
po(ecCHOHATBHON ICATEIBHOCTH

IIK 1.3. ObecnieunBarh 3alUTy WHGOPMAIMK B CETH C HCIOIB30BAaHMEM MPOrpaMMHO-aNIapaTHBIX
CPENCTB.
TIK 1.4. [IpuHuUMAaTh yyacTue B MPUEMO-CAATOYHBIX UCIIBITAHUAX KOMIIBIOTEPHBIX CETEH U CETEBOTO

000pyI0BaHHS Pa3IMYHOTO YPOBHS M B OIICHKE KaueCTBa M SKOHOMUYECKOH 3PPEKTUBHOCTH
CETEBOI TOIOJIOIHH.

IIK 1.5. BrimonHaTs TpeGoBaHMsSI HOPMATUBHO-TEXHUYECKON TOKYMEHTAIMH, UMETH OIIBIT O()OPMIICHHS
MIPOEKTHOM JOKYMEHTAIHH.




1.1.3. B pesynbTaTte 0cBOEHUS NMPOGECCHOHATHPHOTO MOIYJIS CTYACHT TOKEH:

Nmets
MPaKTUYECKUI
OTIBIT B

MPOEKTUPOBAHUU APXUTEKTYPHI JIOKAJTBHON CETU B COOTBETCTBHUHM C MOCTABJICHHON
3aJiayueii;

YCTAaHOBKE U HaCTpOfIKe CCTCBBIX IIPOTOKOJIOB M CCTEBOI'O O6OPYI[OB3HI/I}I B
COOTBECTCTBHUHU C KOHerTHOfI 33I[a‘lel71;

BBIOOpPE TEXHOJIOTHH, MHCTPYMEHTAJILHBIX CPEICTB NPU OpPraHU3alldd Ipoliecca
HCCIIeIOBaHUS O0BEKTOB CETEBON MHPPACTPYKTYPHL;

obecniedeHny 0€30MacHOTO XpaHeHHs 1 IepeAadr HHPOpMAaLH B JOKAJIHHOW CETH;

HCIIOJIb30BAHUH CIICHUAJIBHOT'O IPOrpaMMHOI0 obecrieueHust AT MOACJIMPOBaHus,
MPOCKTUPOBAHNA U TECTUPOBAHUA KOMIIBIOTCPHBIX CETeH.

YMETh

IIPOCKTHUPOBATH JIOKAJIbHYIO CETh, BI:I6I/IpaTI> CCTCBBIC TOIIOJIOTHH,

HCTIONIb30BaTh MHOTO(YHKIIMOHANEHBIE IPHOOPHI MOHUTOPUHTA, TPOTPAMMHO-
anrmapaTHbIe CPEACTBA TEXHUYECKOTO KOHTPOIIS JIOKATBHOW CETH.

3HATh

00IIIMe PUHIIUIIBI TOCTPOSHHS CETEeH, CETEBBIX TOIMOJIOT A, MHOTOCIOHHON MOIen
OS], TpeboBaHMil K KOMIIBIOTEPHBIM CETAM;

apXUTEKTYpy TPOTOKOJIOB, CTAHIAPTU3ALMU CETeH, OSTAaloOB MPOSKTUPOBAHUS
ceTeBOi MHDPACTPYKTYPHI;

0a3oBbIC IPOTOKOJIbI U TEXHOJIOTUH JIOKAJIbHBIX ceTeﬁ;
MIPUHIHUIIBI TTIOCTPOCHMA BEICOKOCKOPOCTHBIX JIOKAJIbHBIX CCTCﬁ;

CTaHIapThl Kabelei, OCHOBHBIE BUIBI KOMMYHHUKAIIMOHHBIX YCTPOHCTB, TEPMUHOB,
MOHSTUH, CTAHAAPTOB M TUIIOBBIX 3JIEMEHTOB CTPYKTYPHUPOBAHHON KaOeIbHOM
CHCTEMBI.

C nesblo npuBeeHUs cojlep:kaHus padoyeii nporpaMMbl NpogecCHOHATBHOIO

MOAYJISA B COOTBETCTBHE MpodeccuoHaIbHOMY cTaHAapTty 06.026 «CucTeMHBIN aIMUHUCTPATOD
MH(OPMaLlMOHHO-KOMMYHHUKAIIMOHHBIX CUCTEM, YTBEPK/IEHHBIN MprKa3oM MuHHUCTEpCTBA TpyJa U
counanbHOM 3amuThl Poccniickoit @enepanun ot 29.09.2020 Ne 680H 1 TpeOOBaHHUAM pbIHKA
TPyJa 0CBaMBAIOTCS CJIeAYIONINE TPYIA0Bble (DYHKIIUM., a TaKkKe TpeboBanuii WSR

TpynoBble QyHKIUH

ITpodeccuonanbHass KOMIIETEHIUA

A/05.4 IToaroroBka oT4eTOB O
MpUOOpPETaEMbIX M PACXOAYEMBIX
KOMITOHEHTaX, Iojaya 3asBOK Ha
MpuoOpeTeHNEe KOMIUICKTYIOIINX |

I1K 1.1. BemonHaTh IIPOEKTUPOBAHUE
KaOeNbHOI CTPYKTYpbl KOMIIBIOTEPHOM CETH.

MIpOBE/ICHUE pEMOHTa

00CITy)KHBaEMBIX KOMITOHEHTOB

MH(pOPMAIMOHHO-

KOMMYHHUKAITHOHHBIX CHCTEM

A/02.4 Brimonnenue pabot 1o [IK 1.2. OcymiecTBisTh  BBIOOP TEXHOJIOTHH,
YIPaBJICHUIO CTaHJAPTHHIMHU WHCTPYMEHTAJIGHBIX ~ CPEIICTB W CPEICTB
U3MEHEHUSMU B TEXHUYECKUX H BBIYMCIIMTEIbHON TEXHUKH TPU OpraHU3aluH
MIPOTPaMMHBIX cpeacTBax mporecca  pa3pabOTKM M HCCIIEIOBAaHMS
MH(pOPMAIMOHHO- 00BEKTOB MPO(HECCHOHATBHON JIEATENFHOCTH.

KOMMYHHUKAIIUOHHBIX ~CHUCTEM IO
WHCTPYKIMU




B/05.5 Peanuzanus peraaMeHTOB
obecrieyeHnss THPOPMALMOHHOM
0€301aCHOCTH MPUKJIAJHOTO TPOrPAMMHOTO
obecrnieueHus

[1K 1.3. OGecnieunBarh 3ammTy HH()OPMAIUH
B CETM C WCIONB30BAHUEM IIPOrPaMMHO-
anmapaTHbIX CPEICTB.

A/01.4  BeimonHeHne paboT 1o

BBISIBIICHUIO " YCTPaHEHUIO
TUINYHBIX MHIUJICHTOB
MH(POPMAIIMOHHO-
KOMMYHHUKAI[IOHHBIX CUCTEM

A/02.4 Boeinonnenue pabor 1o
YIPaBJICHUIO CTaHJAPTHBIMU
U3MEHEHUSMU B TEXHUYECKUX H
IIPOrpaMMHBIX CpeAcTBax
MH(POPMAIIMOHHO-
KOMMYHUKAI[IOHHBIX ~ CHCTEM 11O
WHCTPYKIIHA

A/05.4 IToaroroBka oOTYETOB O

npUOOpEeTaeMBbIX M PACXOIYEMBIX
KOMIIOHEHTax, II0Jaya 3asBOK Ha
npUOOpEeTeHNEe KOMIUICKTYIOUINX |

MIPOBE/ICHUE peMOHTa
00CITyKUBAaEMBIX KOMITOHCHTOB
nH(pOpPMaIMOHHO-

KOMMYHHKAIMOHHBIX CUCTCM

[IK 1.4. [Ipunumare  y4acThe B NPHUEMO-
CIATOYHBIX  WCIBITAHUSIX  KOMITBIOTEPHBIX
CeTel U CEeTeBOro 00OPYAOBaHUSI PA3IIMIHOTO
YpOBHS M  BOICHKE  KadecTBa U
OKOHOMHUYECKOH  A(P(PEKTHBHOCTH  CETEBOM
TOTOJIOTUH.

B/06.5 Pa3paboTka HOpMaTHBHO-
TEXHUYECKOH JOKYMEHTAIlMul Ha

MPOIETYPHBI yIpaBJICHUS
MPUKIATHBIM IIPOrPaMMHBIM
o0ecrieueHrueM

[IK 1.5. BemomnHATh TpeOOBaHHMS
HOPMAaTHBHO —

TEXHUYECKON JOKYMEHTAlUH, WMETh OIBIT
oopMIIeHus TIPOEKTHOM JOKYMEHTAITUH.

[lepeyenbp  3HaAHWI, YMEHUH,

HAaBBIKOB B COOTBCTCTBHUH

coCneuundukanueit cragaapra 09.02.06 CereBoe U cuCTEMHOE

aJIMUHUCTPHUPOBAHUE
®dopmupyemast
Homep HannMenoBame npodeccuoHaNbHASA
pa3nena asnenaWSSS Conep:xanue pazgesna WSSS KOMIIeHeusl B
WSSS pas cooTBercTBHN ¢ DT'OC
CI10
1 2 3 4




®opmupyemas

Homep npodeccuoHaIbHAS
HaumenoBanme
pa3nena a3tenaWSSS Conep:xanue pa3aesa WSSS KOMIIeHelusl B
WSSS pas coorBeTcTBHU ¢ PI'OC
CI10
1 2 3 4

TexHonoruu u
1aTHOPMBI TaHHBIX

CrnenmajaucT J0JI5KeH 3HATh H NOHUMATh:

* wmomens OS| u crek potokonos TCP/IP;

* I[IPUHIMIBI paOOTHl OCHOBHBIX ITPOTOKOJIOB CEeTEi
repenadn JaHHBIXKaHAIBHOT0, CETEBOTO M TPAHCIIOPTHOTO
YPOBHS;

* ponu ¥ GpyHKIHMU KOMIIOHEHTOB CETH Mepeaadn
IMaHHBIX;

* TUIIbI ¥ CIIEHAPUH HCIIOIBb30BAHNUS CETEBBIX TOMOJIOTHIA;
* KOHIETIINHU ceTeBoi agpecanmu |Pv4 u IPV6;

* KOHLEIINU KOMMYTAallui U MapIIpyTH3aLHH;

* OCHOBHBIC BHIBI aTaK HA CETEBBIEC IPOTOKOJIBI U
CIIOCOOBITTPOTHBOICHCTBHS MIM;

* [IPHUHIMIBI OPraHU3aUK OATaHCHPOBKH HArpy3KH;

* CHocoObI YIIPaBJICHUS aKTUBHBIM CETEBBIM
000py/I0OBaHNEM, B TOMYHUCIIE C HCIOJIb30BaHUEM
KOHTPOJUIEPOB B IPOTPAMMHO- OIPENIENIIEMbIX CETSIX;

* METOJIbl INIAHMPOBAHUS CBOEH pabOThI mpu
OCYILIECTBIICHUU PA0OTIO ITyCKO-HANIA/IKe TTOICUCTEM
ceTell mepeadn JaHHBIX;

* METO/BI IIOMCKA M yCTPaHEHHS HEUCTIPABHOCTEH B
MoJicucTeMaxceTell epeiadu JaHHBIX;

* COBPEMEHHBIEC TEXHOJIOTUYECKUE TEHACHIINU U
OTpaclieBBIECTaHIAPTHI B chepe TEXHOIOTHH Iepesadn
IMTaHHBIX;

* BO3MOXXHOCTH IIaT(OPM Tepeadn TaHHBIX,
MMO3BOJIAIONIUEYTTPABIATE UMU CPEACTBAMU NIPUKITATHBIX
MPOTPaMMHBIX MHTEP(EHCOB.

CrenuaaucT 10J1KeH YMeTh:

® TMPOU3BOJAUTH 6330By}0 HHHUITHAJIIN3aIU K0 aKTUBHOT'O
CETEBOTO 000PYAOBaHHUS;

* HacTpauBaTh KOMMYTAIIMIO YPOBHS JOCTYTIA, arperaiuu
u sapa;

* HacTpaumBaTh MPOTOKOJIBI MapIIPyTH3ANN
BHYTPEHHET'O MBHEIIHET0 [IUTI03a;

* oOecreunBaTh OTKa30yCTONYMBOCTD CETH Ha YPOBHE
KOMMYTaIlM{ HMapIIpyTH3AIIH;

® TMPUMCHATH 0a30BBIE MEXAHU3MEI 3alIUThI OT
KOMIIPOMETAIMH aKTHBHOTO CETEBOTO 000pyIOBaHNUS;

* oOecneuyuBaTh CETCBYIO CBA3HOCTh MCXKAY YAaJICHHBIMU
(rmanamuy;

® HCIOJIb30BATHh BCTPOCHHBIC MEXaHU3MbI AKTUBHOT'O
CeTEeBOr0 000PYIOBaHUsI JJIsl TOMCKA HEOOXOAMMON
nH(popManuu 00 ycTpoiicTBax B CETH;

* paboTaTh CO CpeJICTBAMH aHAIM3a CETEBOTO TpauKa;

K 1.1. BemonHATE
MPOEKTHPOBaHNE KabeTbHOM
CTPYKTYPBl KOMITBIOTEPHOM
CeTH.

K 1.2. OcymecTBasTh

BEIOOD TEXHOJIOTHH,
MHCTPYMEHTAJIbHBIX
CpencTB u CpencTB

BBIYMCIUTSILHON TEXHHUKHU
IpU OpraHru3alun IMPOoLecCa

[pa3paboTKu u
MccaIe0BaHUs 00BEKTOB
npoQheCCHOHATBHOM
IMesATeIbHOCTH.

MK 1.3. O6ecnieunBaTh
Bamuty WH(pOpMamum B
CeTH C WCIIOJb30BaHUEM
MPOrpaMMHO-aIMapaTHBIX
CPEICTB.

IK 1.4. [Ipuaumars
lydacTue B IpUEMO-
CIaTOYHBIX HCTIBITAHAAX|
KOMIBIOTEPHBIX CETeH W
CETEBOTO o0opynoBaHus
[PA3THMYHOTO  YPOBHSI |
B OIICHKE KadyecTBa u
PKOHOMHUYECKOU
PGGEKTHBHOCTH  CETEBOM
[TOTIONIOTHH.

MK 1.5. BemoausTs
TpeOoBaHMS HOPMATHBHO —
TEeXHUYCCKOI
TOKyMEHTALIUU, UMETH OTIBIT)|
odopmieHUs MIPOEKTHOH
TOKyMEHTALIUH.




Homep
pa3nena
WSSS

HaumenoBanue
pa3neaqaWSSS

Conep:xanue pa3aesa WSSS

®opmupyemas
npogeccuoHaJIbHASA
KOMIIeHelusl B
cooTBeTcTBHHE ¢ PT'OC
CI10

3

* 00eCIeunBaTh CETEBYIO CBS3HOCTD IS BUPTYAIBHBIX
MaIIvH U KOHTEHHEPOB IPHIOKEHUH B JIOKAIBHBIX U I'€0-
[pacIipeieIeHHBIX BUPTYJIbHBIX Cpe/iaX, BKIIIOYas
nH}pacTpyKTypy MyOJMYHBIX 00JIAYHBIX IPOBAHIEPOB;

* HCIIOJIb30BAaTh MHCTPYMEHTHI pa3pabOTKH CXeM CeTeH
repenavynaaHHbIX;

* QopmupoBarh TpeOOBaHUS K PYHKIIMOHAIBEHBIM
XapaKTEepPUCTUKAMIIO/ICHCTEM CETeH Nepeau JaHHbIX B
[paMKax MMPOEKTHON TOKYMEHTALHH;

* TIPUMCHATH AaHATUTUYECKUE HABBIKU ISl TUArHOCTHKH
1 yCTpaHEHMS HEHCIIPABHOCTEH B pab0Te KOMIIOHCHTOB
MH(OPMAIIMOHHBIX CHCTEM, OTBEUYAOLINX 32 Iepenayy
ITAHHEBIX

* HCIIOJIb30BaTh CPE/ICTBA IPHUKIIAIHBIX TIPOrPAMMHBIX
mHTepdeiicoB mIaThopM nepesadn JaHHbIX;

* HCIIOJIb30BAaTh COBPEMEHHBIE CPEJCTBA IMYJISLIUN
MH(pacTPyKTypBI ceTeil nepenayu JaHHbIX

[Tnatdopmbr
BUPTYaIU3aLUUU
KOHTEHepe3auuu

CrenuaIucT 10JKeH 3HaTh U MOHUMATh:

* PO KOMIIOHEHTOB cOBpeMeHHOM UT-
MH(paCTPyKTypBI;

* I[IPUHIMIBI TOCTPOCHUS U PYHKIIMOHUPOBAHUS
runepkoHBeprenTHoi UT-uHppacTpyKTypsbI;

* IaTQOPMBI BHIUMCICHUS U XPaHECHUSI JAHHBIX, a TAKXKe
MXOCHOBHBIE XapaKTEPUCTUKU;

* KOHLEMIMU BUPTyaIN3alluil PECYPCOB BEIUNCICHHUS,
XpaHEHHUs UIIepeaun JaHHbIX;

* 0COOEHHOCTH Ilepe/lau JaHHBIX B BUPTYaJIbHBIX
Cpelax, B T.4. F€0-paclpeJelICHHbIX;

* TOPSJIOK OCYIIECTBIICHHS paboT 110 ITyCKO-Halla/IKe
1aT(OPMBUPTYATH3ALNN U KOHTEHHEpU3aIiH;

* METOJIbl IOUCKA U yCTPAHEHMsI HEUCIIPABHOCTEH B
[10/ICUCTEMAaX BUPTYAJIN3alluy U KOHTEHHEpU3aluH;

* COBPEMEHHBIEC TEXHOJIOTUUECKUE TEHICHIIUH U
OTpacieBbIECTAHAAPTHI B chepe TeXHOIOTHiH
BUPTYyaIU3alUi U KOHTEHHEPU3ALIUH;

* BO3MOXXHOCTH IIaT(OPM BUPTYaTH3aLUH 1
KOHTE€HHEpU3al1H, 103BOJISIONINE YIIPABIATh MU
CpPEe/ICTBaMH MPUKJIAIHBIX TPOTPaMMHBIX HHTEP(EHCOB.
CrenuaIucT K0JKeH YMeTh:

* IMPOU3BOAMTH IyCKO-HANAAKY CUCTEM CEPBEPHOM
BUPTYyaIu3alui UKOHTEHHEPHU3aLluy;

* YIOPaBJATh CPEACTBAMU OPKECTPALIUU CUCTEM
BUPTYaIu3aluy UKOHTEHHEpe3aluy;

* TPOM3BOAMTH YCTAHOBKY, HACTPOIKY M OOHOBJIICHHE
OIEPALMOHHBIXCUCTEM;

* paboTaTh C COBPEMEHHBIMH (haiiIOBEIMH CHCTEMaMH;
* BHEIPATH U NOJAEPKUBATH PELICHHUS 110 XPAHEHHIO
TaHHBIX;

* pa3pabaTbIBaTh U IPUMEHSTH MTOJIUTHKH
[pacrpeieNieHus pECYPCOB;

* oOecreunBaTh OTKa30yCTOHYUBOCTD M BBICOKYIO
MOCTYIMHOCTHBUPTYAIbHBIX MAIlIUH U KOHTEITHEPOB Ha
[YPOBHE PECYPCOB BBIYMCIEHUS U XPAHEHUS;

* pa3BOpavyMBaTh HHPPACTPYKTYPY BUPTYaIbHBIX
[pabodnX CTOJIOB;

*  OCYIICCTBJIATH MUT'PAIHUIO MEXKIY PASITNYHBIMHA
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paznena

WSSS

HaumenoBanue
pa3neaqaWSSS

Conep:xanue pa3aesa WSSS

®opmupyemas
npogeccuoHaJIbHASA
KOMIIeHelusl B
cooTBeTcTBHHE ¢ PT'OC
CI10

CpeaMUBHPTYTU3ALH;

*  (popmupoBaTh TPeOOBAHNS K PYHKINOHATEHBIM
XapaKTEePUCTUKAMIIOICUCTEM BUPTYyJIN3aliU U
KOHTEHHEpU3alMu B paMKax

MPOEKTHOM JOKYMEHTAINH;

* TPUMEHATH AHATUTHYECKNE HABBIKH JUIS JUATHOCTHKH
M yCTpaHEHHS HEHMCIIPaBHOCTEH B paboTe KOMIIOHEHTOB
MH(POPMAIIMOHHBIX CUCTEM, OTBEUYAIOIINX 32
BUPTYaJIU3aLUI0 HUKOHTEHEPU3aLUIO;

* HCIIONB30BATh CPEICTBA MPHUKJIATHBIX TPOTPAMMHBIX
MHTEepEICOBILTaTGOPM BHPTYAIN3aUN U
KOHTEeHHEepU3aluH.

CeTreBble 1
CHUCTEMHBICOTICPAIIHT

CrenuaaucT I0JKeH 3HaTh U MOHUMATh:

* IIPUHIMIBI pabOTHl OCHOBHBIX ITPOTOKOJIOB
ITPUKIIAJHOTO YPOBHS;

* KJIHEHT-CEPBEPHbIE MOJEIIU B3aUMOAEHCTBHS
[TPUI0KEHUN;

* COBPEMEHHBIE MOJIENN JOCTaBKH KIMEHTCKUX U
CEPBEPHBIXITPUIIOKEHUN;

* BCTPOCHHBIH (PyHKIIMOHAI OTIEPALMOHHBIX CUCTEM IS
[pPa3BEPTHIBAHUS IPUIIOKECHUIT;




®opmupyemas

Homep npodeccuoHaIbHAS
HaumenoBanme
pa3nena a3tenaWSSS Conep:xanue pa3aesa WSSS KOMIIeHelusl B
WSSS pas coorBeTcTBHU ¢ PI'OC
CI10
1 2 3 4

* HEepapXHIO 3aBUCHMOCTEH Pa3IM4HBIX IPYIII CIyXkO,
MIPUIIOKEHNH NCUCTEM JIPYT OT JIpyTa;

* BapUaHTHI pealM3aluy Pa3INYHbIX CEPBUCOB HA PA3HBIX
OTIEPALIMOHHBIX CUCTEMAX;

* Ppa3IMYHbIC BAPUAHTHI peaau3allii KOPIOPATUBHON
mHbopMannoHHOU nHdpacTpykTypsl (On-premises, laas,
PaaS,SaaS);

* COBpPEMEHHBIE HHCTPYMEHTBI I 00eCIICUeHHs
BHYTPEHHHX TEXHOJIOTHYECKUX OM3HEC-TIPOIIECCOB B
[paMKax KOpIopaTHBHOWMH(OpMannoHHOMH
MHppaCTPyKTypHI;

* METO/BI IIOMCKA M YCTPAHEHHS HEUCTIPABHOCTEH B
KOPHOPAaTHBHBIXCEPBHUCAX, PEATU3YIONINX Pa3INIHbIC
(byHKIMY;

* Qopmarsl npecTaBIeHNs JAaHHBIX U S3bIKH PA3METKU
[IPUKIIaHOTOYPOBHS;

* TUIIOBBIC CTPYKTYPHI JAHHBIX SI3BIKOB
MIpOrpaMMHPOBAHHUS;

* METOJOJIOTHIO HENPEPHIBHON HHTETrpallui, TOCTaBKU U
[pa3BEpPTHIBAHUS KOJIa;

* BO3MOXXHOCTH Pa3lNYHBIX HHCTPYMEHTOB
ABTOMATH3aLNH;

* IPEUMYILECTBA U BAYXHOCTh KOHTPOJIS BEPCHI
MIPOTPaMMHOTO KOJIa;

* KOHLEIIINIO NCTIOJIb30BAHMS IIPUKIIATHBIX
MPOrpaMMHBIXUHTEP(ECOB U METOZIOB B3aUMOJICHCTBUS C
HIMU;

* CBOICTBA HIEMIIOTEHTHOCTH HHCTPYMEHTOB
ABTOMATH3aLUMHH(PPACTPYKTYPBI

CrenuaaucT 10J13KeH YMeTh:

* BHEJIPATH B KOPIOPATHBHYIO HH()OPMALMOHHYTO
MHpacTPyKTypy pa3IMYHbIE HHCTPYMEHTHI H CEPBHUCHI
1t oGecrieueHns: BHY TPEHHUX TEXHOJIOTHIECKUX On3Hec-
MPOILIECCOB OPTaHU3ALIH;

* (opmanM30BBIBATH PyTHHHBIE OIEpaui
o0cimyxuBanus UT-uHGpacTpyKTyphl B BHJE CLICHApHEB
Ha Pa3IMYHbIX S3bIKaX IMPOTPAMMHUPOBAHHUS;

* TI0JIb30BATHCSI COBPEMEHHBIMU HHCTPYMEHTAMU
ABTOMAaTH3AaLMUPA3BEPTHIBAHIS U YIIPABICHUS
KOH(HUTYparmsIMu

* OMHUCHIBaTh HHPPACTPYKTYPY ACKIAPATUBHO (KaK KOT);
* 3¢ (dEeKTUBHO PEATN30BBIBATH KOHBEHEPHI IS
HEIpPEepbIBHON MHTETPALUH, JOCTABKH U pa3BePThIBAHUS
KOH(UTYpanuii 1 TPUIOKEHUH.

1.2. Koin4ecTBO 4acOB, 0TBOJHMOE HAa 0CBOEHHE MPO(eCCHOHATBLHOI0 MOTYJIS
Bcero wacos- 958 yacos
U3 nux Ha ocBoenne MJIK. 01.01 - 228 gacos,

Ha ocBoeHre MJIK. 01.02- 332 gaca,

Ha MPAKTUKH, B TOM YUCiIe yueOHyI0 — 216 4acoB U mpou3BoACTBeHHYIO 180 yacos.
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2. CTpyKTypa M cojepxkaHue NPo(eccCHOHATBHOT0 MOIYJIS

2.1. Ctpykrypa npodeccuonaibnoro moayis IIM.01 BBIIIOJIHEHHUE PABOT 110 TPOEKTUPOBAHHUIO CETEBOM HH®PACTPYKTYPbBI
3aHATHS BO B3aMMOJICHCTBHUH C NPEIOIaBaTENIEM, 4ac
Konpt CyMMapHsI Obyuenue no MJIK Ipaxmuxu Camoc
npodeccHoHaNbHBI HaunmeHnoBaHus pa3zenos it 00BeM ITpomexyT rorTen Ko
X 00mmmx podeCCHOHANBEHOTO MOTYJIS Harpy3ku B Jlaboparoprst | Kypcosst [IpousBojcTBe | O9YHAs brad cyJTa
§ g cero X" X paboT Vuebnas HHAs pabora MU
KOMICTCHIMH Hac. HpaKTUYECKUX | (IPOEKTO arrecra 1
3aHATUN B) IHst
1 2 3 4 5 6 7 8 9 10
IIK 1.1-1IK 1.5 Paznen 1. KomnbroTepHbie ceTn 6
OK 01-11 228 156 46 14 6
K 1.1-IIK 1.5 Pazpen 2. Opranuzanusl, 332 132 120 30 6 18 16
OK 01-11 MPUHIUTIBI TOCTPOCHHS U
(bYHKIIHOHUPOBAHUS
KOMITBIOTEPHBIX CeTei
K 1.1-IIK 1.5 V4ebHas mpakTHKa (10 216 216
OK 01-11 IpoUIIIO CIIELUAIBHOCTH),
4acoB (€C/IH MpeyCMOTpeHa
UTOTOBAs (KOHIIEHTPUPOBAHHASI)
MIPaKTHKa)
TIK 1.1-IIK 1.5 [Ipou3BoaCcTBEHHAS IPAKTHKA 180
OK 01-11 (10 mpomITFO CHIEMaTbHOCTH), 180
4acoB (eciu npeycMOTpeHa
UTOTOBas (KOHIICHTPUPOBAaHHAS)
MIPAaKTHKA)
ITpoMeKyTOYHAsE aTTECTAIHSA 12 12
DK3aMeH 110 MO IO
Bcezo: 958 488 166 30 216 180 12 32 22
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2.2. TemaTu4eckuii IUIaH U colep;kaHue npodeccuonaasaoro moxyJas (IIM)

«IIM.01 BBINOJTHEHUE PABOT 110 MPOEKTUPOBAHUIO CETEBOW NTH®PACTPYKTYPbI»

HaumeHoBaHMe pa3aesioB U TeEM

Coaeprxanue yuedOHOro MaTepuaJa,

NPoPecCuOHATBHOT0 MOLYJIA O0bém B
(ITM), MeAHCIHILIHHAPHBIX JabopaTopHble paGdoThl H MPAKTHYeCKHE 3aHATHS, CAMOCTONATEIbHAA YUyeOHast paboTa yacax
’ Kyp};OBI:M JIK) P 00y4JaroNIIuXcH, KypcoBasi padora (IPOEKT) (eciu npedycmompeHsl)
1 2 3
Pasnen 1. KomnbloTepHblie ceTu
M/JK.01.01. KomnbroTrepHbie 228

CeTH

Tema 1.1. BBenenue B ceTeBble
TEXHOJIOTHH

Conep:xxaHue

1

KomneroTepusle cetu

CoBmecTHas paborta, VIHTEpHET ¥ COBPEMEHHBIC CETEBBIC TEXHOJIOTMM — O0JIACTh MPUMEHECHUS U
Ha3zHaueHue. Buuel xoMmeloTepHBIX cereld. 'moGanbHble W NoKambHblE ceTH. OJHOPAHTOBBIE U
KJIMEHT-CEepBepHbIe apXUTEKTypbl. OCHOBHBIE KOMIIOHEHTHI cCeTel, ceTeBas cpela U CeTeBble
ycrpoiictBa. Texnonmorum mnoaxmoueHuss k HWutepHer. KouBeprentHele cetu. KadectBo u
HaJeKHOCTh ceTeil. OCHOBHBIE MOHATHS ceTeBOH O0e30nmacHOCTH. TeHIEHITNN pa3BUTHS CEeTeH.

N

KoHconpHBINH J0CTYT, YOaleHHBIH gocTyn ¢ moMombio Telnet u SSH, ncronp3oBanune nopra AUX.

CeTeBble MPOTOKOJIbI H KOMMYHUKALMHT

KomupoBanue u mapamerpsl coobmiennsi. CeTeBble MPOTOKONBL. BiaumozelcTBre MPOTOKOJIOB.
Ha6op npotokomo TCP/IP u mpomecc oOMena maHHbiMH. OpraHU3alliy 10 CTaHIAPTU3AIUH:
ISOC, IAB, IETF, IEEE, ISO. MuoroypoeHeBbie moaenu OSI u TCP/IP. Makancynsinus gaHHBIX.
[Iporokoneubie Oyioku manHbix (PDU). Hdoctym k JokanbHbIM pecypcam. CereBas ajpecanus.
MAC- u IP- anpeca. loctyn k ynanéHHbIM pecypcam. [1r03 mo ymorganmro.

CeteBoii 1octyn

[IpoTokonsl u craHmaptel Quzmyeckoro ypoBHs. CrocoObl monkmtoueHus Kk ceTn. CereBble
untepdeiicabie miatel (NIC). Cpenbl mepemayn JaHHBIX M WX XapaKTEPUCTHKH: TPOITYyCKHAs
CIOCOOHOCTD, IPOM3BOINUTENEHOCTh. Buibl MeqHbIX ceTeBbix kabeneit: UTP, STP, xoakcuanbHBIH.
PazHoBHIHOCTH, OCOOCHHOCTH MPOKIAAKH U TeCTHpoBaHUs KaOeneil. CTpyKkTypa U 0cOOEHHOCTH
MPOKJIAJKH ONTOBOJIOKOHHBIX Kabenei. becnpoBoaHbie cpeacTa nepeaaydn aanueix. Crangapt Wi-
Fi IEEE 802.11.

KananpHbIi ypoBeHb U €ro IOAYPOBHH: YTpasiieHHe JornyeckuM kananoMm (LLC) u YnpasneHue
nocTynoM K cpeze nepenaun gaaabix MAC. CTpyKkTypa Kajpa KaHaJIbHOTO YPOBHS M MPHHLIUIIBI
ero gopmuposanusi. CtaniapThl KAHAILHOTO YPOBHs. Du3nuecKast U JIOTHUECKAs! TOIIOJIOTHSI CETH.
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Tormonoruu «To4Ka-TOUKa», «3BE3]1a», «IOJTHOCBsI3aHHANY, «KOJIbIeBas». [lonyayruiekcHas u
MOJTHOyTINIEKCHAs iepenada nanHbix. OcobenHoct kaapos LAN, WAN, Ethernet, PPP, 802.11.

CeteBblie TexHosoruu Ethernet

CewmeiictBo ceteBbix TexHojoruii Ethernet. [lpunnum paboter Ethernet. BzaumopeiictBue Ha
nonypoBusix LLC u MAC. Ympasnenue aoctynoMm K cpene nepeaadn ganHeix (CSMA). MAC-
aapec: uaentudukanus Ethernet. AtpuOyter kampa Ethernet. IlpeacraBiernms MAC-agpecos.
OnmHO- ¥ MHOTOQIPECHOM, MMPOKOBEMATENbHOW pacchliok. CkBo3HOe moakimouenne, MAC- u IP-
azapeca.

[IpoTokon paspemenus agpecos (ARP): npuHuuns! paboThl, posb B mpoliecce YAaJeHHOro 0OMeHa
nanabpiMU. Tabmumer ARP Ha ceteBbIx yerpoiicTBax. OCHOBHBIE HEIOCTATKH MpoToKoaa ARP -
Harpy3ka Ha cpefy nepenauu TaHHBIX 1 O€30MaCHOCTb.

OcHoBHas uH(poOpMalus o moprax kommyraropa. Tadnuima MAC-anpecoB kommyTaTopa. OyHKIHs
Auto-MDIX. CnocoObl mepecsliky Kazmpa Ha kKommyTaropax Cisco. bydepusanus mamartu Ha
koMMyTartopax. ®OukcupoBaHHas © MOIyNbHas KoH(pUTypamuu KoMMmyTaTopoB. CpaBHeHHE
KOMMyTanuu ypoBHs 2 u ypoBHsA. Texuomoruss Cisco Express Forwarding. BupTyanbhblii
uaTepdeiic kommyrtatopa (SVI), Mapmpyrusupyemsrii mopt, EtherChannel ypous 3.
Kondurypanus MapupyTH3UpyeMoro mopTa.

CeTteBoii ypoBeHb

CereBoil ypoBeHb B IIpoliecce Mepenadyd AaHHbIX. lIpoTokonbl cereBoro ypoBHA. OCHOBHBIE
xapakrepuctuku [P-porokona. Ctpykrypa nakeros [Pv4 u [IPv6. OcobeHHOCTH U ITpenMyIIecTBa
npotokona Pv6. Merogpl MapmpyTtuzanuu  y3nmoB. TaOnuma MapmpyTu3almud  y3J0B U
MapripyTuzaropa s mporokosnoB [Pv4 u IPv6. YcrpoiictBo mapmipytuzatopa — Ilporeccop,
namsITh, ONepalMoHHAas cucTeMa. [loIKiroueHHe K MaplIpyTH3aTopy 4Yepe3 pas3sIMuHbIe IOPTHI
Hactpoiika wucxomHblXx mapaMeTpoB, HHTepeiicoB, U032 MO YMONYAHUIO U JPYrux
XapaKTEepPUCTUK MapuIpyTH3aTOpa.

TpaHcnopTHBIN YPOBEHb

Haznauenue u 3a1a4u TpaHCIIOPTHOT'O YPOBHS.

MynbTUIUIEKCHPOBAaHUE ceaHCOB cBsi3u. Onmcanue u cpaBHeHue mnportokonos TCP n UDP —
HAJEeKHOCTh U MPOU3BOAUTEIHHOCTh, 00JIACTh MPUMEHEHMS. AJpecalnusi MOPTOB U CErMEHTAIUs
TCP u UDP. O6men marasivu 1o TCP. Tlponieccer TCP cepBepa. Ycranosnenue TCP-coennaeHus
u ero 3aBepuieHue. [IpuHnmns! «Tpéxcroponnero pykonoxarus» TCP. HanéxHocTs U ynpaBieHue
notokoM TCP - IloaTBep:keHue MOTy4YeHHsT CErMEHTOB, MOTEPs JAHHBIX M MOBTOpHAs Nepenaya,
ynpasienue norokoM. OOMeH naHHbIMU c¢ Hcnojib3oBanueM UDP. Ilporeccer u 3anpockt UDP-
cepsepa, UDP-gararpammsl, nponieccsl UDP-knuenTa. [punoxenust, ncnons3yromue UDP u TCP.

IP-anpecauus
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Crpykrypa IPv4-anpecos. CereBas u y3noBas yacth [P-anpeca. [IpeoOpazoBanue aapecoB Mexay
JTBOWYHBIM U JIeCATEPUIHBIM TIpeacTaBieHneM. Macka moacetu [Pv4. CereBoii aapec, agpec y3na u
IIMPOKOBeIATeNbHBIN aapec cetu [Pv4. [IpucBoeHme y3imy ctaTndeckoro U tnHamMmgeckoro [Pv4-
aapeca. MHoroanpecHas nepenava. [lyonuansie u yactaeie IPv4-anpeca. IPv4-anpeca
crienraibHOro HazHaueHus. [IpucBoenue [P-agpecos.

CoBmecTHOE HcTIonb30BaHne MpoTokosioB IPv4 u [Pv6: nBoitHO# cTek, TyHHEIHpPOBaHNE,
npeobpazoBanue. IIpencranenue IPv6-anpecos. [IpaBumna coxpamenus 3amucu [Pv6-ampecos.
WNnauBunyansHelid, TpynnoBoi, Npou3BoJdbHbINA THIBI [IPv6-agpecoB. CTpyKTyphl IOKaIBHOTO U
r106anpHOr0 MHANBHAYaIbHBIX [Pv6-anpecoB. CtaTrdeckas M [uHaMIYecKas KOHPHUTYpaIim
rio6ansHOr0 MHANBHAYadpHOTO ajapeca. [Iporecc EUI-64 u ciydaitHO creHeprpOBaHHBIH
uaeHTHQHUKaTop UHTEpdeiica.

ICMP-cepBucel. Otnmuust s npotokonoB IPv4 u IPv6. CooOmenuss ICMPvI6 «3ampoc x
MapuipyTusatopy», «OOBsSBICHHE OT MapmpyTH3aTopa», «3ampoc COCEeOHEero y3ia» |
«O0BbsBICHNE CcOCEeTHEr0 y3Na». TecTHpoBaHHE CETH C MOMOIIBIO 3X0-3alpocoB. TpaccHpoBka
MapuipyTa. Bpems npoxoxaeHusl curHayia B mpsMoM U obpatHoM Hampaenenusix (RTT). Bpems
xwu3au (TTL) IPv4 u penen nepexonos [Pv6.

Pa3zpnenenne IP-cereil Ha moaceTu

Cermenranus IP-cereii. OOMEH HaHHBIMH MEXAy TMOACETIMU. llIaHUpOBaHHE ajpecaludl B
nojaceTsaX. PacuerHwie (GopMyJibl i CErMEHTAllMM CeTH. Pa30MeHHMe Ha IOJCETH Ha OCHOBE
TpeOOBaHMI1 Y3JIOB U CETEH, B COOTBETCTBHUH ¢ TpeboBaHmsMHu ceTeil. Ompeenenrne MacKu OJICEeTH.
PazOuenue Ha MOJICETH ¢ UCIIOJB30BAaHUEM Macku niepeMeHHol amuHbl (VLSM). basosas Moaens u
Ha3HaueHne OokoB aapecoB VLSM. IlnanmpoBanue axapecanmu cetn. OcoOeHHOCTH
npoektupoBanusi [Pv6-cern. Pa3OueHme Ha TOACeTH C WCIOJNB30BaHWEM UACHTHU(UKATOpa
uHTepdetica.

10

YpoBeHb NpUII0KeHU

YpoBeHb NPWIOXKEHHUM, ypOBEHb IPEACTABICHHMS M  CEAHCOBBIM  ypoBeHb. IIpumepsl
pacnpocTpaHeHHBIX npuioxeHud. IIporokonsl ypoBHs npunoxxeHnit. OpHopanroseie cetu (P2P).
Mogens Tuna «knueHT-cepBep». O630p npotokonoB HTTP, HTTPS, SMTP, POP u IMAP. Ciryx6a
nomeHHbIXx UMEH (DNS). ®opmar cooOmiennii 1 uepapxus DNS. Yrumura «nslookup». Ciyxba
DHCP. Ilporokon nepenauu ¢aitnos (FTP). IIporokon oOmeHa 610kaMu CepBEpHBIX COOOIIEHUI
(SMB). Konneninu «Bceeodwemmomuit Matepraer» BYOD. JlocTaBka JaHHBIX M0 KOHBEPTEHTHBIM
CETSIM.

11

Co3nanue U HACTPOIiKa He0OJILIIONH KOMIIBIOTEPHOM ceTH
[InanupoBanue u co3gaHue HeOOIBIIONH KOMIIBIOTEPHOH CETH: ONpeaesieHHE KII0UEBBIX (DaKTOPOB,
BBIOOD TOTIOJIOTUH U CETEBBIX YCTPOUCTB, BHIOOP W HACTPOWKA MPOTOKOJIOB, CHCTEMBI aJIPECAITHH.
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Mepsl o 0OecrieueHHI0 0e30MIaCHOCTH CETH. Y I3BUMOCTH U CeTeBbIC aTaku. Pa3BeqpiBaTeIbHbIC
ataku, Ataku gocrymna, Otka3 B oocimyxkuBanuu (DoS-arakn). PesepBHoe kommmpoBanue,
OOHOBIIEHNE W YCTAaHOBKA MCTIPaBICHNN. MexceTeBble SKpaHbl. AyTeHTH(DHUKAIHS, aBTOPU3AIHS U
yuét. Bximrouenue nporokona SSH.

®daitioBble  CUCTEMBI  MapIIPYTHU3aTOPOB M KOMMYTAaTOpPOB. Pe3epBHOE KOMUpPOBAaHUE U
BOCCTAQHOBJICHHE C IIOMOINBIO TEKCTOBBIX (haiimoB, mpotokoida TFTP, USB-nakommrens.
Berpoennsie cimyx0b1 mapmpytusanuu. llognepixkka OecipoBogHBIX moakimroueHui. Hactpoiika
BCTPOEHHOT'O MapLIpyTH3aTOPa.

B mom uucne npakmuyeckux 3anamuil u 1a00pamopHvixX pabom

1 | CocraBnenue kapThl ceTH IHTEpHET ¢ TOMOLIBIO YTHIINT «ping» U «traceroutey
2 | Co3pmaHue npocToit ceTu:
*  VYcTaHOBKa ceaHca KOHCOJH C CETEBBIM 000PYIOBaHUEM IIPH OMoIIH mporpaMmsel Tera Term;
* CosmaHHe CETH;
HacTtpoiika OCHOBHBIX MapaMeTPOB KOMMYTaTopa.
3 | IIpocmotp ceteroro Tpaduka ¢ moMoInbko mporpammer Wireshark.
4 | TlopkmovyeHue KOMIBIOTEPOB K CETH € TIOMOIIBIO Kabesel U 0ecrpoBOIHBIX aIalTePOB:
*  OmpeneneHue CETEBBIX YCTPONCTB U KAHAIOB CBSI3M;
*  OOGXHM CETEeBOro Kabdes;
* IIpocMmoTp HaHHBIX 0 OECIPOBOAHBIX M IPOBOJHBIX CETEBBIX afanTepax.
5 | Usyuenue Ethernet-rexHonoruii:
* IIpocmorp MAC-anpecoB CEeTEBBIX YCTPOMUCTB;
* Ugyuenwue kagpos Ethernet ¢ momonipto mporpamMmer Wireshark;
* IIpocmotp ARP ¢ nomomipto mporpammer Wireshark, narepdeiicop kKoMaH HOH CTPOKU
Windows u 10S;
* Hcnonb3oBanue nunrepdeiica komangHo ctpoku [0S ¢ Tabimuamu MAC-aapecos
KOMMYTaropa.
6 | [loctpoenue cetn Ha 0a3e MapLIpyTH3aTOpPA:
* IIpocmoTtp Tabnui MappyTU3aLHH Y3I10B;
* Uyuenue pu3NUECKUX XaPAKTEPUCTHK MapIIPyTU3ATOPA;
* CoznaHue ceTH, COCTOSIIEH U3 KOMMYTAaTopa M MapLIpyTH3aTopa.
7 | UzyueHne TpaHCTIOPTHOTO YPOBHS:

* HaGmrogenue 3a mporieccoM TPEXCTOPOHHETO «pykomoxaTus» TCP ¢ moMoIsio mporpaMMeI
Wireshark;

46
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* H3yuenme 3axBaueHHBIX JaHHBIX DNS UDP ¢ momoripio mporpaMMbt
Wireshark;
*  Uzyuenwue 3axBaueHHbIx maketoB FTP u TFTP ¢ momomrsio mporpammbl Wireshark.

8 | Hacrpoiika IP-anpecanuu:
* Hcnonp3oBanne kaiabpKysaTopa Windows B paboTe ¢ CeTeBBIMH aipecaMu;
*  Konsepramus [Pv4-anpecoB B ABONYHYIO CUCTEMY CUUCIICHUS;
*  Onpenenenue [Pv4/IPv6-anpecos;
* Hacrpoiika IPv6-anpecoB Ha ceTeBbIX YCTpONCTBAX;
* TectupoBaHHe CETEBOr0 NOAKIIOYCHHUS C IOMOIIBIO KOMaH] «ping» U
«traceroute».
9 | Cermenranus IP-cereii:
* H3yueHue KanpKyIsSTOPOB IOJCETEN;
*  Pacuér moxacereii [Pv4;
* Paznenenue cereil ¢ pa3TUUHBIMHU TOMOJIOTHSIMH Ha MIOJCETH;
* PaszpaboTka 1 BHEJpEeHHUE CXEMBI aJipecannuy pa3aeiéHnoi Ha noacetn [Pv4-cern;
Pa3paboTka 1 BHeapeHue cxeMbl aapecanui VLSM.
10 | IP-appecanus:
*  aHanu3 TpapuKa OAHOATIPECHOH Mepeaayn, MUPOKOBEIIATEIbHON 1 MHOT0aIPECHON PACCHUIKH;
* HacTpoiika aapecanuu [Pvo6;
* mposepka aapecauuu [Pv4 u IPv6;
*  0oTpaboTKa KOMIICKCHBIX NMPAKTHYECKUX HABBIKOB.
11 | Cermenramus IP-ceTei:
*  OpraHu3alus MOJCETH MO PA3IUYHBIM CIIEHAPHSIM;
* pa3paboTKa U BHEIPEHHUE CTPYKTYphI aapecauun VLSM;
* BHEJIPEHHUE CXEMBI aipecaluu pa3aenéHnoil Ha noaceru [Pv6-cetu;
*  oTpaboTKa KOMIIJIEKCHBIX MPAKTHYECKUX HABBIKOB.
12 | i3yyeHne OCHOBHBIX CETEBBIX CITYXkO:
. Nzyuenne GpyHkumu obMeHa ¢aitnaMu MeXIy OJHOPAaHTOBBIME yCTPOHCTBAMH
omnpeneneHue npeodpazoBanuii PAT; <M3yuenue npasui padotsl DNS;
. N3zyuenue nporokosna FTP.
13 | Obecnieuenne 6€30MaCHOCTH CETH:

* HsyueHnue yrpos cereBoil 6e30macHOCTY;
*  JlocTym K ceTeBbIM yCTpoiicTBaM 1o mpoTokoixy SSH;
*  Oobecreuenne 6€30MaCHOCTH CETEBBIX YCTPONCTB;
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AHanu3 KOMIIBIOTEPHOM CETH M HACTPOIKa MapIIpyTH3aTopa:

» IIpoBepka 3ameprkeK B epeadn CeTEBbIX MAKETOB C IOMOIIBIO YTHIIHMT «ping» H «traceroutey;

* Hcnonn3oBanue unrepdeiica komanguoi crpoku (CLI) mis cOopa cBegeHni 0 ceTeBBIX
YCTpPOUCTBAX;

*  VYmpasienue (aiinaMu KOHQUTypanuy MapLIpyTU3aTOpa ¢ MOMOILBIO IPOTrPaMMBbl SMYJISIMN
TepMHHaJa

*  Vmpasinenue ¢aittamMmu KoHpHUTYpariu yeTpoicTB ¢ ucnonb3oBanueM TFTP, guen-mamstu u
USB-nakomnuTeneit

*  3yuenue npoueayp BOCCTAHOBJIEHHS MapoIeH.

Tema 1.2. IlpyHIUIIBI
MapIIPYTH3AUHA U
KOMMYTAaIlU1

Cooepicanue

1

BBenenue B KOMMyTHpYeMble CeTH

O6benuHéHHBIE ceTH. MepapXus B KOMMYTHPYEMO ceTH. POITb KOMMYTHPYEMBIX CETeH.
KommyTtupyemas cpena. lnramudeckoe 3amonHeHne Tabmuisl MAC-anpecoB KoMMyTaTopa.
MerTop! epechUTKA Ha KoMMyTaTtope. KomMMyTanus ¢ mpoMeKyToYHbIM XpaHeHueM. CKBO3Has
KOMMYTalus:.

KommyTtanuuonnsle foMeHbl. CHHKEHUE IEPErPy30K CETH.

OcHOBHbIE KOHIENIUHA U HACTPOIIKA KOMMYTALMHU

OcHOBHbIE KOHIENIINY U HacTpolika komMmyTarun. [lepBoHavanbHas HacTpoiika KOMMYyTaTopa u
BOCCTaHOBJIEHHUE IT0cie cucTeMHoro coosi. Hactpoiika noctyna amst 6a30BOro ynpasiieHHs
koMMyTatopom ¢ [Pv4. [lyrnekcHas cBs3b. HacTpoiika mopToB KoMMyTaTopa Ha QU3NIECKOM
ypoBHe. DyHKIINSI aBTOMAaTHUECKOTO onpezenceHus tumna kabens (Auto-MDIX). [Iposepka HacTpoek
nopTta kommyTartopa. [louck u ycrpanenue npobiieM Ha YpOBHE JOCTYIA K CETH.

BesonacHocTs KOMMyTaTOpa. 3aUINEHHBIN yaanéHHbIN nocTym. Hactpoiika SSH.
Pacnipoctpan€nnbie yrpo3sl Oe3omacHocTy: niepernoiHerune Tadauipl MAC-aapecos, DHCP-
cnyuHT, HCTIoB30BaHKe ysa3BuMoctei mpotokona CDP, Araku Telnet u np. Ayaut u
MPAaKTUYECKNE PEKOMEHIAMHY 0 obeciieueHuto Oe3onacHocTu cetd. besonacHocTs mopra
kommyTtaropa. OrcnexxuBanne DHCP coobmennii. @ynkius 6e3onacHOCTH mopTa. Buibl 3amuTst
MAC-anpecoB. Pexxumpl pearupoBanus Ha HapyieHue 6e3onacHocTd. [IpoBepka u HacTponka
noproB. [Ipotokon cereBoro Bpemern (NTP).

Bupryanbsnsblie gokanbHble ceTn (VLAN)

Buptyanbshbie nokanbabie cetd (VLAN) — kimaccudukaiiust 1 OCHOBHbIE XapaKTEPUCTHKH. TpaHKu
BHUPTYalbHBIX ceTeil. KoHTpons mupokoBemarenbHbIX JoMeHOB B ceTsix VLAN. Teruposanue
kanpoB Ethernet qns unentudukanuu cetu VLAN. Cetu native VLAN u TerupoBanue craniapra
802.1Q. Teruposanue romocooi VLAN. Peanuzanym BupTyanbHoil nokansHON ceTH. HazHaueHnune
roptoB ceTsiMm VLAN. HacTpoiika TpaHKOBBIX KaHAJIOB. [IpOTOKON AMHAMHYECKOTO CO3/TaHuUS
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TpankoBoro kaHana (DTP). [Touck u ycTpaHeHre HETONAJA0K B BUPTYAIbHBIX JTIOKAIBHBIX CETSIX H
TpaHKOBBIX KaHanax. [Ipobiemsl ¢ IP-ampecanueit cetn VLAN. HecoBnagenus pexxuMoB
TpaHkoBoH cBs3u. [IpoexTupoBanne u odecniedenue 6ezomacnoctn VLAN: hopping, ciiyuar
KOMMYTaTopa, ataka ¢ 1BoiHbIM TerupoBanuem, Cetb PVLAN nepumerpa. Ilpaktudeckue
PEKOMEHJIAIINH 110 MPOEKTUPOBAHUIO BUPTYAIbHOM JIOKAJIbHOM CETH.

KoHuenuusi Mapupyruzanuu

Hacrpoiika mapurpytuszaropa. MexaHu3Mbl IEpechbUIKU akeToB. IlokioueHne u HacTpoiika
ycTpoiicTB. CBETOIMOIHBIE HHAWKATOPBI Ha MapuIpyTH3aTope. AKTUBAIMS U HacTpoiika [P-
aapecanu. [IpoBepka cBSI3HOCTH ceTel ¢ MpsIMBbIM NoAKII0ueHneM. [IpoBepka HacTpoek
nHTepdeiica. PubTparyst BEIXOAHBIX JaHHBIX KoMaH[ «showy». KoMMyTanms makeToB Mexmy
ceTsiMu. OYHKINA KOMMYTAIlMU MaplipyTuzaropa. MapupyTtusamus naketoB. OnpeneiaeHne myTy.
[Iporecc npuHATHS pelIeHs O MepechlIKe MakeToB. Bridbop ontumansHoro mytu. [Ipotokons: RIP,
OSPF, EIGRP. Pacnpenenenue Harpy3ku. AIMAHUCTpUpOBaHue pacctosiaue (AD) 1 HaneXKHOCTh
MapuipyTa. AHaIH3 TaOIIUIl MapIIPyTH3AINHA — ICTOYHHK JTaHHBIX, IPUHIIAIIEI (HOPMUPOBaHUE
BO3MOXHOCTH HACTPOMKH. 3amicH TaOIUIBl MapIIPYTH3ALUH IS CETEeH ¢ MPSIMBIM
MNOAKIOYEHUEM. 3aJaHUE CTATUYECKUX MapIIpyTOB. IIpOTOKOIBI AMHAMUYECKOH MapIIpyTU3aLUU
cerelt IPv4 u IPv6.

Mapmpyruzanus Me:xxay VLAN

[Mpunnumnet padotel MapmpyTH3anuu mexay VLAN. Hactpoiika mapuipyTtuzanuu Ha 6aze
MapUIpyTU3aTOPOB C HECKONBKUMHU (QU3MUECKUMHU HHTEpdeiicaMu, ¢ UCIIOIb30BAHUEM
KoH($pUrypauuu router-on-a-stick, uepez MmuoroypoBHeBbIii kKoMMyTaTop. [IpoOiemsr
Mapuipytuzanyu Mexxay VLAN. TIpoBepka KOHGHUTypanuu KOMMYTaTopa H HACTPOEK
Mapuipytusatopa. Henmonanku B padore unrepdeiica. Ommbku B IP-agpecax 1 Mackax mOACETH.
Hactpoiika u pabota koMmmyTanuu Ha 3-M ypoBHe. MapmpyTtu3arus Mexay VLAN dgepe3
BUPTYyaJibHbIE HHTEP(EHCH KOMMYTaTOpa, MapIIpyTH3UPpYEMbIe TOpThl. Hemnomaaku B HacTpoikax
KOMMYTaropa 3-TO YPOBHS.

CraTuyeckasi MAapIIPyTH3ANMA

[IpenmMy1iecTBa U 3a1a4 CTATHYECKON MapIIpyTH3aluu. TUIBI CTATHYECKUX MapLIPyTOB:
CTaHJAPTHBIM, 110 YMOJIYAaHUIO, CyMMAapHbIX, IutaBatoniuil. Hactpoiika cTaTH4eCKUX MaplpyTOB
IPv4 u IPv6. Komanna «ip route». MapiipyT cienyromero nepexoaa. Hanpsmyro moaxmouéHHbINR
cTaTHuecKkuil MapmpyT. [loMHOCTBIO 3a1aHHBIN cTaTHYeCKUI MapipyT. HacTpolika cTarndeckoro
MapuipyTa no ymoadanuto. Knaccosas anpecanus. Knaccossle Mmacku noacetu. beckiacconas
MexaomerHas maprpytusanus CIDR. O6bsennnenne MapmpyToB. Opranuzamsi CymepCceTei.
HcnonszoBanue Macok nojcetu ¢pukcupoBanHoii amuHbl (FLSM). Macka nojiceTs mepeMeHHOM
quabl (VLSM). Hactpolika CyMMapHBIX M TUIABAIOIIMX CTaTHUECKUX MapmpyToB. Pacuér
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cymmapHoro MapupyTa. O0beaunenue ceteBbix aapecos [Pv4 u IPv6. Ilouck u yctpanenue
HEMOJIa0K B HACTPOMKAX CTATHYECKOr0 MapUIpyTa ¥ MapUIpyTa 0 YMOIYAHHIO.

JAunaMuyeckass MapIIpyTU3anus
[IpoTokoBl AMHAMHYECKON MapIIpyTU3aliH — HA3HAYCHHUE, TPUHIUIIBI pa00Thl U HCTOPHS
pa3Butus. CpaBHEHHE THHAMUYECKOM U CTaTHYECKON MapimpyTuzauud. [ [puHnnns! paboTl
MTPOTOKOJIOB MAPIIPYTU3AIMH: ITyCK TIOCJIe BKIIoueHus mutaHus, CereBoe oOHapyxeHune, OOMeH
JTaHHBIMU MapiipyTusanuu, Obecniedenue cxoquMocT. Kiaccudukams mpoToxoIos
mapmpytuzanud. [Iporokonsr IGP u EGP. Quctannmonno-sextopusie mpotokonsl RIP, IGRP.
[IpoTokosnsl MapiipyTH3anuu 1o cocrossuuio kanaia OSPF u IS-IS. Knaccoblie n 6eckinaccoBble
MIPOTOKOJIBI MapPIIPYTH3ANNA. XapaKTEPUCTUKHA U METPHUKH IMPOTOKOIIOB.
JuHamMuyeckas JUCTaHIIMOHHO-BEKTOPHAsI MApLIPyTU3aLys. JMCTaHIIMOHHO-BEKTOPHBII
AJITOPUTM. MexaHu3MBbI OTIIPABKHU U MOJYUYCHUA JaHHBIX MapIIpyTU3aluu, pacqéTa OIITUMAJIBHBIX
myTel 1 100aBIeHNs MapIIPYTOB B TAOJHUITy MapIIpyTH3aIiK, 0OOHAPYKEHHS U pearupoBaHUS Ha
n3MeHeHus B Tononoruu. Hactpoiika nporokona RIP: Bkatouenue RIPV2, oTknrouenue
aBTOMATHYECKOT0 00BbETUHEHUS, HACTPOIKA MACCHBHBIX HHTep(EiCcoB, Nepeaada MappyTa 1o
yMomuaHuto 1o cetd. Hactpoiika npotokona RIPng. [Iponecc MapuipyTuzauuu o COCTOSHUIO
kanana. Hello mporokor. maker cocrostans kanana (LSP). JlaBuHHAs pacchiTka TaKETOB COCTOSHHS
kaHana. JlaBuHHas pacchlIka MakeToB cOCTOSHUS kKaHana. Co3/iaHue JiepeBa KpaTualIiux myTei
SPF. Jlo6aBnenue mapuipytoB OSPF B Tabmuiy mapmpyTu3zanyu. HenoctaTku mpoTOKOJIOB
MapIIpyTU3aIUH 110 COCTOSHUIO KaHana. Tadnuia MappyTr3anuy. 3alvcH ¢ MPsIMBIM
MOJKIIIOUCHUEM U YIAIEHHOW ceTH. JIMHaMU4ecKH mojiyuaembie MapiipyTel IPv4/6. TIpomecc

MOKCKa MapIpyTa.

OSPF s onHoit o6s1acT

CewmeiictBo npotokonoB OSPF. Xapakrepuctuku, npuHiumnsl padotel 1 komnoneHTsl OSPF.
Oco6ennoctu OSPF 111 ogHO#M 1 HecKoNbKHUX obnacteil. MaructpaiabHast 061acTb. HKanCysaus
coobmenuit OSPF. Tunsl makeroB OSPF: naker npusercteus (hello), maker onvcanus 6a3bl
nanabeix (DBD), maker 3anpoca coctosiHus kaHana (LSR), maker 0OHOBIEHNST COCTOSIHUS KaHaa
(LSU). naker noareepsxaenus cocrostaust kanana (LSAck). OOHOBIEHUS COCTOSIHUS KaHaa.
Pa6oune cocrosiaust OSPF. Beinenennsiii (DR) u pe3epBHBIi BblieneHHbIN MapmpyTuzatop (BDR).
Cunxponmanus 6a3 manaeix OSPF. Hacrpotika OSPFv2 mis ogHOM o6mactu. Pexxum
KOH(UTypaunuu HACHTUPHUKATOPHI MapiipyTu3aropa. Mcnonb3oBanue unrepdeiica loopback.
Bxutouenne OSPF Ha untepdeticax. [llabnonnas macka. Komanma «networky. Hactpoiika
naccuBHBIX HHTepdeiicoB. @opmyna pacuéra merpuku croumoctu OSPF. Hacrpoiika 3HaueHuit
MpOoMycKHOHU criocoOHocTH nHTEpdeiica. [IpoBepka cocemHNX YCTPONUCTB, HACTPOEK MPOTOKOJIA,
JMaHHBIX mporecca u Apyrux xapakrepuctuk OSPF. Cpasaenne OSPFv2 u OSPFv3. Anpeca tumna
link-local. Tomomorust cett OSPFv3. Hacrpoiika nunentudukaropa maprpyrusaropa OSPFv3.
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Brrouenne OSPFv3 Ha unTepdeticax.

Cnucku koHTpoJs aocryna (ACL)
Criucku koHTpost goctyna (ACL). [punmun padotst ACLcenuckoB. Tunsr ACL-cinckos Cisco
st IPv4. TlpucBanBanue HoMepoB 1 uMEH ACL-crckam. Pacuér mabionnoi macku B ACL-
crickax. PekoMenmaruu no co3ganuio u pazmenieanio ACL-criuckoB. Pa3menienre cTaHaapTHRIX
u pacupenHsix ACL-cnuckoB. Hactpoiika crangaptaoro ACL-cnincka. Ilpumenenue
crangapTaeix ACL-criuckoB Ha uHTepdeiicax. Kommentapuu k ACL-ciinckam. [IpoBepka u
pemakTupoBaHue CTaHAAPTHRIX HyMepoBaHHBIX ACLcmmckoB. ACL-craTicTrka. 3anmTa mopToB
VTY c nomomisto crangaptHoro ACL-cnincka IPv4. CtpykTypa u HacTpoiika pacmupeHHbix ACL-
cnuckoB i [Pv4. @unbTpanus Tpaduka ¢ ucnoiabp3zoBaHueM pacmupeHHbix ACL-cnuckos.
[ouck u ycrpanenne Henonanok ACL-cruckoB. Pactipoctpanénnsie ommokn ACL-ciiickoB.
CpaBuaenne ACL-crimckoB st IPv4 u IPv6. Hactpoiika u mpoBepka ACL-crinckoB st IPv6.

10

IIporoxoa DHCP

[Iporokon DHCP. DHCPv4: 6a3oBas onepanus, oopMaT COOOIICHUH, COOOIIECHUSI O0OHAPYKEHUS U
npeanoxenus. Hactpoiika, nmpoepka u perpancisiuus npoctoro DHCPv4-cepBepa. Hactpoiika
Mapipyrusatopa B kauectBe DHCPv4-knuenTa. Hactpoiika mapripytuzaropa kiacca SOHO.
[Touck u ycTpaHeHHe HENOMAI0K B pabote Mapipytusatopa DHCPv4. IIporokon DHCPv6.
ABTOMaTHYecKas HacTpoika aapeca 6e3 orciexxuBanus coctossHus (SLAAC). [Ipuanmm paboTst
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 orcnexxuBanus coctostaus. [Iporieccet DHCPv6. HacTpoiika
MapupyTtuzatopa B kauectBe DHCPv6-cepBepa u DHCPv6-knuenTa. [louck u ycrpanenue
Hernonaiok B pabore DHCPvO6.

11

IIpeoOpa3zoBanue cereBbix agpecos IPv4

ITpeoGpa3oBanue cereBbix ajxpecoB IPv4. KonnenTyanbHoe peodpa3oBaHue CETEBBIX aJpecoB
(NAT). Tepmunonorus u npuHiunsl padotsl NAT. IIpoctpancTBo yacthbix [Pv4-agpecos.
Crarudeckoe u AuHaMu4eckoe mpeoOpasoBanue cereBbix aapecoB (NAT). [IpeoOpasoBanue
anpecoB noptoB (PAT). CpaBuenne NAT u PAT. [lpeumymecta n negoctatku NAT. Ananus
crarnyeckoro npeodpazoBanust NAT. [Ipuauummn padorsr nuHamudeckoro NAT Hactpoiika
nposepka NAT, PAT. [lepeanpecarus moproB. Hactpoitka NAT u npoTtokona [Pv6.

[louck u ycTpanenune Henona ok B padote NAT.

B mom uucne npakmuueckux 3anamuii u 1a60pamopuvix padom

1 | Hacrpoiika kommyTaropa:

* bazoBas HacTpolika KOMMYTaTOpa;

* Hactpotiika napameTpoB 6€30MaCHOCTH KOMMYTaTOPA.
2 | Hacrpotlika 6€301MacHOCTH KOMMYTaTOPA:

* Hacrpoiika npotokona SSH;
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* Hacrpoiika pyakuun Switch Port Security;
* Tlouck u ycTpaHEHHUE HETIONA0K B CUCTEME O€30IMacCHOCTH IOPTOB KOMMYTAaTOPa;
OTpaboTKa KOMIICKCHBIX MMPAKTHYECKUX HABBIKOB.

3 | Kondurypanus cereit VLAN:
*  Koudurypamus cereit VLAN u TpaHKOBBIX KaHAJIOB;
* llowuck u ycTpaHeHHe Hemonaaok B konpurypanuu VLAN;
*  Peanuzarnus cucremsl 0e3omacHocTH cetd VLAN;
*  Peaymzanus ceterd VLAN juist cerMeHTAIIMM CEeTEH MPeANPUITHI MAJIOTO M CpeiHero On3Heca.
4 | Hactpoiika MapmpyTr3aropa:
* Hcnonp3oBaHne KOMaHBI traceroute st 0OHAPY KEHHUS CETH;
*  JIOKyMEHTHUpPOBaHUE CETH;
* Hactpoiika unrepdeiicos [Pv4 u IPv6;
* Hacrpoiika u npoBepka HEOOIBIION CETH;
HccnenoBanue MapmpyTOB ¢ IPSIMBIM ITOAKJIIOYEHHEM.
5 | Hactpoiika MapupyTH3anuu:
* CocrapneHue cxeMmbl ceTd HTepHET;
*  Hactpotiika 6a30BBIX TapaMETPOB MapIIPyTH3aTOpa C TIOMOIIBIO HHTEepderica KOMaH THON
ctpoku (CLI) cucremsr Cisco 10S;
* Hacrpoiika 6a30BBIX MapamMeTpoB MapupyTuzaTopa ¢ nomompto CCP.
6 | Mapmpyruzanus mexxay VLAN:
*  Hactpoiika mapmpytuzanuu Mexay VLAN st kaxmoro uarepderica;
* Hacrpoiika mapupytuzamuu Mexay VLAN Ha ocHoBe cTannaprta 802.1Q 1 TpaHKOBOTO
KaHaua;
* Ilouck u ycTpaHEHHE HENMOJAJOK B MapLIpyTHU3aluu Mexkay cetsimu VLAN.
7 | Hacrpoiika cTaTuuecKkoi MapuipyTH3aIHuH:
* Hactpoiika cratnueckux mapupyTtoB [Pv4/IPv6 o ymonianuro;
* Pazpabotka u peanuzanus cxemsl aapecarnun [Pv4 ¢ ncronp3oBannem VLSM;
*  Pacuér cymmapubix MapuipyToB [IPv4 u IPv6;
* llouck u ycTpaHEeHHUE HEMONAA0K cTaThuecKux MapupyTtos [Pv4 u IPv6.
8 | Hactpoiika nuHamMu4ecKoil Mapipy TH3AIH:
. HccnenoBanne cX0IUMOCTH;
. CpaBHeHHe METOI0B BhIOOpa ImyTH B mpoTokoiax RIP.
9 | Hactpotika nporokonoB RIPv2 u RIPng.
10 | Hacrpoiika npotokono OSPF:
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Hacrpoiika 6a3oBoro nporokoia OSPFv2 mis ogHoM o6macTu;
basoBas Hactpoiika npotokona OSPFv3 niist ogHoit o0macT.

11

HSy‘IeHI/IC MCXaHU3MOB pa60TI)I CO CITMCKaMHU KOHTPOJIA AOCTYyIIA:

Harnsnnoe npencrasnenne padotsr ACL-crincka;

Hactpoiika crangaptHeix ACL-CIUCKOB,

Hacrpoiika ctanmapTHEIX ”MeHOBAaHHBIX ACL-CITHCKOB;

Hacrpoiika ACL-crincka mst muanit VY

Hacrpoiika pacumpeHHbpIX ACL-CIIICKOB IS pa3IudHbIX CIICHAPHUEB;
[Touck u ycTpanenne Henonaok B pabote ACL-CITUCKOB;
Hacrpoiika ACL-criuckoB [Pv6;

OTpa6OTKa KOMIIJICKCHBIX IIPAKTUYCCKUX HABBIKOB.

12

Hactpoiika ACL-cninckos:

Hacrpoiika u npoBepka ctanaapTHbIX ACL-CIUCKOB;

Hacrpoiika u npoBepka orpanuueHuid VTY;

Hacrpoiika u npoBepka pacmmupeHHbix ACL-cnuckos;

[Touck u ycTpaHeHHe HENoMaI0K B HacTpolike U pazMeniennu ACL-
CIHCKOB;

Hactpoiika u npoepka ACL-cniuckoB ais [Pv6.

13

N3yuenue nporokonos DHCP:

basosas HacTpoiika DHCPv4 Ha MappyTusaTtope;
bazosas nactpoiika DHCPv4 Ha komMmMmyTaTOpe;
[Nowuck u ycrpanenue Henonaaok B padore DHCPv4;

Hacrpoiika cepsepa DHCPv6 6e3 oTcleKuBaHUs COCTOSIHUS U C OTCIICKUBAHUEM COCTOSHHS,

[ouck u ycrpanenue Henosagok B pabore DHCPv6.

14

Nzyuenne npotokona DHCP:

Hacrpoiika nporokona DHCP ¢ momomisto komang Cisco 10S;
OTtpaboTKa KOMILICKCHBIX MPAKTHYECKUX HABBIKOB.

15

ITpeoGpa3zoBaHue CETEBBIX aPECOB:

Uzyuenne npuanmmna padotet NAT;

Hactpoiika ctatuueckoro u auHamuueckoro NAT;

Peanuszanus cratndeckoro u quHamMuueckoro NAT;

Hacrpoiika nepeanpecannu nopToB Ha MapipyTtusarope Linksys;
[IpoBepka, mouck u ycTpaHeHue Henoiagok kondurypauuii NAT;
OTtpaboTKa KOMIJICKCHBIX MPAKTHYECKUX HABBIKOB.
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Uzyuenwne padotsl c NAT u PAT:

* Hacrpoiika nuHamuueckoro u cratuueckoro NAT;

* Hacrpoiika NAT-nyna ¢ neperpy3koii u PAT;

* [louck u ycrpanenue Henojagok koHpuryparmii NAT.

Pazgen 2. Opranu3aunusi,
NMPUHUMIBI IOCTPOEHUS U
¢byHk1HOHMpPOBaHUS
KOMIIbIOTEPHBIX ceTei

M/JK.01.02. Opranuzanus,
NPUHIMNBI HOCTPOCHUS U
byHk1HOHMpPOBaHUS
KOMIIbIOTEPHBIX ceTei
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Tema 2.1. MapmipyTuzanus u
KOMMYTauus.
MacmrabupoBaHue cereii

Cooepcanue

1

BBenenue B MacmitabupoBaHue cereit
Peanmzamus npoekra cetn. [IpoexT nepapxudeckoii cetu. Pacmmpenne cetu. Beroop ceTeBpix
ycrpoiictB. KoMmMyTanmonaoe o6opyaoBanue. MapmpyTtuzaTopsl. Y IpaBisiOIIUe yCTPOHCTBa.

HN36b1TOYHOCTH LAN

[lonsTus mpoTokona spanning-tree. IlpeqHazHauenue nporokomna spanning-tree. [IpuHIun paGoTsr
STP. Tunst mpotokonoB STP. Hacrpotika mpotokona STP. Hactpoiika PVST+. Hacrpoiika Rapid
PVST+. [Ipobaemsr HacTpoiiku STP.

ArperupoBanue KaHAJI0B

OcHOBHBIE TOHATHS arperupoBaHus KaHaloB. ArpernpoBanue kaHanos. IIpuHunn paboTst
EtherChannel. Hacrpoiika arperupoBanus kanaioB. Hactpoiika EtherChannel. [Iposepka, mouck u
ycTpaHeHue Henojanok B pabore EtherChannel

BecnpoBoanble J0OKaJAbLHBIE CETH

Konnenmmu 6ecripoBogHo¥ cBsi3u. Beenenne B 6ecripoBonHyto cBsi3b. Kommonentsr cereit WLAN.
Tomnonoruu cereit WLAN 802.11. [Ipuniiumns! paboThl 0€CIIPOBOAHO# JIOKaIbHOM ceTH. CTPYKTypa
kanpa 802.11. dyHkuHOHUPOBaHKUE OSCITPOBOAHON CBsI3U. YTIpaBlieHUE KaHalaMu. be3onacHocTh
0ecTpOBOIHBIX JOKAMBHBIX ceTel. YTpo3sl aiis ceteir WLAN. OGecnieuenne 0€30mMacHOCTH
WLAN. Hacrpoiika 6ecripoBOJHBIX JIOKILHBIX ceTeld. HacTpolika 6ecripoBoIHOTO
Mapipyrusaropa. Hactpoiika OecripoBoIHBIX KIHEeHTOB. [IoWCK U ycTpaHEeHHE HEMOIaI0K B paboTe
cereit WLAN.
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Hactpoiika u yctpanenue HenoJiagok B padore OSPF nos oxHoii o01acTi

Pacmmpennsie mapametpsr mpotokoia OSPF mist omHo#M obmactr. MapripyTr3anys Ha YPOBHSIX
pactpenenenus u sapa. OSPF B ceTsx ¢ MHOXKECTBEHHBIM JOCTYIIOM. PacmpocTpanenne MapmpyTa
o ymomnuanuto. Tounas Hactpoiika uatepdeiricoB OSPF. 3amura OSPF. Ycrpanenue Hemonaaok
peanuzanuu npotokona OSPF mis ognoit o6nactu. CocraBisionyie Npoueayphl OUCKa 1
ycTpaneHus Heronaaok B padbore OSPF mis onxoit o6iactu. [lonck u ycTpaHeHHe HEMOMAI0K B
mapmpytuzanua OSPFv2 s omxnoit o6iactu. [lonck u ycrpanenne Henonanok B OSPFv3 ms
OJTHOW 00JIacTH

OSPF 17151 HeCKo0JIBLKHUX 00J1acTel

[Ipuntun padoter OSPF s Heckonpkux obmacrei. Hasmauenne OSPF miis HeCKONMBKUX 00IacTei.

[Mpunnun padotsl maketoB LSA B OSPF miist Heckonbkux obmacreit. Tabmuia MapipyTH3anuy 1
tunbsl MapupyToB OSPF. Hacrpoiika OSPF mist Heckonbkux obnacreii. Hactpoiika OSPF s
HecKonbkux obmacteit. O0penunenne mapupyToB OSPF. Ilposepka OSPF mist Heckombkux
olbJacTel.

B mom uucne npakmuueckux 3anamuii u 1a60pamopuvix pabom

PasBepThIBaHNE KOMMYTHUPYEMOM CETH C PE3€PBHBIMU KaHATIAMU

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

HacTtpoiika nmpotokosna GLBP

Omnpenenenue THIOBBIX omMO0K KoHburypauuu STP

Hactpoiika EtherChannel

[Nowuck u yctpanenue Henonaaok B padbore EtherChannel

ArperupoBaHue KaHAJIOB

Hactpoiika OecipoBOIHOIO MapIIPyTH3aTOPa U KIUEHTa

OO N[OOI WIN|F-

Hacrpotiika 6azoBoro npotokosnia OSPFv2 nnst ogHo# obnacTu

By
o

Hactpoiika OSPFv2 B ceTrt MHOKECTBEHHOTO IOCTYTIA

[EXN
(=Y

Hactpoiika pactmpenssix dysakimit OSPFv2

[N
N

[Touck u ycrpanenue Hernonagok B pabore ocHOBHBIX TpoTokonoB OSPFv2 u OSPFv3 ans ognoit
obmactu

13

[Nownck u ycTpaHeHue HEMoNaA0K B paboTe ycoBepuieHcTBOBaHHOTO TipoTokona OSPFv2 st ogHoi
o0nacTu

14

Bragenne HaBbIKaMM MTOKMCKA U YCTPaHEHUs Hermonaok B pabore OSPF

15

Hactpoiika OSPFv2 nnsi HeckonbKHX obsacTeit

16

Hactpotiika OSPFv3 nnst HeckonbKHX obsacTei

17

[owuck u ycrpanenue Henonanok B padore OSPFv2 u OSPFv3 st HeckoIbKuX obnactei
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Tema 2.2. CoequnHeHHe CeTei.

Cooepxcanue

1

IHoaka0ueHue K r;100aabHOM ceTH

0630p TexHOIO0TNH rodanbHoM cetu. Llenb co3nanus rnmodansHbIX ceteid. [Ipunimn paboTs
rinobansHOM ceTd. Boibop TexHomornu rnobanbHoi cetn. CepBUCH TTI00aIbHOM CETH.
NudpactpykTypsl 4acTHBIX TII00aTBHBIX ceTeil. MH(ppacTpykTypa 00I1e10CTyTHOI T100aTbHOM
ceTu. Be1bop cepBHCOB I7100aTEHOM CETH.

CoennHeHue «TOYKA-TOYKA)

0O0630p nocIe0BATENHLHOTO COEAUHEHUS «TOUKA-TOUYKa». CBsI3b 0 MOCIEI0BATEILHOMY KaHaIYy.
Wnkancymsmus HDLC. [puanun pabotsr mpotokona PPP. [Ipenmymectsa npotokona PPP. LCP u
NCP. Ceancer PPP. Hactpoiika npotokomna PPP. Hactpoiika mpotokona PPP. Ayrentudukanus
PPP. Otnanka coequaenniit WAN. Otiaaxa PPP.

Pemlennsi mimpoKonoJiocHOro A0CTyna

Y nanénnas paborta. [IpenmytectBa ynan€aHon pabotel. brusaec-TpedoBaHuUs s yIAIEHHBIX
paboTHUKOB. CpaBHEHHE PEIICHUH MUpPOKomonocHoro Aoctyna. Kadens. DSL. becniporoaabie
HIMPOKOTIONOCHBIE CeTH. BBIOOD perienuii mupoKonoiocHoro Aoctymna. Hactpoiika moakiroueHuid
XDSL. O630p PPPoE. Hactpoiika PPPoE.

3amurTa Me:kPUIHAIBLHOMN CBA3M

Cetu VPN. Ocnossl ceteit VPN. Tumnsl cereit VPN. Tynnenn GRE mexny o0bekramu. OCHOBBI
GRE. Hacrpotika tynnenerr GRE. O6mume ceaenus o0 [Psec. 3amura nporokoina IP. Ctpykrypa
nportokoia [Psec. Ynanéunsiii nocryn. Pemennss VPN nns ynanénsoro noctyna. Cetu VPN
yJaNEHHOTO JOCTyMa ¢ UcnoJib3oBanuem [Psec.

MounuTtopunr Cetn

Syslog. Ipusin padotsr Syslog. Hactpoiika Syslog. SNMP. TTpuauun pa6otst SNMP.
Hactpoiika SNMP. NetFlow. ITpunmun pa6otst NetFlow. Hactpoiika NetFlow. IIpoBepka mozeneit
Tpaduka.

Otiaaaka cetn

IMowck u ycTpaHEeHHE HEMOIAJ0K C UCTIOIb30BAHHEM CUCTEMHOTO ToAX0/a. JIOKyMeHTAaIus 1Mo
cetu. [Iponenypa nmorcka U yCTpaHEHHsI HEMONAA0K. M30s1us mpo6aeMbl ¢ TOMOIIBEO
MHOTOYPOBHEBBIX MoJieneld. Otnanka cetu. CpecTBa MOKMCKA U YCTPAHECHUS HETIOJIA 0K,
CHUMIITOMBI M TPUYUHBI 0TAaIKH ceTH. [1oucK U ycTpaHeHrne HemoJIal0K CBsi3u B ceTsx [P.

92

B mom uucne npakmuyeckux 3anamuil u 1a60pamopHbvlx pabom

1 | Hacrpoiika 6azoBoro PPP c ayrentudukanmeit
2 | Ornazka 6azosoro PPP ¢ ayrentudukammei
3 | [Iposepka PPP
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Hactpoiika mapuipytusatopa B kKauecTe kiaueHTa PPPoE nns nonkmouenus DSL

Hactpoiika Tynnenss VPN GRE no cxeme «Touka-Touka

Pa3paboTka TeXHHIECKOTO 00CITYKHBaHHUS CETH

Hactpoiika Syslog u NTP

HSy‘IeHI/IC IIpOrpaMMHOT O obecrieueHus AJI1 MOHUTOPUHIA CCTHU

Hactpoiika SNMP

10 | Coop u ananu3 nanubix NetFlow
11 | MacTpyMeHTapHil ceTeBOro aMIUHUCTPATOPA sl HaOJIFOAeHUS
12 | Cooii B paboTte cetu
13 | Pa3paboTka TOKyMEHTaIMN
Tema 2.3. IIpoekTHpoBaHue Cooeporcanue 14 (36)
apPXUTEKTYPbl JOKAJIbHOU
BLIYHCINTENLHOMR CeTH 1 | Tpe6oBanus CHull k 060py10BaHiI0 KOMIIBIOTEPHBIX ceTeil
I'OCT 12.1. 003-2014, TOCT 12.1.005-88, 'OCT 12.2.032-88 Cucrtema 6€30macHOCTH TPy,
I'OCT P 53246-2008, ISO/IEC 11801:20101H}popmanonHblie TeXHOTOTHH. CTPYKTYpUpOBaHHAS
KabenbpHas CUCTEMa JUTsl IOMEISHHH 3aKa3YHKOB.
2 | Ilpoextuposanue anmapatHoii ( mo FOCT P 53246-2008 Cucremsl kabenbHbIC

CTPYKTypHpOBaHHBIC. [IpOESKTHPOBaHHE OCHOBHBIX Y3J10B cHcTeMBbI. O0IHe TpeOOBaHUS )
TpebGoBanus K KOHCTPYKITUHN U 000pyIOBaHUIO ammapatHoi. [IpaBwia MoHTaxa
TEIEKOMMYHHKAaLMOHHOT'O 000PYI0BaHUSI.

3 | HpoexTupoBanue kpoccoBbix (I'OCT P 53246-2008 Cuctemsl kabenbHBIE CTPYKTYPUPOBAHHEIE.
[TpoekTrpoBaHUEe OCHOBHBIX y3JI0B cUCTeMbl. O01IMe TpeOOoBaHuUs)
Pasmemenne kpoccoBbix. O0ue TpeboBaHus K KOHCTPYKIHMK M 000pyIOBaHHIO KPOCCOBBIX.

4 | KabGeabHble Tpacchl nmojacucTeMbl BHyTpeHHMX Maructpadgeii( mo OCT P 53246-2008

CucreMsbl KaOenbHBIE CTPYKTYpUpOBaHHbIE. [[pOeKTHpOBaHNE OCHOBHBIX Y37I0B cUcTeMbl. O0IIue
TpeboBaHus ).

KoHcTpyKTHBHBIE TPEOOBaHUS K CTOSIKAM. DJIEMEHTHI ()OPMUPOBAHHS KaOSIBHBIX TPAcC Ha
TOpPH30HTAJIBHOM yuacTke. [loamoronounble kabenpHble KaHanbl. [IpUHIMITEL 1 TpaBHIIa
noctpoenusi kabenpHoi poBoiku CKC. Beibop Tna u kareropuu xadens.
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5 | TesexommyHnukauuonnas ¢paza npoexruposanmus (o 'OCT P 53246-2008 Cucremsl
Ka0enpHbIe CTPYKTypHUpOBaHHBIE. [ [poekTHpOBaHE OCHOBHBIX Y37I0B cucTeMbl. OO0IIme TpeOoBaHuS
u TOCT P 53245-2008 Cucrembl kabelnbHbIE CTPYKTYpHPOBaHHbBIE. MOHTaX OCHOBHBIX y3JIOB
cucTeMbl. MEeTO/IbI HCTIBITAHHMS)

CxeMBbl cOeIMHEHMsI TPYTINOBBIX YCTPOWUCTB ceTeBOro obopynoBanus. PacueT nuHeldHbIX Kabeen
MarucTpalbHBIX MOICHCTEM. Pe3epBiupoBaHe MarnCTpaIbHBIX NOACHCTEM. [IpHHIMITBI B CTIOCOOBI
TOAKIIIOUEHHS CETEBOTO 000PYIOBaHHSI.

6 | IlpoekTHAsI TOKYMEHTAIHS

[Mpunnune! 1 npaBuia opopmiieHus npoekTHor nokymeHtanuu (mo 'OCT 2-105-95 ECK/I.
OO6mue TpedoBaHMUS K TEKCTOBBIM JOKYMEHTAM).

Paboune ueprexxu. Ocobennoctu opopmnenus cnenuduranuu (mo FOCT 2.109-73 u T'OCT 2.108-
68 (ct COB 2516-80) ).

B mom uucne npakmuyueckux 3anamuii u 1a60pamopuvix padom 22
1 | MoHTaX TeIeKOMMYHHKAITMOHHOTO 000Dy IOBaHHUS
2 | Iloctpoenue kabenbHO poBoaku CKC. Pacuer MarucTpaibHBIX MOJICUCTEM
3 | Crmocobs1 moakiroueHust ceTeBoro obopyaosanus. Hacrpoiika Wi-Fi-poyTepa.
4 | Pa3paboTka pabouyux 4epTerKel U CrieiupUKaIIK
5 | IIporpamMMHBIe Cpe/iCTBA MPOSKTUPOBAHUS JTOKATBHBIX CETEH
6 | Pacué€r BcmomMoraTerbHOTO 000PYTOBAHHUS
7 | Pacuer PDV, PVV u Harpy3ku Ha IPOEKTUPYEMYIO CETh
8 | Pa3paboTka u oopmIIeHUE IPOSKTHOM IOKYMEHTAIMH
9 | Mopsaaok TecTUPOBAHUS U MPUEMO-CAATOYHBIX UCTIBITAHUIA CETH
Kypcoesoit npoexm 30
TemaTnKa CaMOCTOATEILHOI y4eOHOIl padoThI:
1. Cucremarndeckas IpopabOTKa KOHCIIEKTOB 3aHITHH, YIeOHOH U CHICIIUATEHON TEXHUIECKOH JTUTEPATyPHI.
2. KOHCHCKTI/IpOBaHI/IG TCKCTa, pa60Ta CO CJIOBapsAiMU U CIIpaBOYHUKAMHU, O3HAKOMJICHHUE C HOPMAaTHUBHBIMU JOKYMCHTAMU, y‘IC6HO'I/ICCH€Z[OBaT€HBCKaH
pa60Ta IIpyu CaMOM HIMPOKOM HUCIIOJIB30BaAHUU I/IHTepHeTa " Apyrux |T-TeXHOHOFHﬁ.
3. TlpoekrtHbie POPMBI pabOTHI, TOArOTOBKA COOOIICHHUH K BRICTYILUICHHIO HA CEMUHApaX U KOH(GEPEHIHSIX; MOATOTOBKA pedepaToB, TOKIAI0B.
4. HOHFOTOBKa K Ha60paTOpHBIM 1 MPAaKTUICCKUM pa60TaM C HUCIIOJIB30BAHUEM METOAUYCCKHUX pGKOMCHﬂaHI/Iﬁ npenoaaBaresis, Oq)OpMJ'IeHI/IG
Ha60paTOpHO'HpaKTI/I‘I€CKI/IX pa60T, OTYETOB U IIOAIOTOBKA K HMX 3alllUTEC.
YuyeOHasi NpaKTHKA
ydacTtue B IPOCKTUPOBAHUN CETEBOM I/IH(l)paCprKTypI)I; 216

y4acTHe B OpraHU3aly CETEBOT0 aJMUHUCTPUPOBAHNUS;
JKCIITyaTalus 00bEKTOB ceTeBOi HHPPACTPYKTYpHI;
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" yuacTue B yIpaBJIeHUU CETEBBIMU CEPBUCAMU;
" yuacTre B MOJIEpHHU3AIIMHU CETEBOU HHPPACTPYKTYDHI;
" c6Op MAHHBIX [ AHAIIM3A HUCIIOJIB30BAHHUS H
(YHKIIMOHMPOBAHUS TPOTPAMMHO-TEXHHYECKUX CPE/ICTB
KOMITBIOTEPHBIX CETeH.
ydyacTue B pa3paboTKe METOJIOB, CPEACTB U TEXHOJIOTHI
NPUMEHEHHUS] 00BEKTOB MPO(ECCHOHAIBLHOM eI TEILHOCTH;
npoBeJieHNe Npo(UITaKTHYECKUX PaboT Ha 00BEKTaxX CETEBOI
MHQPACTPYKTYPHI M PAOOYUX CTAHIIUIX;
" yuacTre B MHBEHTAPH3ALMH TEXHUYECKUX CPEICTB CETEBOM
UHQPPACTPYKTYPBI, OCYILIECTBICHHE KOHTPOJIA IOCTYIIHUBILETO
U3 peMOHTa 000pyJOBaHUS;
" 3aMeHa PacXO/IHBIX MATEPHAIIOB U MEIKHI PEMOHT
nepudepuitHoro 000pyIOBaHMUS, ONPEICIICHIE YCTapEBIIETO
000pyI0BaHUs U TPOTPAMMHBIX CPEJICTB CETEBOM

UH(PACTPYKTYPHI.

IIpousBoacTBeHHAs IPAKTHKA

Yuyactue B YIpaBJICHUU CECTCBBIMU CCPBHUCAMU,

VY4acTue B MOAEPHHU3AIMHU CETEBOI MHPPACTPYKTYpHI;

C60p JAaHHBIX IJIs aHaJIW3a UCII0JIb30BaHUA U CI)yHKI_[I/IOHI/IPOBaHI/Iﬂ MMPOrpaMMHO-TECXHUYCCKUX CPCACTB KOMIIBIOTCPHBIX CeTCﬁ;

. 180
[IpoBenenne npodunakTHuecKux padoT Ha 00BEKTaX CeTeBOI MHPPACTPYKTYPHI 1 pabOUNX CTAHIUAX;
Y4acTue B MHBEHTApH3AIH TEXHUIECKUX CPEICTB CETEBOI HH(PPACTPYKTYPHI, OCYIIECTBICHHE KOHTPOIS MOCTYIHBIIET0 U3 PEMOHTA 000pyIOBaHNS;
3aMeHa pacXOHBIX MAaTEPHAIIOB U MEJIKUI PEMOHT NepuQepritHOro 000pya0BaHus, ONpeaAeIeHIe YCTapeBIIero 000pyJ0BaHHS 1 TPOTPAMMHBIX
CPEZCTB CceTeBOH MHPPACTPYKTYPHI.
IIpomeskyTouHasi aTTecTauyMs IK3aMeH M0 MOAYJII0 12

Bcero

958
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3. YCJIIOBUA PEAJIM3ALIUU ITPOT'PAMMBI TIPO®ECCHUOHAJIBHOI'O MOAYJIA

«IIM.01 BBIIOJTHEHUE PABOT 11O NPOEKTUPOBAHUIO CETEBOW UH®PACTPYKTYPhI»
3.1. las peaqm3anuy NporpaMMbl NPpogecCHOHATBHOT0 MOAYJIS J0JKHBI OBITH MPeIyCMOTPEHbI

CJIeAyIIHUE CieNAJIbHbIC TOMEIIICHUS:

Jlaboparopusi «OpraHu3zanys W [PUHOUIBI  TIOCTPOCHUS  KOMITBIOTEPHBIX  CHCTEM,
OCHAIIICHHBbIE B COOTBEeTCTBUHU C 1. 6.1.2.1. Ilpumepnoii mporpammser no crnenuanbHoctr 09.02.06
«CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHHE.

Crymus IlpoexktupoBaHusi W Jau3aiiHa CETEBBIX AapPXUTEKTYp M WHXKEHEPHOH TIpadukw,
OcHalleHHast B cooTBeTcTBUU C M. 6.1.2.2. Ilpumepnoit mporpammsl mo crneuuansHoctu 09.02.06
«CeTeBoe U CHCTEMHOE aIMUHUCTPHUPOBAHUEY.

OcHamiennble  0a3bl TPAaKTUKHA, B COOTBeTCTBHM ¢ 1 6.1.2.3 IlpumepHoil mporpamMmsl 10
cnenuanbHocT 09.02.06 «CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHUEY.

3.2. UndopmannoHHoe o0ecnieyeHHe peain3aliuy NIporpaMmbl

s peanu3anuu mporpaMMbl OMOIMOTEUHBIH (hOHJ 00pa30BATEIBHONW OpraHU3allMK JOJDKEH HUMETh
MCYaTHBIC W/WIM DIICKTPOHHBbIE 00pa3oBaTelbHbIC W WH(OOPMAIMOHHBIC PECYpChl, PEKOMCHAYEMbIC JUIs
UCIIOJIb30BaHMsI B 00pa30BaTEIbHOM TpOILIecce.

3.2.1. IleuaTHBIE U3TaAHUS
1.H.B. Makcumos, N.H. TTonos. KommbroTepHbie ceT [DneKTpoHHBIH pecypc]: yueb. [Tlocodue -M.:
O®OPYM: UHOPA-M 2017.
2.HoBoxwunos E.O. Komnbrorepasie cetn.—M.: OULL «Axanemus, 2013. Menexun B.®D.
3.BeuncnuTenbHbIE MAlIMHEBL, CHCTEMBI B ceT, M., Akagemus», 2007,10r.
4.E.B.MuxeeBa Undopmaruka, yueOnuk, M., Akagemus», 2007,08r.
5.E.A KonmeikoBa Madopmaruka, yuedHuk, M., «Akanemus»,2007r.
6.E.B.Muxeesa IIpaktukym 1o napopmMaTukH, yd. noc., M., «Axkagemus», 2007,08r.
7 .Menexun B.®. BeruncianTeabHble MalIMHBI, CUCTEMBI U ceTH, M., Axkagemus», 2007,10r.
8.E.B.MuxeeBa Undopmaruka, yueonuk, M., Axagemus», 2007,08r.
9.E.A KonmbikoBa Undopmaruka, yueouuk, M., «Akagemus», 2007t
10.E.B.Muxeesa [Ipaktukym mo nHhOpMaTHKH, Y. TIoc., M., «Akanemusi», 2007,08r.

3.2.2. DyIeKTpOHHbIE U3AaHUS (JIEKTPOHHBIE Pecypchl)
3.2.3. JlonorHUTEIbHBbIE HCTOYHHUKHU (1pU HE0OX0OUMOCHU)

4. KOHTPOJIb U OLIEHKA PE3YJIbTATOB OCBOEHHUA ITPO®ECCHOHA/IBHOI' O MOAYIIA

«IIM.01 BBIITOJTHEHHUE PAKOT I10 ITPOEKTHPOBAHHUIO CETEBOH HH®PACTPYKTYPhI»

Kon u HaumeHoBaHue
po(heCcCHOHANBHBIX U
001X KOMITETEHIIHH,
(hopMHpyeMBIX B paMKax
MOJTYJISI

Kpurepun onieHku MeToIBI OIIEHKH
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IIK 1.1. BeImoaHSTH
MIPOCKTHPOBAHHE
KaOeNbHOMN CTPYKTYPBI
KOMITBIOTEPHOM CEeTH.

Or1ieHKa OTJIHYHO» - TEXHUYECKOE
3aJlaHue MPOAHATH3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aIaHUI0 U O(DOPMJICH B
COOTBETCTBHH CO CTaHJIaPTAMH,
MOSICHEHBI €0 OCHOBHBIE CTPYKTYPBHI.

O1eHKa «XOPOLI0» -aJITOPUTM
paspaboTtaH, 0pOpMIICH B COOTBETCTBUN
CO CTaHAAPTaMHU M COOTBETCTBYET
3aJIaHHI0, TIOSICHEHBI €r0 OCHOBHBIC

CTPYKTYpBHI.

OreHka «y10BJI€TBOPUTEIBHO» -
AITOPUTM pa3pabOTaH U COOTBETCTBYET
3aJIaHUIO.

DKk3aMen/3a4et B hopMme
cobeceoBaHus:
NPaKTHYECKOE 3aIaHKE 10
MOCTPOCHHUIO aITOPUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3a/IaHHEM

3ammura OT4EeTOB 0
MPAKTUYCCKUM U
J1abopaTOPHBIM paboTam

IIK 1. 2. OcymiecTBiATh
BBIOOp TEXHOJIOTHH,
WHCTPYMEHTAIBHBIX
CPEICTB U CPEJNICTB
BBIYHCITHUTEIHEHOM
TEXHUKH MPU
OpTraHH3aIliU TIpoIiecca
pa3paboTku u
HCCIIEIOBAHUS O0HLEKTOB
npodeccuoHaIbHON
JIEITENHHOCTH.

Or1ieHKa «OTJMYHO» - TEXHHUECKOE
3aj1aHue POAHATU3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JIJaHHIO U O(OPMIICH B
COOTBETCTBHH CO CTaHIAPTaMHU,
IOSCHEHBI €70 OCHOBHBIE CTPYKTYPBL.

OLeHKa «XOpOLI0» -aJrOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBUH
CO CTaHIAPTaMHU M COOTBETCTBYET
3a/1aHUIO, TIOSICHEHBI €T0 OCHOBHBIC

CTPYKTYPBHI.

O1ieHKa «yT0BJIETBOPHUTEIBHOY -
ITOPUTM pa3paboTaH U COOTBETCTBYET
3aJIaHUIO.

Ok3amen/3aueT B hopme
cobecemoBaHus:
NPaKTHYECKOE 3aJIaHKE 10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHH C
TCEXHHUYCCKHUM 3aJaHUEM

3ammra 0T4EeTOB 0
MPAKTUYCCKUM U
J1a00paTOpHBIM paboTaM

[IK 1. 3. OGecnieunBath
3alIUTy WHPOPMAITUH B
CETH C HCIOJIb30BaHHEM
MPOTPaMMHO-
armapaTHBIX CPEJICTB.

OlLieHKa «OTJIMYHO» - TEXHUYECKOE
3aj1aHue MPOAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3a/IaHHI0 i 0(DOPMIICH B
COOTBETCTBHH CO CTAHIAPTaMH,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPHI.

OrneHka «X0poIIo» -aaTropUT™M
pas3pabotan, ohopMIIEH B COOTBETCTBHU
CO CTaHJApPTaMH U COOTBETCTBYET
3aJJaHUIO, TIOSICHEHBI €r0 OCHOBHBIE

CTPYKTYpBHI.

OLeHKa «y10BJIETBOPUTEIbHO» -
aNropuTM pa3paboTaH U COOTBETCTBYET
3aJIaHUIO.

Ok3ameH/3a4eT B hopme
cobece10BaHMS:
MPaKTUIECKOEe 3aIaHuE I10
HOCTPOSHHUIO aJITOPUTMA B
COOTBETCTBHH C
TEeXHHYECKUM 33/IaHHEeM

3ammra OT4EeTOB MO
MPaKTUYECKUM H
nabopaTtopHbIM paboTam
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[IK 1. 4. [IpuanMats
yJacTre B IpUeMo-
CIaTOYHBIX HCIIBITAHUIX
KOMIIBIOTEPHBIX CETeH U
CETeBOr0 000pyIOBaHU
Pa3IMYHOTO YPOBHS U B
OLIEHKE KauecTBa U
SKOHOMHUYECKOU
3(PEeKTHBHOCTH CETEBOM
TOTIOJIOTHH.

Or1ieHKa OTJIHYHO» - TEXHUYECKOE
3aJlaHue MPOAHATH3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aIaHUI0 U O(DOPMJICH B
COOTBETCTBHH CO CTaHJIaPTAMH,
MOSICHEHBI €0 OCHOBHBIE CTPYKTYPBHI.

O1eHKa «XOPOLI0» -aJITOPUTM
paspaboTtaH, 0pOpMIICH B COOTBETCTBUN
CO CTaHAAPTaMHU M COOTBETCTBYET
3aJIaHHI0, TIOSICHEHBI €r0 OCHOBHBIC

CTPYKTYpBHI.

OreHka «y10BJI€TBOPUTEIBHO» -
AITOPUTM pa3pabOTaH U COOTBETCTBYET
3aJIaHUIO.

DKk3aMen/3a4et B hopMme
cobeceoBaHus:
NPaKTHYECKOE 3aIaHKE 10
MOCTPOCHHUIO aITOPUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3a/IaHHEM

3ammura OT4EeTOB 0
MPAKTUYCCKUM U
J1abopaTOPHBIM paboTam

IIK 1. 5. BoInoaHATH
TpeOoBaHUS
HOPMAaTHUBHO-
TEXHUYECKON
JOKYMEHTAIINH, UMETh
OTIBIT OYOPMITCHHS
MPOEKTHOMI
JIOKYMEHTAIIHH.

Or1ieHKa «OTJMYHO» - TEXHHUECKOE
3aj1aHue POAHATU3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JIJaHHIO U O(OPMIICH B
COOTBETCTBHH CO CTaHIAPTaMHU,
IOSCHEHBI €70 OCHOBHBIE CTPYKTYPBL.

OLeHKa «XOpOLI0» -aJrOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBUH
CO CTaHIAPTaMHU M COOTBETCTBYET
3a/1aHUIO, TIOSICHEHBI €T0 OCHOBHBIC

CTPYKTYPBHI.

O1ieHKa «yT0BJIETBOPHUTEIBHOY -
ITOPUTM pa3paboTaH U COOTBETCTBYET
3aJIaHUIO.

Ok3amen/3aueT B hopme
cobecemoBaHus:
NPaKTHYECKOE 3aJIaHKE 10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHH C
TCEXHHUYCCKHUM 3aJaHUEM

3ammra 0T4EeTOB 0
MPAKTUYCCKUM U
J1a00paTOpHBIM paboTaM

OK 01. Beibupats
CIIocoOBI pereHus 3a1a4y
npodeccuoHaIbHON
JeSITETBHOCTH,
NPUMEHHUTENFHO K
pa3IUYHBIM KOHTEKCTaM.

— 00OCHOBaHHOCTH IOCTAHOBKH IIEJIH,
BBIOOpA U IPUMEHEHHS METOJIOB U
croco0o0B pelieHus MPodheCCUOHATBHBIX
3ajay;

- aJIeKBaTHAas OIICHKa U CAMOOIICHKa
3((hEeKTUBHOCTH U Ka4eCTBa
BBITNIOJIHEHUS TPO(ECCHOHAIBHBIX 3a]a4

OII1 02.0cymiecTBIATH
MOWCK, aHAJIHU3 U
MHTEPIIPETAIUIO
nH(pOopMaIuy,
HE0OXOUMOH st
BBITIOJTHEHHS 3314
npodeccuoHaIbHON
JIeSITEIIbHOCTH.

- MCTIOJIb30BaHME PA3TMIHBIX
HCTOYHUKOB, BKIIIOYasl 3JIEKTPOHHBIE
pecypcbl, Meauapecypcesl, IHTepHeT-
pecypchl, IEpUOINYECKHE U3AAHNS IO
CIEINATFHOCTH JJIS1 PEIICHUS
npodecCHOHANBHBIX 3a1a4

OK 03. IImannpoBaTs U

- ACMOHCTpALUs OTBETCTBCHHOCTH 3a

HNHurtepnperanus
pe3yabTaTOB HAOTIOIEHUH
3a IEATEIbHOCTHIO
oOyyaromierocs B mporecce
OCBOCHUS
o0Opa3oBaTeIbHOMN
MIPOTPaMMBI

DKcrnepTHOE HAOIIOICHUE U
OIIEHKA Ha JIA0OPaTOPHO -
NPAKTUYCCKUX 3aHATUAX,
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peann3oBbIBaTh
coOCTBEHHOE
npodeccuoHanbHoe U
JIMYHOCTHOE Pa3BHTHE.

NPUHSATHIC PELICHUS
- 000CHOBaHHOCTh CAMOAHAITN3A 1
KOPPEKIHs pe3yIbTaTOB COOCTBEHHOM
paboTsl;

OK 04. Pabotarts B
KOJUICKTUBE M KOMaH/Ie,
3¢ HEeKTHBHO
B3aUMO/ICIICTBOBATH C
KOJUICTaMH,
PYKOBOJCTBOM,
KJIMCHTAMH.

- B3aUMOJICCTBUE C 00YYAIONIMMUCS,
MIPENoAaBaTe/IIMU U MacTepaMH B X0/IC
00y4eHus1, C PYKOBOJUTEIISIMU YUeOHOM
Y TIPOU3BOJICTBEHHOMN NPAKTUK;

- 000CHOBaHHOCTH aHAJIN3a padOTHI
9JICHOB KOMaH/BI (IO JYMHECHHBIX )

OK 05. OcymiecTBisITh
YCTHYIO M THCHMEHHYTO
KOMMYHHKAIIHIO Ha
rOCYJapCTBEHHOM SI3BIKE
¢ yueToMm ocoOeHHOCTeH
COIMAIBHOTO U
KYJBTYPHOTO KOHTEKCTA.

-rPaMOTHOCTb YCTHOU U TUCBMEHHOM
peun,

- ICHOCTH (DOPMYITHPOBaHUS U
M3JI0’KEHUS MbICIIEeH

OK 06. IIposBnsaTh
IpakIaHCKO-
MaTPUOTHUECKYIO
MO3HUIHIO,
JIEMOHCTPHPOBATH
OCO3HAHHOE TTOBEJICHUE
Ha OCHOBE

- cOOJII0ZICHHE HOPM MOBEACHUS BO
BpeMsl YIeOHBIX 3aHATHHA U
MIPOXOKACHUS YUeOHOH 1
MPOU3BOJICTBEHHOM MPAKTHK,

00111€4eTI0BEYECKUX

LIEHHOCTEN.

OK 07. ConeiicTBOBaThH - 3¢ (PEKTUBHOCTD BBITIOTHEHUS ITPABUII
COXPAHCHUIO Tb Bo BpeMsi y4eOHBIX 3aHATUH, IPU
OKpY’KarolLlen cpelibl, MPOXOXKICHUN YUeOHOU U
pecypcocOepekeHHIo, MIPOU3BOACTBEHHON MPAKTHK;

3¢ hekTUBHO - 3HAHUE U UCTIOIH30BaHNE
JeCTBOBATh B pecypcocOeperaromux TeXHOJIOTHH B
Ype3BbIYAHBIX 001aCTH TeIEKOMMYHUKALMN
CUTYaIIUsX.

OK 08. Mcnonp30BaTh
cpeacTBa PU3MUECKOn
KYJBTYPbI IS
COXpaHEeHUd U
YKPETUJICHUS 3I0pPOBbS B

- 3¢ (EeKTUBHO UCIIOJL30BaTh CPEJICTBA
(bu3NUeCKON KyIbTYphI JJ1s1 COXPAHCHHUSI
U YKPEIJICHHUS 37I0POBbsI B TIPOIIECCE
po(heCCUOHAIBHOM JIEATEILHOCTU U
noJyiep:kaHre HeoOXO0MMOTO YPOBHS

npoiecce ($u3HUeCcKoi NOATOTOBICHHOCTH.
npodeccuoHaIbHON

JeSITETbHOCTH H

noJAep>KaHue

HEO00XO0JMMOTO YPOBHS

(hm3uaeckoi

MOJTOTOBJICHHOCTH.

OK 09. Mcnonb3oBats - 3¢eKTUBHOCTH HCIIOIB30BAHUS
WHPOPMAITMOHHbIE WHPOPMAITUOHHO-KOMMYHHUKAITHOHHBIX
TEXHOJIOTUH B TEXHOJIOTHH B TPO(ECCHOHATBHOM
npodeccnoHaIbHON JEeSITEIBHOCTH COTIACHO (POPMHUPYEMBIM
JeSITEIIbHOCTH. YMEHUSM H TI0JTy4aeMOMY

IPAKTUYECKOMY OIIBITY;

IIPY BBIIOJTHEHUH Pa0OT 10
y4ueOHOH 1
MIPOU3BOJICTBCHHOMN
MIPaKTHKaM

DK3aMeH
KBaJIM(DUKAIIMOHHBII
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OK 10. ITonp30BaThes
PO eCCUOHATTEHOM
JIOKYMEHTAIMe! Ha
rOCy/IapCTBEHHOM H
HHOCTPAHHOM SI3BIKE.

- 3(heKTUBHOCTH HCIIOHL30BAHMYS B
po(heCCHOHAIBHOMN ESTENbHOCTH
HEOOXOIUMOM TEXHUYECKON
JIOKYMEHTALMH, B TOM YHUCJIE Ha
AHTJIINHCKOM SI3BIKE.

OK.11. IlmaampoBaTh
MPeAPUHUMATEBCKYIO
JESTSIILHOCTh B

PO eCCHOHATTEHOM

chepe

- 3(pPpeKTUBHO TTAHKPOBATH
MPEITPUHUMATENILCKYIO ICITEITBHOCTD B
npodeccuoHansHOU cdepe npu
MIPOBEICHUH PadOT 10
KOHCTPYHPOBAHUIO CETEBOM

UHPPACTPYKTYPHI
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JIMCT U3MEHEHWH 1 JIOTTIOJIHEHWI, BHECEHHBIX

B PABOUYVIO [TPOTPAMMY

No HU3MCHCHUA, JaTa BHCCCHMA U3MCHCHM, No CTPaHMIIbI C ©BMCHCHUCM,

bbLJIO

CTAJIO

OcHoBaHue:

IMoanuck Jua BHECHIETr0 U3MEeHEHMUS
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