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1. OFII[AA XAPAKTEPHCTHKA PABOYEH ITPOT PAMMBI
ITPO®ECCHOHAJIBHOI' O MOAYJIA

«IIM.01 BBITIQOTHEHHE PABOT I10 ITPOEKTHPOBAHWIO CETEBOH
HHOPACTPYKTYPbI»

1.1. Ilens u nnanupyemoie pe3ynbmansvl 0C60EHUs NPOPECCUOHANTBHOZ0 MOOYIA

B pesynbrare m3ydeHus] MpoQecCHOHAIBLHOrO MOIYJS CTYACHT JOJDKEH OCBOUTH OCHOBHOHM BHJI
JeATeIbHOCTH BrInonHeHne padoT Mo MPOEKTUPOBAHUIO CETEBOW HMHQPPACTPYKTYPHI M COOTBETCTBYIOIINE
eMy oOlIre KOMITETeHIIUU U PO eCCHOHATbHBIE KOMITETCHIINH:

1.1.1. TlepeyeHb OOLIMX KOMIIETEHIUI

Kox HanmeHnoBaHnue 00X KOMIIETEHIIMIH

OK 1. Boeibupate cmocoObl  pemieHuss  3a7ad  po(ecCHOHATBbHON  JESITENbHOCTH,
MPUMEHHUTENBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 2. OcymiecTBIATh NOUCK, aHAIU3 U MHTEPIIpPETalnio HHPOpMauu, HeoOX0IUMON 1St
BBITNIOJIHEHUS 3aJ1a4 TPO(HEeCCUOHATILHOM eSITEIbHOCTH

OK 3. [InanupoBaTh U pean30BbIBaTh COOCTBEHHOE MPO(PECCHOHANBHOE U JUYHOCTHOE
pa3BUTHE.

OK 4. PaGoratp B KOJUIEKTHBE U KOMaH/e, 3 (HEeKTHBHO B3aMMOJIEHCTBOBATh C KOJUIEraMH,
PYKOBOJICTBOM, KJIIMEHTaMH.

OK 5. OcymecTBiIATh YCTHYHO M NHCBMEHHYK) KOMMYHHMKAIMIO Ha TOCYAApCTBEHHOM
S3BbIKE C YYETOM OCOOEHHOCTEN COLMAIbHOTO U KYJbTYPHOTO KOHTEKCTA.

OK 6. [IposBasaTh rpaXIaHCKO-MAaTPUOTHUECKYIO MO3UIIHIO, JIEMOHCTPHUPOBATh
OCO3HAHHOE MOBEJICHHE Ha OCHOBE TPAIUIIMOHHBIX 00IIeUETI0BEUYECKUX IEHHOCTEH.

OK 7. ConeiicTBOBaTh  COXPAHEHHUIO  OKPYKAIOIIEH  Cpelbl, PecypcocOepekeHHIO,
3¢ (hEeKTUBHO IeCTBOBATH B UYPE3BHIYAMHBIX CUTYAIIUSX.

OK 8. Hcnonws3oBath cpeactBa (PU3MUECKOW KYJIbTYPHI IS COXPAaHEHUS W YKPEIUICHUS
3I0pOBbsi B IMpolecce NpodecCHOHANbHON JEATENbHOCTH U MOJJIEp:KaHue
HE0OX0IMMOT0 YPOBHA (PU3MUECKOM MOATOTOBIEHHOCTH.

OK 9. Hcnonp3oBath MHGOPMAIIMOHHBIE TEXHOJIOTHU B TPOGECCHOHAIBHON JEATEIHHOCTH

OK 10. [Tonp30BaThbcsi Mpod)ecCHOHANBHOW JOKYMEHTAIIMEH Ha TOCYJapCTBEHHOM H
WHOCTPAHHOM SI3bIKE.

OK 11. [InanupoBaTh IPEANPUHUMATEIBCKYIO IEATEILHOCTD B ITpodecCHoHaIBHON chepe

1.1.2. [lepedenn npodeccnoHaIbHBIX KOMITCTCHITHA

Kox HaumeHoBaHHe BH/IOB eI TeJBHOCTH M TPOG)eCCHOHAIBHBIX KOMIIETCHIUH
B/ 1. Buinonnenue pabom no npoexmuposanuio cemegou UHGpacmpyKmypol
IIK 1.1. BreImonHATh IpoeKkTHpoBaHNE KaOENbHON CTPYKTYPHI KOMITBIOTEPHOM CETH.
IIK 1.2. OcymIecTBIATh BRIOOP TEXHOIOTHH, HHCTPYMEHTAIBHBIX CPEICTB U CPEACTB BRIYHCIUTEIHHON

TCXHHUKU IIPU OpraHru3alluu Imporecca pa3pa60TKI/I 1 UCCIICAOBaAHUA 00BEKTOB
HpO(l)CCCHOHaHLHOﬁ JACATCIIbBHOCTHU

IIK 1.3. ObGecrieunBath 3amUTy WH()OPMAIMU B CETH C HWCIOJIH30BAaHUEM IPOTPAMMHO-AIIIAPATHBIX
CPEJICTB.
IIK 1.4. [IpuHUMaTh yyacTue B IPUEMO-CAATOYHBIX UCIBITAHUSX KOMIIBIOTEPHBIX CETEH U CETEBOrO

000pyIOBaHMS PA3ITUYHOIO YPOBHS U B OLIEHKE Ka4eCTBa U 3KOHOMHYECKOH 3(h(heKTHBHOCTH
CETEBOW TONOIOTHH.

[IK 1.5. BeimonuaTe TpeboBaHMsI HOPMAaTUBHO-TEXHUYECKOH JOKYMEHTALMU, UMETh OIBIT O(OPMIICHHUS
MIPOEKTHON JOKYMEHTAILIHH.




1.1.3. B pe3ynbrare 0cBO€HUS MPOGECCHOHATIBHOTO MOJIYJISl CTYICHT JOJIKEH:

HNmers
MPaKTUYECKUN
OIBIT B

MPOEKTUPOBAHUN APXUTEKTYPHI JIOKAJTbHOM CETM B COOTBETCTBUHU C MOCTABJIEHHOU
3aJ1ayueii;

YCTaHOBKE W HACTPOMKE CETEBBIX MPOTOKOJIOB M CETEBOr0 OOOpYIOBaHUS B
COOTBETCTBUM C KOHKPETHOH 3a1a4eii;

BBIOOpE TEXHOJIOTHH, WHCTPYMEHTAIBHBIX CPEACTB TPH OpraHM3allud Mpolecca
HCCIIeIoBaHNsl 0OBEKTOB CeTeBOH MH(PACTPYKTYPHI;

obecrieueHnr Oe30IacHOTO XpaHEH!sI U TIepeiadyd HHPOPMAaLliK B JIOKaJIbHOH CETH;

UCIIONIb30BaHUH CIIEIUATIBHOTO TPOrPaMMHOIO 00ECTIeYeHH s Il MOJIETUPOBAHUS,
IIPOEKTUPOBAHNUS U TECTUPOBAHMS KOMIIBIOTEPHBIX CETEH.

yMeTb

IIPOCKTUPOBATH JIOKAJIbHYIO CCTh, BI)I6I/IpaTB CECTCBBIC TOIIOJIOIMH,

UCIIOTb30BaTh MHOIO(YHKIIMOHATIBHBIE TPUOOPHI MOHUTOPHHTA, TIPOrPaMMHO-
amIapaTHble CPENCTBA TEXHUYECKOTO KOHTPOJIS JIOKAIBHON CETH.

3HaTh

0O0TIHEe TTPUHIINTIBI IIOCTPOCHUS CETEH, CeTEBBIX TOMOIOTHA, MHOTOCIIONHON MOJIETN
OS], TpeboBaHMii K KOMITBIOTEPHBIM CETSIM;

apXUTEKTYpy IPOTOKOJIOB, CTaHAAPTU3alMU CETEH, JTaloB MPOEKTUPOBAHUSA
CeTeBoi MH(PPACTPYKTYPBI,

0a30BbIE IIPOTOKOJIbI 1 TEXHOJIOI'MU JIOKAJIBHBIX CET e171,
TIPUHIUIIBI ITOCTPOCHN A BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CeTeﬁ;

CTaH/apThI Kabeneil, OCHOBHBIE BUIl KOMMYHHKAIIMOHHBIX YCTPONHCTB, TEPMUHOB,
TTOHSITUH, CTAHIAPTOB U THITOBBIX DJIEMEHTOB CTPYKTYPHUPOBAHHON KaOEIHHOM
CHCTEMBI.

1.2. Koan4yecTBo 4acoB, 0TBOJUMOE HA 0CBOeHHE NPo¢ecCHOHAIBLHOT0 MOTYJIsI

Bcero gacos- 974 gaca

W3 vux Ha ocBoenne MJIK. 01.01 - 240 gacos

Ha ocBoenne MJIK. 01.02- 326 gacos,

Ha TIPaKTHUKH, B TOM Yncie yueOHyio — 216 qacoB u mpou3BoacTBeHHYIO 180 uacos.




2. CTpyKTypa U cojiep:KaHue NPpohecCuHOHAIBHOr0 MOy ISl

2.1. CtpykTypa nn

podeccuonanbuoro moayasi IIM.01 BBIHOJJHEHUE PABOT IO MPOEKTUPOBAHUIO CETEBOM HH®PACTPYKTYPHI

3aHsATHsI BO B3aMMOJIEUCTBUHU C TIPETIO/IaBaTeNEM, Yac

Kozpr CyMMapHbI Obyuenue no M/JIK IIpakmuku S;h;z; Kot
poQeCCUOHATHHEI HaumenoBanust pasznenon i 00beM NMaGopatopisr | Kypcoss: IIpomexyt - cymbTa
X 00Immx poecCHOHANBEHOTO MOTYJIS HarpysKH, Bcero - X pabot VaeGHas [MponsBoncree | ouHas paGora -
KOMIETEHIUH yac. NpaKTHYecKnX | (IPOEKTO HHasg arrecra L
3aHATHI B) uus
1 2 3 4 5 6 7 8 9 10
IIK 1.1-IIK 1.5 Paznen 1. KomnbroTepHble cetu 6
OK 01-11 240 180 46 30 14 16
MK 1.1-[1IK 1.5 Pasnen 2. Opranusanus, 326 308 120 6 18 6
OK 01-11 NPUHLMUIIEI IIOCTPOEHUS U
(yHKIIMOHUPOBAHUS
KOMIIBIOTEPHBIX CeTel
MK 1.1-IIK 1.5 Vuebnas npaxkTuxa (1o 216 216
OK 01-11 npoUITIO CIIEIUANTBHOCTH),
4acoB (eclI IpeaycMOTpeHa
UTOroBasl (KOHIIEHTPUPOBAHHAS)
MPaKTHKA)
TIK 1.1-IIK 1.5 [Ipon3BoncTBeHHAs IPaKTHUKA 180
OK 01-11 (o mpoduITto CrIeUaIbHOCTH), 180
4acoB (eclIi IpeaycMOTpeHa
UTOroBas (KOHIEHTPHPOBAHHAS)
TIPaKTHUKA)
IIpomexyrounas aTrecTauus 12 12
DK3aMeH 10 MOIYITIO
Bcezo: 974 488 166 30 216 180 12 32 22




2.2. Tematnuyeckuii IVIaH U colep:kanue NpodeccnoHaIbHOro moay.as (IIM)

«IIM.01 BBIIIOJIHEHUE PABOT 110 TIPOEKTUPOBAHUIO CETEBOI UH®PACTPYKTYPbI»

HaumeHnoBaHue pa3naesioB U TeM

Conep:xkanue yueOHOro MaTepuaJa,

npo¢ecCHOHAIBLHOIO MOLYJIs O0bém B
(LIM), MesktHCIMILIHHAPHBIX JaboparopHsblie padoThl U MPAKTHYECKHE 3aHSATHS, CAMOCTOSITe/IbHAS YueOHas padoTa yacax
i 00y4JarIIuXcs, KypcoBas padora (IIPOEKT) (eciu npedycmompeHul)
kypcoB (MIK)
1 2 3
Paznen 1. KomnbloTepHbie ceTn
M/IK.01.01. KomnbloTepHbie 240

CETH

Tema 1.1. BBenenne B ceTreBble
TEeXHOJIOTHH

Conep:xkanue

1

KomneroTepHsie cetu

CoBmecTHast pabota, VIHTEpHET M COBPEMEHHBIE CETEBBIE TEXHOIOIMH — O0JAacTh NMPUMEHEHUS U
Ha3HaueHWe. Buabl KOMIBIOTEPHBIX ceTed. | nobanbHble W JIoOKanbHbIE ceTH. OIHOPaHTOBBIE U
KIIMEHT-CepBepHbIe apXUTEKTyphl. OCHOBHBIE KOMIIOHEHTHI CETEH, CeTeBas cpena W CETEBBIC
ycrpoiictBa. TexHonoruu mnoxaxirodeHuss K MHrepner. KonBeprentHeie cern. KauectBo u
HaJISKHOCTD ceTeil. OCHOBHBIC IOHATHSI CETEBOM 0e30macHOCTH. TeHICHITNN Pa3BUTHS CETEH.

N

KoHconbHBIN n0CTyM, YAaJIeHHBIH ocTyn ¢ moMotipio Telnet m SSH, ncnons3oBanne mopta AUX.

CeTeBble MPOTOKOJIbI 1 KOMMYHUKAIIUU

KomupoBanme m mapamerpsl coobmieHus. CeTeBbie IPOTOKOJIBI. B3amMmoneicTBHE MPOTOKOJIOB.
Ha6op nporokono TCP/IP u mpouecc ooMeHa maHHbIMH. OpraHu3alydyd IO CTaHIapTH3ALIMH:
ISOC, IAB, IETF, IEEE, ISO. MuoroypoBaeBbie mozaenu OSI u TCP/IP. MHKancymsinust JaHHBIX.
[Iporokonpabie 6moku manHbix (PDU). [octynm k mokambHBIM pecypcam. CereBas ajpecarius.
MAC- u IP- aapeca. Jloctyn k ynanéHaeM pecypcam. 111103 mo ymonganuro.

CeTeBoii 1ocTyn

[Iporokonsl u cranmaptel (usmdeckoro ypoBHA. CrocoOsl momkimrodeHus K ceTH. CereBbie
naTepdeiicapie matel (NIC). Cpensl mepemaun MaHHBIX W UX XapaKTEPUCTHUKH: MPOIMYCKHAS
CHOCOOHOCTH, TPOU3BOIUTENHHOCTE. Bumbl MenHbIx cereBbix kabeneii: UTP, STP, koakcuanbHEIA.
PaznOBHIHOCTH, OCOOCHHOCTH TPOKIAIKA W TeCTUpOBaHWs KaOeinei. CTpyKTypa W OCOOCHHOCTH
MIPOKJIAIKY ONITOBOJIOKOHHBIX KaOeneid. becripoBoaHble cpeacTBa nmepenaun nanHbix. Ctanmapt Wi-
Fi IEEE 802.11.

KananbHbIi ypoBeHb U €ro noaypoBHU: Y1ipasieHue gorundeckuM kaHainoM (LLC) u Yopasnenue
JIOCTYIOM K cpefe nepenayun faHHbix MAC. CtpykTypa KaJpa KaHaJbHOTO YPOBHS M IPUHLMIIBI
ero hopmupoBanusi. CTaHAapThl KAHAJIBHOTO ypoBHs. Pu3nyecKasi ¥ JOrH4ecKasi TOIOJIOTHSI CETH.




Tomonorum «rouka-TouKay, «3Be3/71a», «IOTHOCBI3aHHAs, «KOIbIeBas. [lonynymiekcHas u
TOJTHOYTIIIEKCHas nepenava nanHbix. Ocobennoctu kanapoB LAN, WAN, Ethernet, PPP, 802.11.

Cetesble TexHonoruu Ethernet

CemetictBo cereBbix TexHonoruii Ethernet. Ilpunmmm paGoter Ethernet. B3ammoneiictBue Ha
noaypoBasix LLC u MAC. Ympasnenue gocrynom k cpene mepenauu aaHHeix (CSMA). MAC-
aapec: waeHTudukamus Ethernet. AtpuOyrer kampa Ethernet. Ilpencraeienus MAC-aapecos.
OmHO- ¥ MHOI'0AJPECHOM, IMUPOKOBEINATELHON pacchulok. CkBo3HOE moakinoueHue, MAC- u IP-
azpeca.

[porokon pazpeurenus agpecoB (ARP): mpuHIMTIBI paboThI, POIH B MpoIEcce YAAIEHHOro 0OMeHa
nanaeiMu. Tabnuiel ARP Ha cereBbIX yerpoiicTBax. OCHOBHBIE HelOCTaTKH MpoTokona ARP -
Harpyska Ha cpeny nepenaun JaHHBIX U O€30MaCHOCTb.

OcHoBHas uH(popMalus o moprax kommyraropa. Tadauia MAC-aapecoB koMmmyTartopa. DyHKITHS
Auto-MDIX. Crioco0bl mepecbulkn Kajapa Ha kKommyrtatopax Cisco. Bydepuzaums namsta Ha
KoMMmyTaTtopax. (DHUKCHpOBaHHAS W MOJAYJIbHAas KOHUrypanmud KommyratopoB. CpaBHeHUE
KoMMyTanmu ypoBHS 2 u ypoBHs. Texnomorus Cisco Express Forwarding. BupryanbHbiid
uaTepdeiic  kommyraropa (SVI), Mapuipyrusupyemsrii  nopr, EtherChannel ypoBus 3.
Kondurypanys MapupyTusupyeMoro mnopra.

CeteBoii ypoBeHb

CereBoii ypoBeHb B IIpoIecce IepeAadd AaHHbIX. [Iporokonsl cereBoro ypoBHS. OCHOBHBIC
xapakrepuctuku IP-nmporokona. Ctpykrypa makeroB IPv4 u IPv6. OcoOEHHOCTH M TIPEUMYIIIECTBA
nporokona Pv6. Meronsl MapmpyTH3andud  y3i0B. Tabnaura MapmipyTH3alludl  y3JI0B |
MapIipyTu3aropa s nporokosioB IPv4 m IPv6. YcrpolictBo mapmpyTtusaropa — Ilporeccop,
[aMATh, OmNepalMoHHas cucrema. llogkmroueHne K MapIIpyTH3aTopy 4epe3 pasiidHble MOPTEHI.
Hacrpoiika wucXomHBIX TapaMeTpoB, WHTepdeicoB, D032 10 YMOTYAHWUIO H APYTHX
XapaKTePUCTUK MapIIpyTH3aTOPA.

TpaHcnOpPTHBI YyPOBEHb

Haznauenue u 3a1a4uu TpaHCIIOPTHOT'O YPOBHSI.

MynbTUIIIEKCUPOBAHUE CEAHCOB CBs3U. OmnucaHue u cpaBHeHue nporokonoB TCP u UDP —
HAJEKHOCTh U NPOU3BOAUTENBHOCTh, O0JIACTh NMPUMEHEHHs. Anpecanus HOPTOB M CErMEHTALHs
TCP u UDP. O6men nanasivu o TCP. IIpomeccst TCP ceprepa. Ycranosnenue TCP-coemunenmst
u ero 3asepuenue. ITpunnunsl «Tpéxcroponnero pykonoxarus» TCP. Hané&xHocts n ynpaBneHue
notokoM TCP - [loarBepxaeHue MOTYyYEHUSI CETMEHTOB, MOTEPS NAHHBIX U MOBTOPHAS Iepenaya,
ynpasiieane noTokoM. O6Men naHHbIMH ¢ ucnons3oBanreM UDP. Ilponeccer n 3ampocsr UDP-
cepsepa, UDP-gararpammel, nponeccsl UDP-knuenTa. [Ipunoxkenus, ucnonsdyronme UDP u TCP.

IP-anpecanus




Crpykrypa IPv4-anpecos. CereBas u y3moBas uactb [P-aapeca. [IpeoOpa3oBanue agpecoB MeXIy
JBOMYHBIM U JIECATEPUYHBIM NpencTaBienneM. Macka noaceru IPv4. CereBoil anpec, aapec y3na u
HIMpOKOBeaTenbHbIi anpec cetn [Pv4. [IpucBoenne y3my craTH4eckoro u quHaMmudeckoro |Pv4-
aapeca. MuoroaapecHas nepenava. [Tyonuuansie u yactasle [Pv4-anpeca. [IPv4-anpeca
crienuanbHoro HasHaueHus. [IpucBoenue [P-anpecos.

CoBMmecTHOE Hcnoab30BaHue MpoTokonoB [Pv4 u IPv6: nBoliHoii cTek, TYHHEIHpPOBaHUE,
npeoOpa3oBanue. [IpencraBnenue [Pvo-anpecos. [IpaBuna cokpamienus 3anucu [Pv6-aapecos.
WnauBuayanbHbli, TPYIIIOBOM, TPOU3BOILHBIN THITEI [Pv6-aapecoB. CTPYKTypHI TOKAJIBHOTO U
[I100aIbHOTO HHIUBHTYyaNbHBIX [PV6-anapecoB. CTaTuyeckasi U AMHAMHYECKasi KOH(UTYpaIin
rI1o0alkHOrO HHAMBHTyanbHOTO ajapeca. [Iporecc EUI-64 u cny4aiiHO creHepupOBaHHbIH
uneHtudukatop naTepdeiica.

ICMP-cepBucel. Otnuumst st npotokoinoB IPv4 u IPv6. Coobmenuss ICMPvI6 «3ampoc &
Mapmpyrtuzatopy», «OObSBIEHHE OT MapUIpyTH3aTopa», «3almpoc COCemHEero y3lay |
«OO0BbsIBIEHNE COCETHEr0 y3na». TeCTHpOBAaHHME CETH C TMOMOIIBI0 3X0-3alpOCcOB. TpaccHpoBKa
MapuipyTta. Bpems mpoxokaeHns curHaia B mpssMoM M oOpatHoMm HampaBieHusx (RTT). Bpewms
xwu3nu (TTL) IPv4 u mpenen nepexonos IPv6.

Paznenenne IP-ceteii Ha moaceTn

Cermentarus [P-cereit. OOMeH maHHBIMH MEXIy THoaceTsiMH. llraHmpoBaHue ampecanud B
noncersix. PacuerHsie QopMynbl ISl CeTMEHTalMu ceTh. Pa30neHrne Ha TMOJICeTH Ha OCHOBE
TpeOOBaHMIA Y37I0B M CETEH, B COOTBETCTBUH ¢ TpeboBaHUAMH ceTell. OmnpeneaeHne MacKy MMOCETH.
Paz0uenne Ha MOICETH ¢ MCIIONB30BAaHUEM MAcKu mepeMeHHoi mnHel (VLSM). bazoBas momens u
Ha3HaueHWe OnoKkoB ampecoB VLSM. IlmanupoBanue azapecanuu cetd. (OCOOCHHOCTH
npoekTupoBanus [Pv6-cetm. Pa3OmeHme Ha TMOACETH C HCHOIB30BAaHWEM HACHTH(HUKATOpa
nHTepdeiica.

10

YpoBeHb NPUJIOKEHU I

YpoBeHb NPWIOKECHHUH, YPOBEHb MPEACTABIECHUS M  CEAHCOBBIM  ypoBeHb. lIpumepsl
pacmipocTpaHeHHBIX MpritoKeHni. [Iporokonsl ypoBHs nmpunoxenuii. Ogaopanroseie cetu (P2P).
Monenb Tuna «kimueHT-cepsep». O630p nmporokoiaoB HTTP, HTTPS, SMTP, POP u IMAP. Ciryx6a
moMmeHHBIX ©MEH (DNS). ®opmar coobmenuit u nepapxus DNS. Ytmmra «nslookupy. Cmyxba
DHCP. Ilporokon nepemaun daitnos (FTP). [IpoTokon odmeHa O10kaMu cepBEpHBIX COOOIIEHHIA
(SMB). Konnenmnn «Bceoosemmtommii Matepaer» BYOD. JlocTaBka JaHHBIX 110 KOHBEPTEHTHBIM
CeTsIM.

11

Co3nanue ¥ HacTPOKa He0OJIBLLIOH KOMIIBIOTEPHOH CEeTH
[InanupoBanue 1 cozganre HeOONBIION KOMITBIOTEPHOW CETH: ONpeeleHUE KII0UEBBIX (PaKTOpOB,
BHIOOD TOTIOJIOTMH U CETEBBIX YCTPONUCTB, BBIOOP M HACTPOMKA MPOTOKOJIOB, CHCTEMBbI aJpecalliy.




Mepsl 1o obecnieueHno 0e30MacHOCTH CeTH. Y SI3BUMOCTH U CETeBbIe aTaku. Pa3BenpiBaTeNbHbIC
ataku, Ataku gocryna, Otka3 B oocnyxuBanuu (DoS-ataku). PesepBHoe KonupoBaHue,
OOHOBJICHUE U YCTaHOBKA MCHpaBICHUH. MexceTeBble SKpaHbl. AyTeHTH()HUKALINS, aBTOPU3ALNS 1
yuét. Brmrouenue nporokona SSH.

@alnoBble CUCTEMBl MapLIPYTU3aTOPOB M  KOMMYTAaTOPOB. Pe3epBHOE KONMPOBAaHHE H
BOCCTAHOBJICHME C TIOMOINBIO TEKCTOBBIX (haiinoB, mnporokona TFTP, USB-nakonutens.
Berpoennsie cnyxObl Mapmpytusanuu. [lommepikka OecnpoBOAHBIX ToAKIodeHHi. Hactpoiika
BCTPOEHHOI'0 MapIlIpyTHU3aTopa.

B mom uucne npakmuyeckux 3anamuii u 1a60pamopHsIx pabom

1 | CocraBieHue KapThl ceTH MIHTEPHET C MOMOIIBIO YTUIIUT «PIing» U «traceroutey

2 | Co3naHue npocToit ceTH:

*  VYcraHOBKa ceaHca KOHCOJIHM C CETEBBRIM 000pYI0BaHUEM TIpU MToMoI mporpaMmsl Tera Term;
e Co3gaHHeE CeTH;

HacTtpolika OCHOBHBIX MapaMeTPOB KOMMYTaTOpa.

3 | IIpocmotp cereBoro Tpaduka ¢ momMolbo nporpammel Wireshark.

4 | TlopkiroueHne KOMITBIOTEPOB K CETH C TIOMOIIBIO Kabeseil 1 6ecIIpOBOAHBIX aIalTePOB:
*  Ompezenenune CETEBBIX YCTPOMCTB M KAHAJIOB CBSI3M;

*  OOXMM ceTeBoro Kabdes;

* TIpocMOTp JAaHHBIX O OECIPOBOAHBIX M MIPOBOAHBIX CETEBHIX aJanTepax.

5 | Uzyuenue Ethernet-rexHomormii:

* IIpocmorp MAC-anpecoB CeTEBBIX YCTPONCTB;

* Usyuenwme kanpoB Ethernet ¢ momomtsro mporpammser Wireshark;

* IIpocmotp ARP ¢ momorsio mporpammel Wireshark, maTepdeiicoB koMaHAHON CTPOKH
Windows u 10S;

*  Ucmonb3oanne naTepdetica komanaHou ctpoku 10S ¢ tabmumamu MAC-anpecoB
KOMMYTATOpA.

6 | IlocTpoenwue cetn Ha Oa3e MapHIpyTHU3ATOpa:

* IIpocmotp Tabiui MapIpyTU3aLUH y3II0B;

* Hzyuenue GU3NUECKUX XAaPAKTEPUCTUK MAPIIPYTU3ATOPA;

* Co3zzaHue ceTH, COCTOSIIEN U3 KOMMYTAaTOpa U MapUIpyTHU3aTopa.

7 | M3yuenne TpaHCIIOPTHOTO YPOBHS:

* HaGmiogenue 3a mporeccoM TPEXCTOpOHHEro «pykonoxarus» TCP ¢ moMomipio mporpamMmsl
Wireshark;
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* Usyuenwue 3axBaueHHbIX JaHHBIX DNS UDP ¢ nmomoristo mporpaMmel
Wireshark;
*  Uzyuenwme 3axBaueHHbIX nakeToB FTP u TFTP ¢ nomomipto mporpammel Wireshark.

8 | Hacrpotika IP-aapecanuu:
* Hcnonb3oBanue kanbKymsitopa Windows B paboTe ¢ CETEBBIMH apecaMu;
*  Kousepramus [Pv4-agpecoB B IBOMUHYIO CUCTEMY CUUCIICHUS,
*  Onpenenenne [IPv4/IPv6-anpecos;
* Hacrpoiika IPv6-anpecoB Ha ceTeBBIX YCTPOICTBAX;
* TectupoBaHHe CETEBOTO MOIKIOUYECHUS C TOMOIIBIO KOMaH]I «ping» u
«traceroute».
9 | Cermenrauus IP-cereii:
* N3ydeHue KaabKyJIATOPOB MOACETEH;
*  Pacuér moacereii IPv4;
* Pazzgenenue cerel ¢ pa3IMYHBIMU TOMOJIOTUSIMH Ha MOJICETH;
* Pa3zpaborka u BHeApEHNE CXEMBI ajjpecaliuy pa3faenéHHon Ha moacetu [IPv4-ceru;
PaspaboTka u BHeapeHue cxemsl aapecannd VLSM.
10 | IP-agpecanus:
*  aHanu3 Tpaduka OMHOAAPECHON Iepenayu, MMPOKOBEIIATEILHON M MHOT0AIPECHON PACCHIIKY;
* HacTpolka aapecaruu [Pvo;
* mpoBepka aapecaruu IPv4 u [Pvo6;
* 0TpaboTKa KOMIUIEKCHBIX MPAKTHYECKINX HABBIKOB.
11 | CermenTamus IP-cereii:
*  OpraHu3anys MOJCETH IO PA3IUYHBIM CIICHAPHSIM;
* pa3paboTka M BHEOpPEHHUE CTPYKTYpHI anpecanuu VLSM;
*  BHEAPCHHE CXEMbI apecalluy pa3aeaéHHoin Ha moaceTu |IPv6-ceTu;
*  0TpaboTKa KOMIUIEKCHBIX MMPAKTHYECKINX HABBIKOB.
12 | V3y4ueHne OCHOBHBIX CETEBBIX CITYKO:
. Wzydenne ¢pyHkumn oOMeHa (aitiaMi MEeXIy OTHOPAHTOBBIMHU YCTPOWCTBAMHU
orpenenenre npeodpasopannii PAT; *M3yuenne npaswn padorst DNS;
. N3yuenue nporokona FTP.
13 | Obecnieuenmne 0€30MaCHOCTH CETH:

» H3yuenue yrpo3 cereBoil 0€30MacHOCTH;
e JlocTyn K ceTeBbIM yCTpoHcTBaM 1o mpoTokory SSH;
*  OOGecneuenne 0€30MACHOCTH CETEBBIX YCTPOMCTB;

11



14
15

AHanu3 KOMIBIOTEPHOM CETH U HaCTPOUKa MapIIpyTU3aTOpa:

» IIpoBepka 3a7epsKeK B Mepeaayll CeTeBhIX MAKETOB C IOMOIIBIO YTHIIHT «ping» U «traceroutey;

* Hcnonb3oBanue untepdeiica komanauoi ctpoku (CLI) mist cbopa cBeneHmit 0 ceTeBbIX
YCTpPOMICTBAX;

*  VYmpanenue (aitnaMi KOHPUTYpaluy MapIIPyTU3aTOPa C IOMOIIBIO MPOrPaMMBI SMYJISIIIUA
TepMHUHaja

*  VnpasieHue ¢aitiaMu KOHpHUryparyu yCTporCTB ¢ ucnoib3oBanueM TFTP, daemr-namsatu u
USB-nakonurenei

*  HM3ydeHue npouenyp BOCCTAHOBIICHUS IAPOJIEH.

Tema 1.2. [IpuHIUNBI
MapLIPYTH3alUHA 1
KOMMYTalHuu

Cooepocanue

1

BBegeHune B KOMMyTHpyeMble ceTH

O6bemunénnbie cetn. Mepapxus B KOMMYTHPYEeMOH ceTh. Poiib KOMMYTHPYEMBIX CETeH.
KommyTtupyemas cpena. unammdeckoe 3anonaenne Tadiaumsl MAC-anpecoB KOMMyTaTopa.
Merozp! iepecslIKH Ha KoMMyTaTope. KoMmMyTanus ¢ mpoMexyTouyHsiM XpaHeHrneM. CKBO3HAs
KOMMYTAIusl.

Kommyrarmonnbie noMensl. CHHKEHHE TIEPErPY30K CETH.

OcHoBHbIE KOHIIENMI[UH U HACTPOIiKa KOMMYTAIlUU

OcHoOBHbIE KOHLIENIIMY U HacTpolika koMMyTanuu. [leppoHayanbHast HaCTpoiika KOMMyTaTopa u
BOCCTaHOBJIEHHE I10CIIE CUCTeMHOro c6os1. Hactpoiika noctymna asst 6a30Boro yrnpasieHHs
koMmmyTaTopoMm ¢ IPv4. [lymekcHast cBsi3b. HacTpoiika mopToB KOoMMyTaTopa Ha (PU3HMIECKOM
ypoBHE. DYHKITNS aBTOMATHYECKOTO onpeencHus trma kademns (Auto-MDIX). [IpoBepka HacTpoek
nopra komMmyraTtopa. Ilouck u yctpaHeHue rpobseM Ha ypoBHE AOCTYIIA K CETH.

bezomacHocTs KOMMyTaTOpa. 3amUIIEHHBINA yaanéHHbsI qoctyn. Hacrpoiika SSH.
Pacripoctpanénnsie yrpo3sl 6e3omacHoCTH: nepernonaenne Tabmaumsr MAC-anpecos, DHCP-
cny(uHT, Ucnonb30BaHue ysa3BuMocTel mporokonaa CDP, Araku Telnet u np. Aymut u
[IPAKTUYECKUE PEKOMEH JAllNH 110 o0ecreueHnIo Oe3onacHocT ceTy. besonacHocTs nopra
kommytatopa. OrcnexuBanne DHCP coobmenuii. @ynkius 6e3omacHocTy TopTa. BB 3amuTh
MAC-anpecoB. Pexxumsl pearnpoBaHus Ha HapymieHue 6e3onacHoctd. [IpoBepka u HacTpoiika
noptoB. [IpoTokon cereBoro Bpemenu (NTP).

Bupryansbnble JiokajabHble ceTu (VLAN)

Bupryansasie nokanbhbie cetn (VLAN) — kitaccuukanus 1 OCHOBHBIE XapaKTePUCTHKHU. T paHKu
BHPTYaJbHBIX cerell. KoHTponb mupokoBemaTensHbIX JoMeHOB B ceTsx VLAN. TerupoBanue
kanpoB Ethernet mns mnenTudukamum cetn VLAN. Cern native VLAN u TerupoBaHue craniapTa
802.1Q. Teruposanue ronocosoir VLAN. Peann3zanun BUpTyaibHON J0KansHOU cetn. HazHaueHnue
noptoB ceTsiM VLAN. HacTpoiika TpaHKOBBIX KaHaJIOB. [IpOTOKON TMHAMHYECKOTO CO3AAHUS
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TpankoBoro kanajia (DTP). [louck u ycTpaHeHue HENOIaI0K B BUPTYaJIbHBIX JTOKAJIBHBIX CETSX U
TpaHKOBBIX KaHanax. [Ipobnemsl ¢ [P-agpecanueii cetu VLAN. HecoBmanenus pexxumoB
TpaHKoBO# cBs3u. [IpoekTrpoBanue u obecneuenne 6ezomacHoctn VLAN: hopping, crrydunr
KOMMYTaTOpa, aTaka ¢ 1BOMHBIM TerupoBanueM, Cerb PVLAN nepumerpa. [Ipaktuueckue
PEKOMEH JallMHU 110 TPOEKTUPOBAHUIO BUPTYaJIbHOU JIOKAJIBHOM CETH.

Konnenuusi MapmpyTusanum

Hactpoiika MmapupytuszaTopa. MexaHu3Mbl IEPECHUTKY NaKeToB. [lofkiItoueHne n HacTpoiika
ycrpoiicTB. CBeTOAMOHBIE HHANKATOPHI HAa MapIIpyTH3aTope. AKTUBAIMA U HacTpoika |P-
anpecann. [IpoBepka CBSI3HOCTH ceTel ¢ IpsIMbIM HoAKIIoueHueM. IIpoBepka HacTpoek
untepdeiica. GunbTpanus BHIXOIHBIX JaHHBIX KOMaH] «show». KoMMyTanus makeToB Mex1y
cersiMu. OYHKINA KOMMYTAIMN MapIipyTu3aTopa. MapmpyTu3zanus nakeros. OnpeneneHne myTH.
[Iporecc mpuHATHS pelIeHUs O MepeCchUTKe MakeToB. Bridop ontumansHoro mytu. [Iporokomnsr RIP,
OSPF, EIGRP. Pacnpenenenne Harpy3ku. AIMUHUCTpUpoBaHue paccrosane (AD) u HanexxHOCTh
Mapipyra. AHaIU3 TaOJIUI] MAPIIPYTU3AIMHA — UCTOYHUK JIAHHBIX, IPUHITUIIE POPMUPOBaHUE
BO3MOKHOCTH HACTPOWKH. 3amucy TaOIHIIbl MapIIPYTU3ALNH ISl CETEH C MPSIMBIM
MTOKITIIOYEHNEM. 3aJJaHke CTAaTHYECKIX MapmpyToB. [ [poTOKOIbI THHAMIYECKOW MapIIpyTH3AIUH
cereii IPv4 u IPv6.

Mapmpyruzanus mexay VLAN

[Ipuntumer padoTel MapmpyTuzanuu Mexay VLAN. Hactpoiika maprmpyru3anuy Ha 6a3e
MapIpyTU3aTOPOB ¢ HECKOILKUMH (H3MUECKUMU HHTEp(deiicaMu, ¢ UCIIOIb30BaHUEM
KOH(Urypanuu router-on-a-stick, uepes MHOroypoBHEBbIH KoMMmyTaTop. [Ipobiemsl
Mapipytuzaiui mexay VLAN. TIpoBepka KOHGHUTIYpallid KOMMYTAaTOpa U HaCTPOEK
Mapmpyrtuzatopa. Henomanku B pabore untepdeiica. Ommoku B IP-agpecax m Mackax moaceTH.
Hacrpoiika u pabora kommyTanuu Ha 3-M ypoBHE. Mapmmpyrtuzanus mexay VLAN uepes
BHPTyaJbHBIE HHTEP(DEHCH KOMMYTaTOpa, MapIIPyTU3UpyeMbIe TOpThI. Hemomaaku B HacTpoiKax
KOMMYTaTopa 3-TO YpOBHSI.

Cratnyeckasi MapLIpyTU3aLUst

IIpenmyiiecTBa U 384U CTATUYECKON MapLIpyTU3aLUU. TUIBI CTATUYECKUX MapLIPYTOB:
CTaHJAPTHBIH, 10 YMOJIYaHUIO, CyYMMapHbId, IutaBatonmii. Hactpolika cratnueckux MapupyToB
IPv4 u IPv6. KomaHma «ip route». MapmmpyT ciienytoriero nepexoa. Hampsmyro monkmod€HHbII
craTudeckuil Mmapupyt. ITonmHOCTBIO 3aJaHHBIN cTaTHyecKui MapipyT. HacTpolika cratnyeckoro
MapupyTa o ymondanuto. Kinaccopas anpecauus. KinaccoBbie macku noaceru. beckinaccopast
MekaomenHas MapipyTtuzauus CIDR. O6bvenunenne mapupytoB. Opranuzanus cynepcereil.
Hcnonws3zoBanue Macok mozacetn GpukcupoBanHol anuHel (FLSM). Macka nojceru nepeMeHHO
qumHbl (VLSM). Hactpoiika cyMMapHBIX M IJIaBaOIIMX CTATHYECKUX MapHIpyToB. Pacuér
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cymmapHoro mapupyra. O0benunenne cereBbix agpecos [IPv4 u IPv6. [lonck u ycrpanenue
HEIOJIaJJOK B HACTPOMKAX CTATUYECKOr0 MAPLIPyTa M MapIIpyTa 110 YMOIYAHUIO.

JAuHaMuyeckas MapumipyTU3anus
[IpoTokomnbl AMHAMHYECKOH MapIIPyTH3aIMK — HA3HAYCHUE, IPUHIUIEI pabOThl U HCTOPUS
pasButhsi. CpaBHEHHE TUHAMUYECKON M CTaTHYECKOW MapiipyTu3anuu. [IpuHIume! paboTsl
IIPOTOKOJIOB MapIIPYTH3AIIMH: MYCK Mocie BKIroueHus nutanus, CereBoe oOHapyxeHne, O0MeH
JaHHBIMU Mapuipytusanuu, ObecrieueHue cxoaumocth. Knaccupukamnus npoToKoIoB
maprpytuzaiui. [Iporokonsl IGP u EGP. Iuctannmonno-BexTopHbie mpoTokoisl RIP, IGRP.
[Ipotokomnsl MapuipyTH3anuu 1o coctosiHuto kanana OSPF u IS-IS. KiaccoBbie u 6eckiaccoBbie
MIPOTOKOJIBI MAPIIPYTU3ALNH. XapaKTEPUCTHKH U METPUKHU IPOTOKOJIOB.
JuHaMuyeckast JUCTAHIIMOHHO-BEKTOPHAs MapIupyTu3anus. JJucTaHIMOHHO-BEKTOPHBIN
aJIrOpUTM. MexaHu3MBbI OTIIPABKH U NOJYYCHUS JAaHHBIX MapuipyTu3alnuu, pacqéra OIITUMAJIBHBIX
myTei U 700aBIeHUs MAPIIPYTOB B TAOIHITy MapIIPYTH3AINUN, OOHAPYKEHUS 1 pearipOBaHUs Ha
n3MeHeHus B Tonojoruu. Hactpoiika mporokona RIP: Bximouenne RIPv2, oTkimrouenue
ABTOMATHUYECKOIro 00bEIMHEHHMSI, HACTPOWKA MACCUBHBIX MHTEP(EHCOB, Mepeaada MapiipyTa 1o
yMouanuto 1o cetu. Hacrpoiika nmporokona RIPng. [Ipoliecc mapiipyTu3aiuu 1o COCTOSHUIO
kanana. Hello mporokon. maker coctosiaust kanana (LSP). JlaBuHHas pacchlTka MaKeTOB COCTOSHHS
KaHaa. JlaBuHHAS pacChUIKa TAaKETOB COCTOSIHUS kKaHana. Co3fgaHue epeBa KpaTIalInX Ty TeH
SPF. o6asnenune mapmipyroB OSPF B Tabmuiry Mmapmpytu3aiuu. HemoctaTki IpoOTOKOIOB
MapIIpyTU3AIUH [0 COCTOSIHUIO KaHaa. Tabiuiia MapupyTH3aiy. 3anucy ¢ IpIMbIM
MOAK/IIOYCHUEM U YIAaIEHHOH certr. JInHaMu4ecKu mojydaeMbie Mapiipytel IPv4/6. Tlporece

MOMCKa MapIIpyTa.

OSPF nuis1 onHoii 061acTH

CemeticTBo mmporokoioB OSPF. XapakTeprucTuky, MPHHITUAIEI pad0ThI 1 KoMIoHeHTH OSPF.
Oco6ernoctu OSPF st omHOI 1 HECKOIBKUX obOiacteil. MarucTtpanbHas o0macte. MHKancymanus
coobmennit OSPF. Tunst makeroB OSPF: maker npuBerctBus (hello), maker ommcanus 6a3nl
nmanueix (DBD), maker 3ampoca coctostaus kaHana (LSR), maker 0OHOBIICHHS COCTOSHUS KaHaIa
(LSU). maker monrBepxaeHus coctosans kanana (LSAck). OOHOBIEHHS cOCTOSIHISI KaHAaa.

Paboune cocrosaus OSPF. Brinenennstit (DR) u pesepBHBI BeigeneHHbINH MapuipyTuzatop (BDR).

Cunxponmsanus 6a3 ganaeix OSPF. Hacrpoiika OSPFv2 ms ognoit obmactu. Pexim
KOH(UTYpaluy NASHTH(PUKATOPB MapipyTu3zaropa. Mcrmons3oBanue naTepdeiica loopback.
Brurrouenne OSPF na untepdeiicax. [labnonnas macka. Komannma «network». Hactpoiika
naccuBHBIX HHTepdeticoB. Popmyrna pacuéra merpuku croumoctd OSPF. Hacrpoiika 3HaueHmi
MIPOITYCKHOM crioco0HocTH nHTepdetica. [IpoBepka cocemHUX YCTPOHCTB, HACTPOEK MIPOTOKOJIA,
JaHHbBIX Mpouecca u apyrux xapakrepuctuk OSPF. Cpasaenne OSPFv2 u OSPFv3. Anpeca tuna
link-local. Tonosnorusi ceru OSPFv3. Hacrpoiika naeHtugukaropa mapuipyrusaropa OSPFv3.
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Brurouenne OSPFv3 Ha untepdeiicax.

Cnuckn koHTpOJs aocryna (ACL)
Crucku kontposns gocryna (ACL). [puniun padotsl ACLcenmcko. Tumbt ACL-crinckoB Cisco

s [Pv4. TlpuceauBanue HomepoB U uMEH ACL-cnuckam. Pacuér madnonnoit macku B ACL-
cnuckax. PekoMmenaanmu mo co3nanuto u pasmenienno ACL-cnuckos. Pazmenienre cTaniapTHBIX
u pacmmpenHbix ACL-cnickoB. Hactpoiika crangaptHoro ACL-cniucka. [lpumenenue
crangapTHbix ACL-crinckoB Ha uHTepdeticax. Kommentapuu k ACL-crinckam. [IpoBepka u
penakTHpoBaHMe CTaHIapTHRIX HyMepoBaHHBIX ACLcnuckoB. ACL-cratuctuka. 3ammra mopToB
VTY c nomompto crangaptHoro ACL-cniucka IPv4. Ctpykrypa n HacTpoiika pacuupeHHbx ACL-
criuckoB i [Pv4. @unbrpanus Tpaduka ¢ ucnonb3oBanueM paciupeHHbpX ACL-criicKoB.
[ouck u ycrpanenne Hernonanok ACL-ciimckoB. Pacipocrpanénnsie omudku ACL-cruckoB.
Cpasuenne ACL-crinckoB aist IPv4 u IPv6. Hacrpoiika u npoepka ACL-criuckoB aist [Pv6.

10

IIpotoxoa DHCP

[Iporokon DHCP. DHCPv4: 6Ga3oBas onepalius, popMat COOOIIECHHH, COOOIICHHS OOHAPYKCHUS U
npemnoxkenusi. Hactpoiika, mpoBepka u perpancisus mpoctoro DHCPv4-cepsepa. Hactpoiika
MapmpyTtuzaropa B kauectse DHCPv4-knuenta. Hactpoitka mapimpyTtuzaropa kimacca SOHO.
ITouck n ycrpanenue Henonaaok B pabore mapmpyrusaropa DHCPv4. IIporoxon DHCPvo6.
ABTOoMaTHuecKas HacTpoiika aapeca 0e3 orciexuBanus coctosHus (SLAAC). [punimn padboThl
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 orcnexuBanns cocrossaus. [Iporieccet DHCPv6. Hactpoiika
MapmpyTtu3aropa B kauectse DHCPv6-cepsepa m DHCPv6-kimuenTa. Ilonck u ycTpaneHue
Henosanok B pabore DHCPv6.

11

IIpeoGpa3zoBanue ceTeBbIX aapecos IPv4
[IpeoOpazoBanue cereBbix anpecoB [Pv4. KonnenryansHoe mpeobpa3oBaHme CETEBBIX aIpecoB

(NAT). Tepmunomnorus u npuHIHIB! padotel NAT. IIpocTpancTBo wactHbIX IPv4-aapecos.
Cratrdeckoe U THHAMHYECKOe mpeodpazoBanue ceTeBbIX ampecoB (NAT). [IpeobpaszoBanue
aapecoB opToB (PAT). CpaBuerne NAT u PAT. [IpenmymectBa u Henoctatku NAT. Ananu3
cratudeckoro nmpeodpazoBanust NAT. Ilpunamm padotsr auaamudeckoro NAT Hacrpotika n
mpoBepka NAT, PAT. [lepeaapecanus moproB. Hactpoiika NAT u mporokomna [Pvo.

[Touck u ycrpanenue Heronagok B padore NAT.

B mom uucne npakmuyueckux 3anamuil u 1a6opamopuwvix pabom

1 | Hacrpoiika kommyTaTopa:

* ba3zoBas HacTpolika KOMMYTaTOpa;

* Hactpoiika napamerpoB 0e3001aCHOCTH KOMMYTaTOpa.
2 | Hactpoiika 6e30macHOCTH KOMMYTaTOpa:

* Hacrpoiika nporokona SSH;
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*  Hactpoiika ¢yukiuu Switch Port Security;
* Tlouck 1 ycTpaHeHHE HENONIAI0K B CHCTeMe O€30IacHOCTH MIOPTOB KOMMYTATOPa;
OTpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.

3 | Kondurypauus cereit VLAN:
*  Konduryparmus cereii VLAN 1 TpaHKOBBIX KaHAJIOB;
* Tlouck u ycrpaneHue Hernonaaok B koHpurypammu VLAN;
*  Peanuzaims cucreMsl 6e3omacHoctu cet VLAN;
*  Peamuzamms cereit VLAN miist cerMeHTAIMM ceTel MpeAnpusaTUii MaJoro U CpeqHero Ou3Heca.
4 | Hactpoiika MapmpyTuzaTopa:
* Hcnonb3oBaHue KOMaHIbI traceroute Ajsi OOHApy>KEHUS CETH;
¢ JIOKyMEHTUPOBAHHUE CETH;
*  Hactpoiika uarepdeiicos IPv4 u IPv6;
* Hacrpotika u mpoBepka HEOONBIIOH CETH;
HccnenoBanue MapupyToB € MPSMbIM MOJIKIFOUEHUEM.
5 | Hacrpoiika MapmipyTH3aIum:
* CocraBnenne cxembl cetu MIHTEepHET;
*  Hacrpoiika 6a30BBIX TapaMETPOB MapLIPyTH3aTOPa ¢ IOMOIILI0 HHTEpdeiica KOMaHIHOM
crpoku (CLI) cuctemsr Cisco 10S;
*  Hacrpotika 6a30BBIX TapaMeTpoB MapipyTu3aropa ¢ momornipio CCP.
6 | Mapmpytuzanus mexxay VLAN:
*  Hacrpotika mapmpyrusamun Mmexny VLAN mis kaxmporo uaTepdetica;
* Hacrpoiika mapmpytu3aun mexay VLAN Ha ocHoBe cranmapta 802.1Q u TpaHKOBOTO
KaHasa;
* llomck u ycTpaHeHHe HEeNoJIaJ0K B MapmpyTu3anuu Mexry cersimu VLAN.
7 | Hacrpoiika craTiuecKoi MapuipyTH3aIUH:
* Hacrpoiika cratmaeckux mMapuipyToB [Pv4/[Pv6 mo ymondanuro;
* Pazpabotka u peanu3aius cxemsl aapecanuu [Pv4 ¢ ucmons3oBannem VLSM;
¢ Pacuér cymmapueix MapuipytoB IPv4 u [Pv6;
* Ilouck u ycTpaHeHHE HEMONAJA0K CTaATUYECKUX MapupyToB IPv4 u IPv6.
8 | Hacrpotika muHaMHYECKON MapIIpyTH3AIUH:
. HUccnenoBanne cxoauMocTu;
. CpaBHeHHe MeT0/10B BbIOOpa myTH B mpoTokonax RIP.
9 | Hacrpotika nporokosnoB RIPv2 u RIPng.
10 | Hacrpoiika nporokonoB OSPF:
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Hacrpoiika 6a3oBoro nmporokona OSPFvV2 mist onHolt obnacTw;
bazoBast HacTpoiika nporokona OSPFv3 ans oqHol obnactu.

11

Uzyuenne MmexaHu3MOB pabOThI CO CIIUCKAMU KOHTPOJSI JOCTYIIA:

Harnsanoe npencrasnenue padorst ACL-cniucka;

Hacrpoiika crangaptasix ACL-ciuckoB;

Hacrpoiika crangapTHbeix nMeHOBaHHBIX ACL-criHCKOB;

Hacrpoiika ACL-cniucka mis muanii VTY;

Hacrpotika pacumpenabix ACL-CIICKOB ISl pa3HYHbIX CIICHAPHUEB;
ITouck u ycrpanenue Hemonaaok B padbore ACL-CIHUCKOB;
Hacrpoiika ACL-criuckos [Pvo;

OTtpaboTKa KOMIUIEKCHBIX MPAKTUYSCKUX HABBIKOB.

12

Hacrpoiika ACL-cruckos:

Hacrpoiika u nmpoBepka ctangapTHbXx ACL-cIuckoB;

Hacrpolika u npoBepka orpanudyenuii VI'Y;

Hacrpoiika u npoBepka pacmmpeHHBIX ACL-criiuckoB;

[lonck u ycTpaHeHre HEMONA0K B HacTpoiike U pazmeriennn ACL-
CITHICKOB;

Hacrpoiika un npoBepka ACL-criuckoB mist IPvo6.

13

Nzyuenne nporokoao DHCP:

bazoBas nacrpoiika DHCPv4 Ha mapmpytu3zaTope;

bazoBas Hactpoiitka DHCPv4 Ha komMmyTaTope;

[Tonck u ycrpanenue Hernonaaok B pabore DHCPv4;

Hacrpoiika cepsepa DHCPv6 6e3 oTciae)kuBaHUS COCTOSHUS U C OTCICKUBAHUEM COCTOSTHHSI,
[Tonck u ycrpanenne Hermonaaok B pabore DHCPv6.

14

Uzyaenne nporokona DHCP:

Hacrpotiika mporokona DHCP ¢ momomtsro komang Cisco 10S;
OTpaboTKa KOMIUIEKCHBIX MPAKTHYSCKUX HABBIKOB.

15

[TpeoOpa3oBaHne CETEBHIX aIPECOB:

Wzydenne npununa padbotet NAT;

Hacrpolika ctatuueckoro u auHamudeckoro NAT;

Peammzanmsa ctatimdueckoro u quHamMudeckoro NAT;

Hacrpoiika nepeaapecanuu noptoB Ha MapipyTtusarope Linksys;
[IpoBepka, MOKCK M ycTpaHeHHE Herona ok KoHpuryparwii NAT;
OTtpaboTKa KOMIUIEKCHBIX MMPAKTUYECKUX HABBIKOB.

17
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Uzyuenne pabotel ¢ NAT u PAT:

* Hacrpolika nuHamMuueckoro u craruuaeckoro NAT;

* Hacrpoiika NAT-nyna ¢ neperpyskoit u PAT;

* Ilouck u yctpanenue Henonaaok koHpurypammii NAT.

Paznen 2. Oprauu3auus,
NPUHIUTIBI TOCTPOEHHUS 1
(pyHKIHOHMPOBAHUSA
KOMIIBIOTEPHBIX CeTel

M/K.01.02. Opranu3anmusi,
NPUHIUTIBI TOCTPOEHUS 1
(GpyHKIHOHMPOBAHUSA
KOMIIBIOTEPHBIX CeTel

326

Tema 2.1. MapmpyTusanus u
KOMMYTAaums.
MacmtadupoBanue cereit

Cooepocanue

1

BBenenue B MaciTabupoBaHue ceTei
Peanusanus npoekra ceru. IIpoekt nepapxuueckoii cetu. Pacuupenue cetu. Beioop cereBbix
ycrporictB. KommyranmonHoe o6opyzoBanre. MapmpyTH3aTopsl. Y IPaBIsONINe yCTPOHCTBA.

HN30bIToOuHOCTE LAN

ITonsTus mporokona spanning-tree. [Ipenna3snadenne mpoTokoia spanning-tree. Ipuaiumn paboThl
STP. Tunsr npotokosnioB STP. Hactpoiika nporokosa STP. Hactpoiika PVST+. Hactpotika Rapid
PVST+. IIpo6iiemsr HacTpoiiku STP.

ArperupoBaHue KaHAJIOB

OCHOBHbIC MTOHSTHS arperHPOBaHUs KAHAJIOB. ArperupoBaHue KaHamoB. [IpuHIUI paboThl
EtherChannel. Hacrpoiika arperuposanus kananos. Hactpoiika EtherChannel. IIpoBepka, OHCK 1
ycrpa"eHne Hermonaok B padore EtherChannel

BecnpoBoaHble JIOKAJIBHBIE CeTH

Konnernmmu 6ecripoBoiHO#M cBsi3u. BBenenue B OecripoBogHyto cBa3b. KommoneHTs! cereit WLAN.
Tomomorun cereit WLAN 802.11. [Ipuanmmnsr pabotel OecripoBoaHOMN JTOKaIbHOM ceTu. CTpyKTypa
kanpa 802.11. ®yHkunoHHpoBaHUE OECIIPOBOIHOM CBS3H. Y IpaBlieHHe KaHaIaMu. be3omacHoCTh
OecIpOBOIHBIX JOKATBHBIX ceTei. YTpo3sl mis cereilt WLAN. ObGecrieuenne 6e30macHOCTH
WLAN. Hacrpoiika GecripoBOIHBIX JOKaJIbHBIX ceTeld. HacTpoiika OecripoBOgHOTO
Mapmpyrtuzatopa. Hactpoiika 6ecipoBogHbIx kireHTOB. [lonck u ycTpaneHue Henmonazok B padore
cereii WLAN.

110
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Hacrpoiika u ycrpaneHue HenoJiaok B pabore OSPF nns ogHoit o0nacTu

Pacmmpennsie napamerpsl nporokona OSPF mis ogHoit obmacti. MapiipyTrusanus Ha ypoBHSIX
pacupenenenus u aapa. OSPF B ceTsix ¢ MHOXKECTBEHHBIM JOCTyIIoM. PacripocTpanenue MapuipyTa
no ymonuanuto. Tounas Hactpoiika natepdeticoB OSPF. 3ammra OSPF. Ycrpanenue Hemonaaok
peanuzaruu nporokona OSPF mis ognoii o6nactu. CocTaBisioniye Npoleaypsl MOUCKa 1
ycrpanenus Heronaaok B padore OSPF mist ognoii obnactu. Ilonck u ycTpaHeHHe HEMONaa0K B
mapupytuzaiu OSPFv2 nns onHoit obnactu. [Touck u ycrpanenue Henonagaok B OSPFv3 ms
OfiHOM 0bnacTH

OSPF 19 HecKOJBLKHUX 00J1acTell

punun padoter OSPF mist nHeckonbkux odnacreii. Haznauenne OSPF 11t HeckonbKuX o0nacTel.

[puniun padote! maketoB LSA B OSPF st Heckonbkux obmacreii. Tabnuia MapuipyTH3aniu 1
tunsl MapipyroB OSPF. Hacrpoiika OSPF mist Heckonbkux obmacreii. Hactpoiika OSPF s
HecKoJbKUX obsacteit. O0benuuenue mapuipyroB OSPF. [Iposepka OSPF s HeckonbKux
olbuacreil.

B mom uucne npakmuueckux 3auAmuil u 1a60pamopHulx padom

1 | Pa3BepTpIBaHNE KOMMYTHPYEMOH CETH C Pe3epPBHBIMU KaHAIAMHU

2 | Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

3 | Hacrpotika nporokosia GLBP

4 | OnpeneneHue TUIIOBBIX OMMO0K KoHburypamuu STP

5 | Hacrpoiika EtherChannel

6 | Ilouck u ycrpaneHue Henosaaok B padore EtherChannel

7 | ArpernpoBaHue KaHAJIOB

8 | Hactpoiika GecipoBOTHOT0 MapHIPyTH3aTOpa M KIMEHTA

9 | Hacrpotika 6a3zoBoro nporokona OSPFv2 s ogHoli o0nactu

10 | Hactpoiika OSPFv2 B ceT MHOXXECTBEHHOTO JIOCTYIIA

11 | Hacrpoiika pactmmpeHHsix gyHknuit OSPFv2

12 | Touck u ycTpaHeHHe HEMoNa 0K B padbore ocHOBHBIX MpoTokonoB OSPFv2 u OSPFV3 mist omHol
obyactu

13 | Ilouck u ycTpaHeHHe HEeNoNaao0K B pabore ycoBepiieHcTBoBaHHOTO potokona OSPFv2 ms omHol
obiactu

14 | Bnanenne HaBBIKaMU ITOMCKA M yCTPaHEHHUs Hemonaaok B pabore OSPF

15 | Hacrpotika OSPFv2 st Heckonpkux o0macteit

16 | Hacrpotika OSPFv3 st Heckonpkux obmacreit

17 | llouck u ycrpanenue Henodanok B padore OSPFv2 u OSPFv3 mis HeckonbKux obiactel

64
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Tema 2.2. CoenquHeHue ceTei.

Cooepocanue

1

TloakaroueHne K rjo0aJLHON CeTH

00630p Texnonoruit rnodansHol cetu. Llens co3ganus rinodanbHbIx cereld. [IpuHIMI paboThI
riobansHOM cet. Beibop TexHonmoruu rinodanbHoi cetu. CepBUCH TI00aIbHOM CETH.
HNudpactpykTypsl 4acTHBIX TI00a1bHBIX ceTel. MHpacTpykTypa 001enocTynHol rao0anbHoi
cery. BbIOOp cepBHCOB I1100aIbHON CETH.

CoeanHeHne «TOYKA-TOYKA)

0030p TOCIIEIOBATENBHOTO COSMHEHHS «TOYKa-TOUKa». CBsI3b IO MOCIIEA0BATEIbHOMY KaHaIy.
Wukancynsus HDLC. [puanun padots! npotokona PPP. [peumymecrsa nporokona PPP. LCP u
NCP. Ceancer PPP. Hacrpotika nporokona PPP. Hacrpoiika nporokona PPP. Ayrentudukarys
PPP. Ornanka coenuuenniit WAN. Otiaaka PPP.

PemreHusi INPOKOIOJIOCHOIO J0CTYIIA

VY nanéunas padora. [IpenmyiiectBa yaanéHHoi pabotel. busHec-TpeOoBaHUs )1 yIATEHHBIX
paboTtHuKOB. CpaBHEHME PEIICHUH MUPOKOI0IIOCHOr 0 goctyna. Kadens. DSL. becnipoBosHbie
ITUPOKOIOJIOCHBIE CeTH. BEIOOD peleHwii MMUpOoKOITOI0CHOTO JOCTyma. HacTpoiika moaKIIFoueHnii
XDSL. O630p PPPoE. Hacrpoiika PPPoE.

ZamuTa MekPUIHATILHONI CBA3M

Ceru VPN. Ocnosrl cereit VPN. Tumsl cereit VPN. Tyanenmn GRE mexny oobexTamu. OCHOBBI
GRE. Hacrpoiika tynneneiit GRE. Oo6miue cenenus 00 IPsec. 3amura nporokoia IP. Ctpykrypa
nporokoina [Psec. Y man€unsiii qoctymn. Pemenns VPN mns ymanéanoro qocryna. Cetn VPN
yAaJIEHHOr0 JI0CTyIa ¢ ucnoiib3oBaHueM [Psec.

Monutopunr Cetu

Syslog. IMpunnun padotsr Syslog. Hacrpoiika Syslog. SNMP. TTpusiun padotst SNMP.
Hacrpoiika SNMP. NetFlow. ITpunmun padorsr NetFlow. Hacrpoiika NetFlow. IIposepka Mozeneit
Tpaduka.

Otnagka cetn

[louck u ycTpaHeHHe HEmoIai0K ¢ UCIOIb30BAHNEM CUCTEMHOIO0 mmoaxoaa. JlokymeHTanus mo
ceru. IIporenypa rnovcka u ycTpaHeHHs HEMoNaaaoK. M3omsiius nmpobaeMsl ¢ TOMOIIBIO
MHOTOYpPOBHEBBIX Mozenei. Otnaaka ceru. CpeacTBa MOUCKA U YCTPAaHEHHSI HEIONAA0K.
CUMIOTOMBI ¥ IPUYUHBI OTIAJKU ceTH. IToHCK U ycTpaHeHHe Hemona oK cBs3H B ceTsx IP.

92

B mom uucne npakmuueckux 3anamuil u 1a60pamopHsIxX padom

1 | Hacrpoiika 6a3oBoro PPP c ayrenTndukanueit
2 | Otnagxa 6azoBoro PPP ¢ ayrentndukarnmeit
3 | Ilpoepka PPP

56
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Hactpoiika mapuipytusatopa B kauecte kirenta PPPoE nns nogkmouenus DSL

Hacrpoiika Tynnenss VPN GRE no cxeme «Touka-Touka

Pa3paboTka TeXHHYECKOro 00CTy)KUBAHHS CETU

Hacrpoiika Syslog u NTP

Wzyuenne nporpaMMHoro obecredeHust 1jisi MOHUTOPUHTA CETH

Hactpoiika SNMP

RlO|oNo|Oo~

0

COop u ananu3 nanHbix NetFlow

11

HMHCcTpyMeHTapuii CETEeBOr0 aJIMHHUCTPATOPA JUISI HAOIOICHUS

12

CoOoti B pabote cetn

13

Pa3paboTka JOKyMeHTaIH

Tema 2.3. [IpoexTUpOBanue
apXUTEKTYPHI JOKATbHOM
BBIYHMCJIUTENbHOI ceTn

Cooepocanue

1

TpeooBanusi CHull k 060py1oBannio KOMNBIOTEPHBIX ceTel
I'OCT 12.1. 003-2014, I'OCT 12.1.005-88, I'OCT 12.2.032-88 Cuctema Oe30macHOCTU TpyAa,
T'OCT P 53246-2008, ISO/IEC 11801:2010UudopManmonnbie TeXHOIOrHH. CTPYKTYpUpOBaHHAS

Kka0eapHas cucreMa JJIA HOMCH.ICHI/IfI 3aKa34MuKOB.

IpoexTupoBanune annapatHoii (1o FTOCT P 53246-2008 Cucrembl kabenbHbIe
CTPYKTYpUpOBaHHbIE. [IpOeKTHPOBaHHE OCHOBHBIX y3JI0B cHcTeMbl. O0mIne TpeOoBaHus )
TpeboBaHMs K KOHCTPYKITUH M 00OPYIOBaHUIO ammapaTHoH. [IpaBuia MoHTaxa
TEJICKOMMYHHUKAIIMOHHOTO 000Dy I0BAHHSL

IIpoexTupoanue kpoccoBbix (I'OCT P 53246-2008 CucteMbl KaOenbHBIC CTPYKTYPUPOBAaHHBIE.

IIpoekTHpOBaHKE OCHOBHBIX Y3JI0B crcTeMbl. OOIre TpeboBaHmM)
Pazmemnenne kpoccobix. OOmue TpedoBaHNs K KOHCTPYKIIMHA U 000PYAOBaHUIO KPOCCOBBIX.

Ka6esabHble Tpacchl moacucTeMbl BHyTpeHHHX Maructpasneii( mo FOCT P 53246-2008
Cucremsl kKabeTbHBIE CTPYKTYpPHPOBaHHBIE. [IpoeKTHpOBaHNE OCHOBHBIX y37I0B crcTeMbl. OOrime
TpeOOBaHUS ).

KoncrpykrusHbie TpeOOBaHUS K CTOSKaM. JIeMeHTHl (HOpMUPOBaHUS KaOEIbHBIX Tpacc Ha
TOPU30HTATBHOM y4acTke. [lomnoTonounbie KabeabHbIe KaHaNbl. [IpUHIAIBL ¥ TPaBUIIa
roctpoeHust kabenpHOH poBojku CKC. Beibop Trma u kaTeropun kabens.

14 (36)
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Tenexkommynnkanuonnas ¢gaza npoexkruposanus (mo 'OCT P 53246-2008 Cuctemsl
KaOeJbHBIE CTPYKTYpUpOBaHHbIe. [[poeKTHpOBaHNE OCHOBHBIX y3JI0B cHcTeMbl. O0mue TpeboBanus
u 'OCT P 53245-2008 Cucremsbl kaOelnbHbIE CTPYKTYpUpPOBaHHbIe. MOHTaK OCHOBHBIX Y3JIOB
cHCTeMBbl. METO/IbI UCIIBITAHHS)

CxeMbl COSIMHEHUS TPYIIIOBBIX YCTPOUCTB CeTeBOro 00opynoBaHus. Pacyer nuHelHbIX Kabenen
MarucTpalbHBIX IOACUCTEM. Pe3epBrpoBaHre MaruCTpabHBIX OACUCTEM. [IpHHIMTIBI M CIOCOOBI
NOAKIIIOYCHUS CETEBOr0 000pPYIOBAHHUSI.

IpoekTHast JOKyMeHTAIUS

[MpuHumne! 1 npasuia opopmieHus npoektHoi nokymenTtanuu (mo 'OCT 2-105-95 ECK/I.
Oo6mme TpeOoBaHUs K TEKCTOBBIM JOKYMEHTaM).

Pa6oune ueprexxu. Ocodennoct opopminenus crenuduranuu (mo F'OCT 2.109-73 u TOCT 2.108-
68 (ct COB 2516-80) ).

B mom uucne npakmuyeckux 3aHamuil u 1a60pamopHsix pabom 22
1 | MoHTax TeNeKOMMYHHKAIITMOHHOTO 000pYI0BaHUS
2 | Ioctpoenne kabenbHoM npoBoaku CKC. Pacyer MarucTpaabHbIX MOJCHCTEM
3 | CrocobbI moakimoueHns cereBoro obopynoanus. Hacrpoiika Wi-Fi-poyrepa.
4 | Pa3paboTka pabouymnx 4epTexxeil u crierupuKaum
5 | IlporpammHbIe cpencTBa TPOSKTHPOBAHMS JIOKAIBHBIX CeTel
6 | Pacuér BcmoMoraTeibsHOro 000pya0BaHUS
7 | Pacaer PDV, PVV u Harpy3ku Ha MPOCKTHPYEMYIO CETh
8 | Paszpaborka u opopmiieHHE IPOSKTHON JOKYMEHTAIMH
9 | INopsimok TeCTUPOBAHUS U MPUEMO-CIATOUYHBIX UCIIBITAHUN CETH
Kypcoeoit npoexm 30
TemaTuka camocTosITeIbHOIT y4eOHOIT padoTHI:
1. Cucremartuyeckas mpopabOTKa KOHCIIEKTOB 3aHSITHIA, yIeOHOW U CIeaIbHON TEXHUYECKOH JIUTEPaTYPH.
2. KoHcrnekTupoBaHHe TeKCTa, paboTa cO CIIOBAPSIMU U CIIPABOYHHKAMH, 03HAKOMJICHHE C HOPMAaTHBHBIMHU JIOKYMEHTaMH, y4eOHO-HCCIIEIOBATENbCKAS
pabota mpu caMoM IIUPOKOM HCIIONIB30BaHnU MHTepHeTa 1 npyrux | T-TexHomoruii.
3. IlpoekTHbie (HOpMBI pabOTHI, MOJATOTOBKA COOOIICHHH K BBICTYIUICHHIO HA CEMHUHAPAX U KOH(EPEHIIHsIX; MOATOTOBKA pedepaTos, TOKIAJIOB.
4. Tloaroropka k 1a60paTOPHBIM M MPAKTUYECKUM PabOTaM ¢ MCIIONb30BAHAEM METOAMYECKHMX PEKOMEH Al TIpenoiaBaTens, oGopMiIenye
71a60paTOPHO-TIPAKTHIECKUX pabOT, OTIETOB M MOATOTOBKA K WX 3aIIHTE.
VYueHast npakTHKa
a y4acCcTue€ B IIPOCKTUPOBAHUN CeTeBOM I/IHCI)paCprKTprI; 216

" yuacTue B OpraHM3aIliy CETEBOrO aMUHUCTPUPOBAHNS;
Y skcruryaranus 0ObEKTOB CETEBON HHPPACTPYKTYPHI;
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" yuacTue B yIpaBIeHUH CETEBHIMH CEPBUCAMME;

" yuacTue B MOJIEPHHU3AINU CETEBOM HHPPACTPYKTYPHI;

" ¢6op MAHHBIX JUIS AHATU34 UCTIONB30BAHUS U
(YHKIIMOHUPOBAHUSI ITPOTPAMMHO-TEXHHYECKUX CPEIICTB
KOMITBIOTEPHBIX CETEH.

" yuacTue B pa3paboTKE METOIOB, CPEICTB M TEXHONOTHI
TIPUMEHEHHS] 0OBEKTOB NMPOPECCHOHANBEHON JIESITEIbHOCTH;

" mpoBenenue popUIAKTHYECKUX PabOT Ha 00BEKTAX CETEBON
UHQPACTPYKTYPHI M PadOUUX CTAHLIHUSX;

" yuacTue B MHBEHTAPU3AIMU TEXHUYECKUX CPEICTB CETEBOM
UH(PACTPYKTYPHI, OCYIIECTBICHHE KOHTPOJIS OCTYIHBIIET O
U3 PEMOHTa 000PYIOBAHUS,

" 3aMeHa pacXOqHBIX MATEPHAIIOB U MEIKUM PEMOHT
neprdepuitHOro 000pyI0BaHus, ONPEAEICHUE YCTaPEBIIETO
000py/I0BaHUsI U POrPAMMHBIX CPEJICTB CETEBOM

UHOPACTPYKTYPHL.

ITpou3BojacTBeHHAs MPAKTHKA

VYyacrtue B yIpaBieHUN CETEBBIMU CEPBUCAMU;

VY4acTue B MOAIEpPHU3AIMH CETEBOH UHDPACTPYKTYPHI;

COop DaHHBIX 11 aHAJIN3a UCIIONIB30BaHU U (PYHKIIMOHUPOBAHMUS MPOrPAMMHO-TEXHHYECKHX CPEICTB KOMIIBIOTEPHBIX CETEH;

[IpoBenenue npoduiakTHyeckux paboOT Ha 0OBEKTaX CETEBOM MHPPACTPYKTYPHI M pabOUMX CTAHIIMSAX; 180
VyacTue B HHBEHTAPH3ALMH TEXHUYECKHX CPEACTB CETEBON HH(PPACTPYKTYPHI, OCYILIECTBICHHE KOHTPOJIS IIOCTYIHBILIETO U3 PEMOHTa 000PYI0BaHUS;
3aMeHa pacXOIHBIX MaTEPHAIOB M MEJIKHIl PEMOHT repru(epuitHoro 060pya0BaHusl, ONPEICICHUE YCTapEBIIEro 000PYI0BaHHUS H IPOrPAMMHBIX
CPEICTB CeTeBOH MH(PACTPYKTYPBL
IIpomeskyTOuHAas aTTecTALMS IK3aMEH 10 MOAYJIK0 12

Bcero

974
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3. YCJIOBUSA PEAJIM3ALIUU ITPOT'PAMMBI TPO®ECCUOHAJIBHOI'O MOAY JIsA

«IIM.01 BBIIOJIHEHUE PABOT 11O ITIPOEKTUPOBAHWIO CETEBOW UH®PACTPYKTYPbI»
3.1. las peaqu3anuy nporpaMMbl NpogecCHOHAIBHOI0 MOAYJIS T0KHBI OBITH IIPeyCMOTPEHbI

cleayroumue cnenuajabHbIe MOMEIICHU s

Jlaboparopus «OpraHuzanuss ¥ [PUHUOUIBI HOCTPOEHUS KOMIBIOTEPHBIX  CHUCTEMY,
OCHAIIIEHHBIE B COOTBETCTBUU ¢ 1. 6.1.2.1. Ilpumepnoii mporpammer no crnenuansHoctd 09.02.06
«CereBoe U CHCTEMHOE aJIMUHUCTPHPOBAHUEY.

Crymust IlpoekTHpoBaHUST M JU3aiiHA CETEBBIX APXUTEKTYp W HWHXXEHEPHOW TpaduKkw,
OCHaImIeHHass B cooTBeTcTBHU C 1. 6.1.2.2. Ilpumepnoii mporpammsl mo crnenuansHoctd 09.02.06
«CereBo€ U CHCTEMHOE aIMUHHCTPUPOBAHUEY.

OcHaiieHHble 0a3bl NPaKTUKH, B cooTBeTcTBUM ¢ 1 6.1.2.3 TlpumepHoll mnporpammsl IO
cnenuanbHocT 09.02.06 «CeTeBoe U CHCTEMHOE aIMUHUCTPUPOBAHUE.

3.2. UudopmanuonHoe odecneyeHue peajn3alui NPporpaMmbl

Jis peanu3aiMy MporpaMMbl OMOIMOTEYHBIA (OHJ 00pa30BATENbHOW OpPraHU3aIMK JOJKEH HMETh
MeYaTHbIC W/WJIM DJIEKTPOHHBIE 00pa3oBaTeNbHbIE W UH(POPMAIMOHHBIE PECYPChl, PEKOMEHIYEMbIC IS
WCIIOJIb30BaHMS B 00pa30BaTEIHLHOM IIPOIIECCE.

3.2.1. ITeyaTHble H3TAHUSA
1.H.B. Makcumos, U.H. TTonos. KomnbiotepHsie cetu [ DnekTpoHHBIHN pecypc]: yued. [Tocobue -M.:
OOPYM: UHD®PA-M 2017.
2.HooxwunoB E.O. Komnsiorepasie cetn.—M.: OULL «Axanemusi, 2013. Menexun B.®D.
3 .BerunciautenbHbIC MalllMHEL, CHCTEMBI B ceTH, M., Akamemus», 2007,10r.
4.E.B.MuxeeBa Mudopmaruka, yueoHuk, M., Axagemus», 2007,08r.
5.E.A.KonmeikoBa Uu(opmaTuka, yueOnuk, M., «Axagemus»,2007r.
6.E.B.MuxeeBa [Ipaktukym o nHbopMaTUKy, yd. noc., M., «Axanemusi», 2007,08T.
7.Menexud B.®. BeruncaurensHble MalllnHLI, CACTEMEI U ceTH, M., Akagemus», 2007,10r.
8.E.B.MuxeeBa Undopmaruka, yaeouuk, M., Akagemus», 2007,08r.
9.E.A.KonmeikoBa Mudopmartuka, yueOHuk, M., «Akagemus», 2007t
10.E.B.Muxeesa [Ipaktrkym o nHpOpMATHKH, y4. 10C., M., «Akanemus», 2007,08r.

3.2.2. Dj1eKTpPOHHbIE U3aHUS (3JIEKTPOHHbIE PecypChl)
3.2.3. JlonoaHUTEeIbHBbIE HCTOUHUKH (NpU HEOOX0OUMOCHUL)

4. KOHTPOJIb H OIEHKA PE3YJIBTATOB OCBOEHHA TPO®ECCHOHAJIBHOI' O MOAYJIA

«IIM.01 BBITIOJTHEHHE PAKOT I10 ITPOEKTHPOBAHHIO CETEBOH HH®PACTPYKTYPbI»

Koz n HauMeHoBaHue
podhecCHOHABHBIX U
OOINMX KOMIICTCHIUH,
(bopMHpYEMBIX B paMKax
MOJTYJISI

Kpurepuu ouenku Mertonan!l OLIEHKU
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IIK 1.1. BeimonHsTh
MPOCKTUPOBAHUE
KaOeIbHOM CTPYKTYPBI
KOMIIBIOTEPHOU CETH.

OrneHKa «OTIIMYHO» - TEXHUYECKOE
3aJaHKE TPOAHAIIU3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJ]aHHI0 1 0pOpMIIEH B
COOTBETCTBHHM CO CTaHAAPTaMH,
IIOSICHEHBI €0 OCHOBHBIE CTPYKTYPBI.

OreHKa «X0pOMI0» -aJITOPUTM
pa3paboTaH, opOpMIICH B COOTBETCTBHH
CO CTaHAapPTaMH U COOTBETCTBYET
3aJIaHUIO, TIOSICHEHBI €0 OCHOBHBIC

CTPYKTYDBI.

Or1ieHKa «y0BJIETBOPUTETBHOY -
QJITOPUTM pa3padOTaH U COOTBETCTBYET
3aJIaHHIO.

Ok3amMen/3auer B hopme
cobecenoBaHMs:
NPaKTHYECKOE 33J]aHUE TI0
HOCTPOCHUIO aJITOPUTMa B
COOTBETCTBHU C
TEXHUYCCKUM 3aJaHUEM

3ammTa OT4ETOB 1O
IMMPAKTUYCCKUM U
nabopaTOpHBIM padoTaM

[IK 1. 2. OcymecTBrisaTh
BBIOOD TEXHOJIOTHH,
HMHCTPYMEHTAIbHBIX
CPEJCTB U CPE/ICTB
BBIYMCIIUTEIIBHOMN
TEXHUKH MPU
OpTaHM3aINH TpoIIecca
pa3paboTKu 1
WCCIIeIOBaHNS 00HEKTOB
npodeccruoHamTbHOM
JeSITeTbHOCTH.

O11eHKa «OTIIMYHO» - TEXHHYECKOE
3aJ[aHue TPOAHATM3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUUYECKOMY 3aJIaHHI0 1 0pOpMIIEH B
COOTBETCTBUH CO CTaHIapTaMH,
IIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.

Or1ieHKa «XOPOIIIO» -AJITOPUTM
paspaboraH, 0opOopMIIEH B COOTBETCTBHH
CO CTaHJapTaMHU U COOTBETCTBYET
3aJIaHHIO, TIOSICHEHBI €0 OCHOBHBIC

CTPYKTYDBI.

Or1ieHKa «yT0BJIETBOPUTETBHOY -
QITOPUTM pa3paboTaH U COOTBETCTBYET
3a1aHUIO.

DOk3amen/3auer B hopme
co0eceloBaHUS:
NPaKTHYECKOE 3a[aHUE 110
MOCTPOCHHUIO aJITOPUTMa B
COOTBETCTBHU C
TEXHUYCCKUM 3aJaHUEM

3ammTa OT4ETOB 1O
MPAKTUICCKUM U
nmabopaToOpHBIM paboTam

[IK 1. 3. OGecrieunBaTh
3aIuTy HHPOPMAIINH B
CETH C HCIOJIb30BAaHHEM
pOrpaMMHO-
anmapaTHBIX CPE/ICTB.

OneHKa «OTIIMYHO» - TEXHUYECKOE
3aJ[aHue TPOaHAIN3UPOBAHO, AJTOPUTM
pa3zpaboTaH, COOTBETCTBYET
TEXHUYIECKOMY 3aJIJaHHIO H 0(OPMIIEH B
COOTBETCTBUH CO CTaH/IapTaMH,
TIOSICHEHBI €I'0 OCHOBHBIE CTPYKTYPBI.

OLeHKa «X0POLL0» -aJITOPUTM
paspabotas, 0opOpMIIEH B COOTBETCTBUHU
CO CTaHAApPTaMH U COOTBETCTBYET
3aJIaHUIO, TIOSICHEHBI €0 OCHOBHBIE

CTPYKTYPBHI.

OrneHka «y10BJIeTBOPUTEIBHO» -
AITOPUTM pa3paboTaH U COOTBETCTBYET
3a/IaHUIO.

DK3aMeH/3a4eT B popMme
cobecemoBaHus:
MPAKTUIECKOE 3a/IaHUE TI0
MOCTPOCHUIO alTOPUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3aJ]aHAEM

3ammra OTYETOB 10
NPaKTHYECKUM U
nabopaTopHBIM paboTaMm
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[IK 1. 4. TIpuaumats
y4JacTue B PHEMO-
CIATOYHBIX HCIBITAHUAX
KOMITBIOTEPHBIX CETEH U
CETEeBOro 00OPyAOBaHUS
Pa3IUYHOTO YPOBHS U B
OLIGHKE KayecTBa 1
3KOHOMMYECKON

3¢ ()EeKTUBHOCTU CETEBOM
TOIOJIOTHH.

OrneHKa «OTIIMYHO» - TEXHUYECKOE
3aJaHKE TPOAHAIIU3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJ]aHHI0 1 0pOpMIIEH B
COOTBETCTBHHM CO CTaHAAPTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.

OreHKa «X0pOMI0» -aJITOPUTM
pa3paboTaH, opOpMIICH B COOTBETCTBHH
CO CTaHAapPTaMH U COOTBETCTBYET
3aJIaHUIO, TIOSICHEHBI €0 OCHOBHBIC

CTPYKTYDBI.

OlieHKa «yT10BJIETBOPHTEIHHOY -
QJITOPUTM pa3padOTaH U COOTBETCTBYET
3aJIaHHIO.

Ok3amMen/3auer B hopme
cobecenoBaHMs:
NPaKTHYECKOE 33J]aHUE TI0
HOCTPOCHUIO aJITOPUTMa B
COOTBETCTBHU C
TEXHUYCCKUM 3aJaHUEM

3ammTa OT4ETOB 1O
IMMPAKTUYCCKUM U
nabopaTOpHBIM padoTaM

IIK 1. 5. BoImOaHATH
TpeboBaHUs
HOPMAaTHBHO-
TEXHUYECKOU
JIOKyMEHTAIINH, AIMETh
OITBIT O(OPMITEHUS
MPOEKTHON
JOKYMEHTAIIHH.

Or1ieHKa «OTIINYHO» - TEXHUYECKOE
3aJlaHKe MPOAHATU3UPOBAHO, AIITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUUYECKOMY 3aJIaHHI0 1 0pOpMIIEH B
COOTBETCTBUH CO CTaHIapTaMH,
IIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.

Or11eHKa «XOPOIIIO» -AJITOPUTM
paspaboraH, 0opOopMIIEH B COOTBETCTBHH
CO CTaHJapTaMHU U COOTBETCTBYET
3aJIaHHIO, TIOSICHEHBI €0 OCHOBHBIC

CTPYKTYDBI.

Or1ieHKa «yT0BJIETBOPUTETBLHOY -
QITOPUTM pa3paboTaH U COOTBETCTBYET
3a1aHUIO.

DOk3amen/3auer B hopme
co0eceloBaHUS:
NPaKTHYECKOE 3a[aHUE 110
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHU C
TEXHUYCCKUM 3aJaHUEM

3ammTa OT4ETOB 1O
MPAKTUICCKUM U
nmabopaToOpHBIM paboTam

OK 01. Beibupats
CHOCOOBI pemieHus 3a1a4
npodhecCroHaTbHON
JEATETbHOCTH,
MPUMEHHUTEIBHO K
Pa3IUYHBIM KOHTEKCTAM.

— 00OCHOBaHHOCTH TOCTAHOBKH LIEJTH,
BBIOOpA M IPHMEHEHHS METOI0B U
CHOCO00B pelIeHust TPOoPeCcCHOHATBEHBIX
3ajay;

- aJIeKBaTHAs OLIEHKA M CaMOOIICHKa

3¢ dexTnBHOCTH 1 KayecTBa
BBIITOJHEHHMS IPO(ECCHOHAIBHBIX 33144

OIT 02.OcymecTBIsATh
TTOHCK, aHAJIN3 U
WHTEPIPETAIUIO
nHpopMaIum,
HEeOOXOOUMON JUIA
BBITTOJIHEHHUS 337124
npohecCroHaTbHON
JeATEIbHOCTH.

- MCIOJb30BaHKE PA3IMYHBIX
HMCTOYHHUKOB, BKJIIOYAs 3JIEKTPOHHBIE
pecypcesl, Meauapecypcebl, MiHTepHer-
pecypcesl, IEpHOINYECKUE N3JaHUS IO
CHELUAIBHOCTH ISl PEILCHUS
npodecCHOoHANbHBIX 3a1a4

OK 03. IlannpoBaTs 1

- ACMOHCTpanuns OTBETCTBCHHOCTH 3a

WNuTtepnperanus
Pe3yJIbTaToOB HAOMIOAEHU I
3a JeATeNbHOCTBIO
o0yyaroierocs B mpoiecce
OCBOEHUS
00pazoBaTenbHON
POrpaMMBbI

DKcIepTHOE HAOMIOICHUE U
OIICHKA Ha J1a0opaToOpHO -
MPAKTUYECKUX 3aHATHUSAX,
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pear30BbIBATH
COOCTBEHHOE
npohecCHOHANBHOE U
JINYHOCTHOE Pa3BUTHE.

MPUHSTBIC PELICHHS
- 000CHOBaHHOCTb CaMOAHANIN3a U
KOPPEKIHS Pe3yJIbTaTOB COOCTBEHHOM
paboThl;

OK 04. Pa6orats B
KOJIJIEKTHBE U KOMaH/IE,
3¢ dEeKTUBHO
B3aMMOJIEHCTBOBATH C
KOJIJIEraMHu,
PYKOBOJICTBOM,
KJIMEHTaMH.

- B3aMMOJICHCTBHUE C 00YJaIOLIMMUCS,
NpenoAaBaTelsIMU U MacTepaMu B X0OJIe
00y4eHuUsl, C PyKOBOJUTEIIMH YUeOHOU
U IIPOU3BOJCTBEHHON NPAKTHK;

- 000CHOBaHHOCTh aHAIIN3a PAOOTEHI
YWIEHOB KOMaH/Ib! (TTOAYMHEHHBIX)

OK 05. OcytiecTBiaTh
YCTHYIO U TIHCHMEHHYIO
KOMMYHHKAIIHIO Ha
TOCYIapCTBEHHOM SI3BIKE
C Y4€TOM OCOOCHHOCTEH
COIMAILHOTO U
KyJIBTYPHOTO KOHTEKCTA.

-TPaMOTHOCTb YCTHOM ¥ IMCbMEHHOMN
peun,

- ICHOCTH (DOPMYJITHPOBAHUS U
U3JI0KEHUS MBICIIEH

OK 06. IIposBusaTs
IpaXkJIaHCKO-
MATPUOTHUECKYIO
MO3UIIHIO,
JIeMOHCTPUPOBATH
OCO3HAHHOE ITOBEJICHHUE
Ha OCHOBE

- COOJTI0ICHIE HOPM TTOBEICHHS BO
BpeMs yUEeOHBIX 3aHSATHI U
MPOXOXKICHHUS YISOHOM U
MPOU3BOJICTBEHHOMN MPAKTHK,

00IIIeYEeNTOBEYECKUX

LICHHOCTEM.

OK 07. ConeiicTBOBaThH - 3(peKTUBHOCTH BHITIOJHEHHUS ITPABUII
COXpPaHEHUIO TB Bo BpeMst y4eOHBIX 3aHATHH, IPU
OKpY’Karollen cpebl, MPOXOXKICHUH YICOHOH U
pecypcocbepexeHuto, MIPOM3BOACTBEHHON MPAKTHK;

3 pekTHBHO - 3HaHWC U UCTIOIb30BaHNE
JIeCTBOBATh B pecypcocbeperaonx TeEXHOIOTHIl B
Ype3BhIYaHHBIX o0JracTé TeIeKOMMYHHUKAIUI
CUTYaIUsX.

OK 08. Hcmonp3oBaTh
cpencTBa pusngecKon
KYJIBTYPBI JUTS
COXpaHEHUS U
YKpEIUICHHsI 3I0POBbS B

- 3¢ peKTUBHO UCIIOIL30BATh CPEICTBA
(usnvecKor KyJIbTYphI JJIsl COXPAHCHHS
W YKpEIUICHUS 37I0pOBbs B MPOIIECcCe
npodeCcCHOHANBHON AATETBHOCTH
MoJyIep)KaHue HeOOXOAUMOTr0 YPOBHS

npouecce (u3n4ecKol NOArOTOBICHHOCTH. ;
npodheccCroHaTbHON

JeATEIbHOCTH U

HoJ/IepXKaHue

HEOOXOANMOTO YPOBHSA

(usnueckoi

MOJTrOTOBJIEHHOCTH.

OK 09. Hcnone3oBaTh - 3(peKTUBHOCTH HCITONBE30BAHUS
nH(POPMAITMOHHBIE HUH(POPMALTMOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJIOTUH B TEXHOJIOTUH B MPOeCCHOHANBHON
npodeccHoHaNbHON JEATEIbHOCTH COMIACHO (POPMHUPYEMBIM
JeSITETbHOCTH. YMEHUAM U TIOITYy4aeEMOMY

IMPAKTUYCCKOMY OIBITY,

TIPY BBIOJTHEHUH PabOT 110
y4eOHOH U
MIPOM3BOCTBEHHOM
MPAaKTHKAM

Ox3aMmeH
KBaJIN()MKAIIMOHHBIH
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OK 10. ITons30BaThCs
npohecCroHaTbHON
JOKyMEHTaIue Ha
rOCyJIapCTBEHHOM U
WHOCTPAHHOM SI3BIKE.

- 3(pPEKTUBHOCTH HCIIONIL30BAHUS B
pohecCOoHaTbHON AEATENLHOCTH
He00XOAUMOI TEXHUYECKOMN
JIOKYMEHTAIIMH, B TOM YHCIIC Ha
AHTJIUICKOM SI3BIKE.

OK.11. IInanupoBath
MPEANPHUHUMATENBCKYIO
JeATeIbHOCTh B
npoheccCroHaIbHON

chepe

- 3(ppeKTUBHO TIIAHKPOBATH
IpEANPUHUMATEIBCKYIO ACATCIBHOCT B
npodeCCHOHANBHOM chepe mpu
NpOBECHNUHU paboT 1o
KOHCTPYUPOBAHUIO CETEBOMU

UHPPACTPYKTYPHI
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JIMCT U3BMEHEHWH 1 JOTIOJTHEHWI, BHECEHHbBIX

B PABOYVYIO [TPOIPAMMY

Ne HU3MCHCHMS, JaTa BHCCCHIA U3MCHCHUA, No CTpaHUILIbl C ©3BMCHCHHUCM,

BbLJ1IO

CTAJIO

OcHoBanue:

IMoanucky Jua BHeCHIET0 U3MEeHEHHUSs]
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	1.1.2. Перечень профессиональных компетенций

