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1. OFI[AS XAPAKTEPHCTHKA PABOYEH ITPOT PAMMBbI
IIPODPECCHOHA/IBHOI O MOAYJIA

«IIM.01 BBITIOJIHEHUE PABOT I10 IIPOEKTHPOBAHHIO CETEBOH
HHOPACTPYKTYPbI»

1.1. Ilens u nnanupyemoie pe3ynbmamsl 0C60€HUs HPOPECCUOHATBHOZ0 MOOYA

B pesynbrare m3ydueHUs mpoQecCHOHATBFHOTO MOMYJS CTYACHT JOKEH OCBOMTH OCHOBHOW BHJ
JIeATELHOCTH BhimonHeHne paboT Mo MPOCKTUPOBAHHUIO CETEBOM MHQPPACTPYKTYpHI U COOTBETCTBYIOIIUE
eMy 00IIMe KOMITETEHIIMU 1 TPOQeCCHOHATBHBIC KOMIETEHITUH:

1.1.1. IlepeueHn 0OMMX KOMIETSHITUH

Kox HanMeHoBaHHWe 001MX KOMIIETeH LU

OK 1. BeiOupars cmocoObl  pemieHuss 3aad  Npo¢ecCHOHATbHOM  JeATENbHOCTH,
IPUMEHHUTENBHO K pa3JIMYHbIM KOHTEKCTaM

OK 2. OcyuiecTBIATh MOUCK, aHAN3 U UHTEPNPETAUI0 HHPOPMALIMH, HEOOXOAUMOHN IS
BBINOJIHEHUS 3a]1a4 TPoQecCcu OHAILHOM 1eATEIbHOCTH

OK 3. [InanupoBaTh U peajM30BBIBATh COOCTBEHHOE MPO(ECCHOHANBHOE M JIMYHOCTHOE
pa3BUTHE.

OK 4. PaboTtaTh B KO/IJIEKTUBE U KOMaH e, 3((EKTUBHO B3aUMOJIeHCTBOBAThH C KOJLJIETaMu,
PYKOBOJICTBOM, KJIMEHTAMH.

OK'S. OcylecTBIATh YCTHYIO M IHUCbMEHHYIO KOMMYHUKAI[MI0O Ha TOCYAapCTBEHHOM
SI3BIKE C y4ETOM OCOOCHHOCTEH COIMAIILHOTO M KYJIbTYPHOIO KOHTEKCTA.

OK 6. [IposiBiATE rPaXXIaHCKO-ITIATPUOTHYECKYIO MO3UIIHIO, JIEMOHCTPHUPOBATH
OCO3HAHHOE TTOBE/ICHHE HA OCHOBE TPAJUIIMOHHBIX O0IIeYeT0BEYECKUX IEHHOCTEH.

OK 7. CopnelicTBOBaTh  COXpAaHEHHUIO OKPYXKAIOLIEH Cpeapl, pecypcocOepexeHuro,
3¢ EKTUBHO J1eHCTBOBAThH B UPE3BBIYAHBIX CHTYAIUSX.

OK 8. Hcnonp3oBaTh cpenctBa GU3NYECKONW KYIbTYpPbl JJISI COXPAaHEHUS M YKPETJICHHS
3II0pOBBSI B Tporecce MNpo(ecCHOHANBHON MeATENbHOCTH U TOIJepKaHHe
HE00XOMMOT0 YPOBHS (DU3MYECKOM MOATOTOBICHHOCTH.

OK 9. Hcnonp3oBaTh MHOOPMAIIMOHHBIE TEXHOJIOTHH B MPO(ECCHOHATIBHON IEITeIbHOCTH

OK 10. [Tonp3oBaTbcss TPOGECCHOHANBHON JOKYMEHTallMell Ha TOCYJIapCTBEHHOM U
WHOCTPAHHOM SI3BIKE.

OK 11. [TnanupoBaTh NPEANPUHIMATEIBCKYIO eI TENBHOCTD B ITpodeccnoHabHON cdepe

1.1.2. [lepeueHs npodeccuoHaNbHbIX KOMIIETEHIUI

Kon HanmeHoBaHue BUAOB AeATEIBHOCTH U PO eCCHOHATBHBIX KOMITCT CHIHIH
B 1. Bvinonnenue pabom no npoekmuposanuio cemesou Un@pacmpyKmypul
MK 1.1. BBINONHSATS MPOSKTHPOBAHKE KAOEIHHON CTPYKTYPhI KOMITBIOTEPHON CETH.
K 1.2. OcCymiecTBIATh BEIOOP TEXHOJIOTUH, MHCTPYMEHTAIBHBIX CPEACTB U CPEICTB BRIYUCIUTEIBHON

TEXHHUKHU TIPH OpPTraHu3al|y Ipolecca pa3paboTKU U UCCIe0BaHUS 00BEKTOB
npodeccuoHaNbHON NESTeIBHOCTH

IIK 1.3. ObecrnieunBaTh 3amMTy MHGOPMALMK B CETH C HCHOJB30BAHHEM MPOrPAMMHO-AMNMapaTHBIX
CPEJICTB.
IIK 1.4. [IpuHUMaTh yyacTre B MPUEMO-CAATOYHBIX UCIIBITAHUSIX KOMITBIOTEPHBIX CETEH U CETEBOTr0

000pyIOBaHUS Pa3IMYHOrO YPOBHS M B OLIEHKE KaYeCTBA M SKOHOMUYECKOH d(PPEKTHBHOCTH
CETEBOM TOIIOJIOTHH.

[IK 1.5. BrIMONHATE TpeOOBaHMS HOPMATUBHO-TEXHHIECKON JOKYMEHTAIINN, UMETh OIBIT 0(hOPMITCHHS
MIPOEKTHOMN TOKYMEHTAIHH.




1.1.3. B pe3ynbTaTe ocBOEHUS MPO(hEeCCHOHAILHOTO MOAYJISI CTYACHT JTOJIKEH:

Nwmers
MPaKTUYeCKUMI
OTIBIT B

MPOCKTUPOBAHUM apXUTEKTYPhI JJOKATBHOM CETH B COOTBETCTBUU C MOCTABJICHHOMN
3a7aueH;

YCTAaHOBKE W HACTPOMKE CETEBBIX IPOTOKOJIOB M CETEBOr0 OOOpPYIOBaHHUS B
COOTBETCTBUU C KOHKPETHOU 337a4eif;

BBIOOPE TEXHOJIOTMH, WHCTPYMEHTAJIBHBIX CPEACTB IPH OPraHU3aldM Ipolecca
HCCTIeIoBaHNs 0O0BEKTOB CETEBOW MH(PPACTPYKTYPBI,

obecriedeHny 6E30MMACHOr0 XpaHeHHsI ¥ Tiepeiayn HH(OpPMAIIH B JIOKAJILHOU CETH;

MCIIOJIb30BAHUH CIIEIUAIBHOTO IPOTrPaMMHOI0 00ECTIeUeHHS JIJI1 MOJAETUPOBAHUS,
ITPOEKTUPOBAHUS U TECTUPOBAHUS KOMIIBIOTEPHBIX CETEM.

YMETh

MPOCKTUPOBATH JIOKAJIBHYIO CETh, BEIOMPATh CETEBBIE TOIMOJIOIHH;

UCII0JIb30BaTh MHOTO(YHKIIMOHAJIBHBIE TPUOOPHI MOHUTOPHHTA, IIPOrPAMMHO-
anrnapaTHble CPEeACTBA TEXHUYECKOTO KOHTPOJIS JIOKAJTbBHOM CETH.

3HAaTb

00I1I1e MTPUHLIMIIBI IOCTPOCHUS CETEH, CETEBBIX TOIMOJIOMMHA, MHOIOCJIONHON MOAEIN
OSI, TpeGoBaHMi1 K KOMITBIOTEPHBIM CETSIM;

ApPXUTEKTYpY MPOTOKOJIOB, CTaHAAPTU3ALMN CETEH, J3TaloB MPOEKTHPOBAHUS
CeTeBOM MH(PACTPYKTYPHI;

6a30BbIE ITPOTOKOJIbI 1 TEXHOJIOIMH JIOKAJIBHBIX CCT Cﬁ,
ITPUHIUIIBI ITIOCTPOCHMA BBICOKOCKOPOCTHBIX JIOKAJIbHBIX cereﬁ;

CTaHAapPThI Ka6eneﬁ, OCHOBHBIC BUbl KOMMYHUKAIIMOHHBIX yCTpOfICTB, TCPMHHOB,
HOHHTHﬁ, CTaHJapTOB U TUIIOBLIX 3JICMCHTOB CTPYKTypHpOBaHHOﬁ KaOeILHOM
CUCTEMBI.

1.2. KosinuecTBO 4acoB, OTBOMMOE HA OCBOEHHE MPO(hecCHOHATLHOT0 MOAYJIA

Bcero yacos- 974 uaca

W3 Hux Ha ocBoenne MJIK. 01.01 - 240 gacos,

Ha ocBoenne MJIK. 01.02- 326 gacos,

Ha MPaKTUKH, B TOM YMCie YIeOHYI0 — 216 4acoB ¥ mpou3BoAcTBeHHYIO 180 yacos.




2. CTpykrypa u coepkaHue npodheccuoHAIbHOr0 MOIYJIst .
odeccuonanbuoro moayJis [IM.01 BBIIIOJTHEHUE PABOT IO MTIPOEKTUPOBAHUIO CETEBOU NHOPACTPYKTYPBI

2.1. Ctpykrypa n

3aHATHS BO B3aUMOJICHCTBUU C MPENOaBaTeIeM, yac

Konpt CyMMapHbI Ob6yuenue no MK ‘ Ipaxmuxu Cawmoc
po¢eCCHOHATHHBI HanmvenoBanus pasnenos it 00peM MaGopatopisr | Kypcoss: [Ipomexyt T:;ZH C}I;(:;a
X 00ImHnX npodeCCHOHATEHOTO MOTYJIS Harpy3KH, Beero . X pabor VyeGHas [MpouzBoncTBe | O4HAs paGora -
KOMIIETEHIIU I yac. MpaKTHYECKNX | (POEKTO HHasd arrTecTa 1
3aHATUH B) ust
1 2 3 4 5 6 7 8 9 10
TIK 1.1-IIK 1.5 Paznen 1. KomnbrotepHsie cetu 6
OK 01-11 240 180 46 30 14 16
K 1.1-IIK 1.5 Paznen 2. Opranusarysi, 326 308 120 6 18 6
OK 01-11 TPUHIUITEI TIOCTPOSHUSI U
GYHKIIMOHUPOBAHMUS
KOMITHIOTEPHBIX CeTel
K 1.1-I1IK 1.5 Y4ebHas mpakTuka (1o 216 216
0K 01-11 MPOGUITIO CIICIMATBHOCTH),
9acoB (ECITH IIPeTyCMOTpEHa
UTOrOBas (KOHIICHTPHPOBAHHAs )
MPaKTHKA)
IIK 1.1-IIK 1.5 [IpousBoacTBeHHas MpakTUKa 180
OK 01-11 (1o mpoduITIo CENNaTBLHOCTH), 180
4acoB (eciH MpeayCcMOoTpeHa
UTOroBasi (KOHIIEHTPUPOBAHHAS)
MPaKTHUKA)
IIpomexyrouHas arrectanus 12 12
DK3aMeH [0 MOAYIIIO
Bcezo: 974 488 166 30 216 180 12 32 22




2.2. TemaTu4eckuii IJIaH U coiep;kaHue NMpodeccuoHaATbHOr0 mony.as (ITM)

«IIM.01 BBIITIOJTHEHUE PABOT IO MMPOEKTUPOBAHWIO CETEBOI HHO®PACTPYKTYPbD

HaumeHnoBaHnue pa3aejioB 1 TEM

Conep:xxanue yueOHOro Marepuaa,

npo¢ecCHOHAILHOT0 MOTYJIs O0bém B
J1abopaTopHbie padoThI M MPAKTHYECKHE 3aHATHS, CAMOCTOSITEJIbHASI yueOHasi pagoTa
(ITM), MeRIMCIUHILIHHAPHLIX 0o0yJarouIuxcs, KypcoBasi padora (IPOEKT) (ec/iu npedycmMompenni) Hacax
kypcoB (MIK) yHarong » Kyp P P pecy p
1 2 3
Pasnesn 1. KomnbroTepHble ceTH
MJK.01.01. KomnbioTepHbIe 240

CeTHN

Tema 1.1. BBenenue B cereBble
TEXHOJIOTUH

Conep:xanue

1

Komnrerorepnsie cetu

CoBmecrtHas pabota, IHTEpHET U COBpEMEHHBIE CETEBBIE TEXHOJIOTHH — 00JacTh MPUMEHEHUS U
Ha3HauyeHne. Buapl KoMmbloTepHBIX ceTed. ImobanmbHble M JoKadbHbIe ceTH. OTHOpAaHTOBBIE U
KIIMEHT-CEpPBEPHbIE apXUTEKTypbl. OCHOBHBIE KOMITOHEHTBI CETEH, CeTeBas Cpela U CETEBHIC
ycTporictBa. Texnomornum mnoakmoyeHuss K MarepHer. KonBeprentHele cetu. KauecTtBo u
HAJIeKHOCTH ceTeil. OCHOBHBIE MOHSTHSI CETeBOM Oe30MacHOCTH. TeHIeHIINT Pa3BUTHUS CETE.

N

KoHconmpHBIH OCTYII, yAajdeHHbIH 1ocTtyn ¢ moMonisio Telnet m SSH, ncons3oBanue mopra AUX.

CeTeBble MPOTOKOJIbI 1 KOMMYHUKALIUH

Koauposanne n mapamerpsl coobuieHus. CeTeBble NMPOTOKOJNBL. B3ammopeldcTBHE MPOTOKOJIOB.
Ha6op nporokonor TCP/IP u mpouecc oOMeHa maHHBIMH. OpraHu3aiyy 10 CTaHIapTH3ALWU:
ISOC, IAB, IETF, IEEE, ISO. MuoroypoBaesbie Mogenu OSI u TCP/IP. Mnkancynanusi JaHHBIX.
[Iporokonbubie Onoku nanHeix (PDU). Jloctyn kx mokanmeHbIM pecypcam. CereBasi aapecanusi.
MAC- u IP- agpeca. [loctyn Kk ynanéaaem pecypcam. 111103 mo ymomgaHuio.

CeteBoii 1ocTyn

[Iporokonsl u craHmapTel Qu3nyeckoro ypoBHA. CrocoOel moxakioueHus: K ceru. CereBbie
unrepdeiicapie Tiatel (NIC). Cpenbl mepenavydm JaHHBIX M MX XapaKTEPUCTUKHU: MPOMYCKHAs
CITOCOOHOCTH, TPOM3BOIUTENEHOCTD. Brapl MemHBIX ceTeBbixX kabenei: UTP, STP, koakcuambHBIH.
PasHoBuIHOCTH, OCOOCHHOCTH MPOKJIAJIKH M TECTHpoBaHUs KaOenei. CTpyKTypa U OCOOEHHOCTH
MIPOKJIaJIKN ONTOBOJIOKOHHBIX Kabenel. becipoBonHeie cpeacTBa nepenaun ganubix. Crangapt Wi-
Fi IEEE 802.11.

KananeHb1i ypoBeHB U €T0 MOAYPOBHU: YIipaBieHue orudecknM kanajaoMm (LLC) u Ynpasnenne
JocTyrnoM K cpene nepenadn JanHbeix MAC. CtpykTypa Kajapa KaHaJbHOTO YPOBHSI M IPUHITUITBI
ero opmupoBanust. CTanmapThl KaHAJIBHOTO YpoBHS. DH3MdecKas U JIOTHYecKasi TOMOJIOTHSI CETH.




TonoNOrun «TOYKA-TOUKa», «3BE3/1a», KIIOJHOCBI3aHHANY, «KOIbIeBask. [lomyayminekcHas u
MOJTHOTYTUICKCHAs iepenada nanHeiX. OcobernocTr kaapoB LAN, WAN, Ethernet, PPP, 802.11.

Cetesble TexHosoruu Ethernet

CemeiictBo cereBbix TexHonoruid Ethernet. Ilpunimm paborer Ethernet. BzammoneiicTBue Ha
noxypoBHsix LLC u MAC. Ynpasnenue noctynoMm K cpeae nepemaun aaHHbeix (CSMA). MAC-
anpec: uneHtudukamus Ethernet. ATpuOyter kampa Ethernet. IlpeacraBnenus MAC-ampecos.
OnHO- ¥ MHOT03/IPECHOM, MUPOKOBEINATEBLHOMN pacchuiok. CkBo3HOE mofkioucHne, MAC- u IP-
azapeca.

ITporokon pazpentenus agpecos (ARP): mpunHIMIB! paboThl, poiik B Ipoliecce yAaIeHHOro oOMeHa
nanabiMu. Tabmuubl ARP Ha cereBbix ycrpoiicTBax. OCHOBHBIE HEeOCTAaTKH MpoTokona ARP -
Harpy3ka Ha cpeny nepenadu JaHHBIX U 0€30MacHOCTb.

OcHoBHas uHpopMams o noprax kommyraropa. Tabiuna MAC-agpecoB kommyTaropa. OyHKIHS
Auto-MDIX. Criocobbl mepechutki kanpa Ha kommyraropax Cisco. Bydepuzamus mamstu Ha
KoMMmyTaropax. DuUKcHpOBaHHAasE H MOIyJbHas KOHQUrypalud KoMMmyTaropoB. CpaBHeHHE
KOMMyTaluu ypoBHS 2 u ypoBHs. TexHoinorust Cisco Express Forwarding. Bupryansubrit
uHtepdeiic kommyraropa (SVI), Mapmpytusupyemerii  mopt, EtherChannel ypoBus 3.
Kondurypaiimsi MapmpyTu3upyeMoro nopra.

CeTeBoii ypoBeHb

CereBoll ypoBeHb B Ipoliecce nepeaadd AaHHBIX. [IpoTokomnbl cereBoro ypoBHs. OCHOBHbIE
xapakTepuctuku [P-nporokona. Ctpykrypa naketoB [Pv4 u [Pv6. OcoGeHHOCTH 1 TIperMyIecTBa
nporokona Pv6. Meronsl Mapmpytusamuu  y310B. Tabimia MapuipyTU3aluy  y3JI0B U
MapupyTuzaropa ans nporokonos IPv4 u IPv6. YcrpoiictBo mapmpytuzaropa — Ilpoueccop,
NnaMsiTh, ONEpalrMoHHas cuctema. [loJkioueHrne K MaplipyTHU3aToOpy 4Yepe3 pa3iIuyHble MOPTHI.
Hactpoiika uncxomHblIx mnapamMeTpoB, HHTep(deiicoB, 1032 MO YMONMYAHUIO W JPYTrUX
XapaKTepUCTUK MapUIpyTH3aTOPA.

TpaHcnOpTHBIN YPOBEHb

Ha3znaueHue 1 3ajaull TPaHCIIOPTHOT'O YPOBHS.

MynbTUIiekcupoBanue ceancoB cBs3u. Omnucanue U cpaBHeHue mnporokonoB TCP u UDP —
HaJKHOCTh M MPOU3BOAUTEIBHOCTh, 00JACTh MPUMEHEHHUS. AJpecanusl MOPTOB U CerMEHTAIHs
TCP u UDP. O6omen nanabivu 1o TCP. IIponeccer TCP cepBepa. Ycranosnenune TCP-coenuneHus
u ero 3asepuienue. [Ipuniumne! «Tpéxcropornero pykomnoxatus» TCP. HanéxHocTs u ynpaBieHue
notokoM TCP - TloarBep:keHne MOTy4YEeHHsI CETMEHTOB, NMOTepsl JaHHBIX U IMOBTOpHAs Iepesaya,
yrpasieHue morokoM. OOMeH maHHbIMH ¢ ucnons3oBanueM UDP. Ilpomeccer u 3ampocsr UDP-
cepeepa, UDP-nararpamwmer, mporieccsl UDP-kmenTa. [Ipunoxenns, ucnons3yronme UDP u TCP.

IP-agpecamus




Crpykrypa IPv4-anpecoB. CereBast u y3noBas uactb [P-aapeca. [IpeoOpa3zoBanue aapecoB MexIy
JIBOMYHBIM U JECATEPUUYHBIM NpecTaBieHreM. Macka moacetu [Pv4. CeteBolt aapec, anpec y3na u
IIMPOKOBEIATENbHBIN aapec cetu [Pv4. [lprucBoenne y3imy cratimdeckoro u quHaMudeckoro 1Pv4-
anpeca. MuoroanpecHas nepenada. [lyonuansie u yactasie IPv4-anpeca. IPv4-anpeca
crienMansHoro HazHaueHus. [IpucBoenue IP-aapecos.

CoBMmecTHOE HCIoIb30BaHue MPOTOKOJIOB [Pv4 1 IPv6: 1BOIHOM CTEK, TYHHEIMPOBaHHUE,
npeoopazosanue. [Ipencrapnenue IPv6-aapecos. [IpaBuia cokpamienus 3amnvcu [Pvo-aapecos.
WnauBrayansHbId, TPyIIIOBOM, TPOU3BONbHEIN TUIEI [PVv6-agpecoB. CTpyKTypHI IOKaIbHOTO U
r100abHOr0 MHAMBUAYaIbHBIX [IPVv6-anpecoB. CTarnueckas U TUHAMHYECKash KOHPHUTypaIu
rinobanpHOro HIMBHAYyadpHOro aapeca. [Iponecc EUI-64 u ciy4aiiHo creHeprupoBaHHBIN
uJeHTU(HKATOp HHTEepdeiica.

ICMP-cepBucel. Otmmumst st mipotokosioB [Pv4 m IPv6. Coobmennss ICMPvI6 «3ampoc k
MapmpyTuzatopy», «OObsBIEHHE OT MAapHIPpYTHU3aTOpay, «3ampoc COCEIHEro y3ia» H
«O0bsBIIEHNE coceHero y3ia». TecTHpoBaHHME CETH C MOMOIIBIO 3X0-3alpocoB. TpaccHpoBKa
MapmpyTa. Bpems npoxoxkaeHusi curHana B npsmMoM u oOpatHoMm HampasieHusx (RTT). Bpems
sku3Hu (TTL) IPv4 u npenen nepexoaos [Pv6.

Paznenenne IP-cereil Ha moacern

Cermenranust [P-cetefi. OOMeH IaHHBIMH MEXAy TmojceTssMH. [lnaHwpoBaHuWe agpecanyid B
nojceTsx. PacuetHbie QopMynbl AN CerMEHTalMM ceTH. Paz0meHne Ha TOJCETH Ha OCHOBE
TpeOOBaHMI y3JI0B U CETEH, B COOTBETCTBUH C TpeOOBaHUAMH ceTeid. OnpeneneHne MacKH MOACETH.
Pa30Ouenue Ha MojiceTH ¢ UCIIOB30BAaHUEM MackH nepeMeHHoi Hbl (VLSM). bazoBas Mojens u
Ha3HaueHHe OnokoB anpecoB VLSM. IlnanmpoBanme anpecamuu cetH. OcCOOEHHOCTH
npoektupoBanusi [Pv6-cetn. Pa30menne Ha moaceTH ¢ WCMONB30BAHMEM HJICHTU(HUKATOpPA
uHrepdeiica.

10

YpoBeHb npuiIoKeHUN

YpoBeHb NPWIOKEHWH, YpPOBEHb MPEACTAaBICHUS W  CEAaHCOBBI  ypoBeHb. llpumepsl
pacnpocTpaHeHHbIX MpuiioxkeHuH. [IpoTokonbl ypoBHs npuioxkenuid. OmpHopanroseie cetu (P2P).
Monens Tuna «kameHT-cepsep». O630p nporokonoB HTTP, HTTPS, SMTP, POP u IMAP. Ciyx06a
noMeHHbIX UMEH (DNS). ®opmar coobmennii 1 uepapxus DNS. Vrmmmra «nslookup». Ciyxba
DHCP. IIporokon nepenauun ¢aiinos (FTP). IIporokon oOMeHa Giokamu cepBEpHBIX COOOIECHUN
(SMB). Konneniinn «Bceeoosemmromuii Uatepaer» BYOD. [locTaBka TaHHBIX M0 KOHBEPTEHTHBIM
CETSIM.

11

Co3nanue 1 HacTPOIiKa HeOOIBIIOH KOMIIBIOTEPHOI ceTH
[TnanupoBaHue U co3naHue HEOOIBIION KOMITBIOTEPHOM CETH: ONpE/IeNICHUE KITF0OUEBBIX (haKTOPOB,
BBIOOP TOMOJIOTHH U CETEBBIX YCTPOMCTB, BRIOOP M HACTPOIKa MPOTOKOJIOB, CHCTEMBI ajpecalyu.




Mepsl 110 00ecTiedeHU 0 6e30ITacCHOCTH CeTH. Y I3BUMOCTH U CEeTeBbIe aTaku. Pa3BepIBaTeNbHbIC
ataku, Araku gocryma, Otka3 B oocirykuBanun (DoS-araku). PesepBHoe kormmpoBaHue,
OOHOBJICHNE U YCTAaHOBKA UCTIPaBIeHIH. MeXCeTeBbIe SKpaHbl. AyTeHTHU(HUKAIUS, AaBTOPU3ALHS U
yuér. Bkimouenue nporokomna SSH.

@ailnoBble CUCTEMbl MAapIIPYTU3aTOPOB M KOMMYTAaropoB. Pe3epBHOE KONMUMpOBaHUE W
BOCCTaHOBJICHHE C TIOMOMIBIO TEKCTOBHIX (haiinoB, mporokonma TFTP, USB-nakommress.
Berpoennbie cityx0b1 Mapmpytusaimu. [lognepxka OeclipoBOJHBIX ToKiIodeHuit. Hactpoiika
BCTPOEHHOT'0 MapIIPyTH3ATOPA.

B mom uucne npakmuyeckux 3auamuii u 1a00pamopHsIX padom

1 | CocraBrienune kaprel ceTd VIHTEpHET ¢ TOMOIIBIO YTHIMT «ping» U «traceroute»
2 | CoznaHue poCTOi CeTH:
*  VYcraHOBKa ceaHca KOHCOIH C CETEBBIM 000pyI0BaHUEM ITPH MOMOIIY TTporpammel Tera Term;
* CosnmaHue ceTu;
HacTtpoiika 0CHOBHBIX ITapaMeTPOB KOMMYTaTOopa.
3 | IIpocmoTp ceTeBoro Tpaduka ¢ moMoInkko mporpammel Wireshark.
4 | ToakiroueHNEe KOMITBIOTEPOB K CETH C TIOMOIIBIO KaOeiel 1 OecIipOBOIHBIX aIallTePOB:
*  OmnpenenieHUE CETEBBIX YCTPOICTB U KAaHAJIOB CBSI3H;
*  (OO0XKHUM CETEBOro Kabes;
* IIpocMOTp aHHBIX O OECIPOBOIHBIX U MPOBOJIHBIX CETEBBIX aJlaNTepax.
5 | Uzyuenue Ethernet-rexHonoruii:
* IIpocmorp MAC-aapecoB ceTeBbIX YCTPOMHCTB;
* I3yuenue kagpos Ethernet ¢ momomisio nporpammer Wireshark;
* TIIpocmotp ARP c momomisio nporpammbl Wireshark, natepdeiicoB KoMaHIHOM CTPOKH
Windows u 10S;
*  Hcnonw3oBanue untepdeiica komanauoi crpoku IOS ¢ Tabmmnamu MAC-aapecos
KOMMYTaTopa.
6 | [MocTrpoeHue cetn Ha Oaze MapIIpyTH3ATOPA:
* IIpocmoTp TabmMIy MapUIPYTU3ALMHU Y3II0B;
* N3ydenue pU3NIECKUX XapaKTEPUCTUK MAPLIPYTH3aTOPA;
e Co3nmanme ceTH, COCTOAMESH U3 KOMMYTaTopa ¥ MapuIpyTH3aTopa.
7 | V3yueHne TpaHCIIOPTHOTO YPOBHSI:

* HaGmonenue 3a mpoueccoM TpEXCTOpoHHETO «pykomnoxkarusy TCP ¢ MoMombio mporpaMMel
Wireshark;
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*  H3yuenue 3axBaueHHBIX JaHHBIX DNS UDP ¢ moMoripio nmporpaMmel
Wireshark;
*  U3yuenue 3axBaueHnbix naketoB FTP u TFTP ¢ nomomnisio nporpammel Wireshark.

8 | Hactpoiika IP-anpecarium:
*  Hcnonp3oBanue kanbKymsiTopa Windows B paboTe ¢ CeTeBBIMH aJIpecaMu;
*  Kouseprauus [Pv4-agpecoB B JBOMUHYIO CUCTEMY CUHCIICHUS;
*  Onpenenenue [Pv4/IPv6-anpecos;
*  Hacrpoiika [Pv6-anpecoB Ha ceTeBBIX yCTPOICTBAX;
* TecrtupoBanue ceTeBOro NOAKIIOUYEHHS C TOMOILBI0 KOMaH/ «ping» U
«traceroute».
9 | Cermenranus [P-cereit:
¢ N3yuyeHue KaJIbKYJIATOPOB IOJCETEM;
*  Pacuér nmoucereii IPv4;
¢ Pazgenenue cereil ¢ pa3IMyHBIMUA TOIOJOTUSIMU HA IIOJCETH;
* PaszpaboTka u BHEJpeHHE CXEMBI aJjpecanvu pasienéHHoi Ha noaceru [Pv4-cery;
Pa3pabotka u BHeipeHHe cXxeMbl afapecarn VLSM.
10 | IP-appecarus:
*  aHanm3 TpaduKa OJHOAPECHON Mepeaadn, IMMPOKOBENIATEILHON 1 MHOT0aIPECHON PacChLITKY;
* HacTpoiika aapecaruu [Pv6;
* mpoBepka aapecaiuu [Pv4 u IPv6;
® OTpa6OTKa KOMIIJICKCHBIX ITPAKTUYCCKNX HABBIKOB.
11 | Cermenranus IP-cereii:
*  OpraHu3anus MOJCETH M0 Pa3INYHbIM CLEHAPUSIM;
*  pa3paboTka U BHEAPEHUE CTPYKTYphI aapecarun VLSM;
*  BHEJpPEHHE CXEMBI aJipecalnnu pasenéHHon Ha nojceru IPv6-cery;
*  0TpaboTKa KOMIICKCHBIX IPAaKTHYECKHX HAaBBIKOB.
12 | M3y4yeHre OCHOBHBIX CETEBBIX CIYXKO:
. N3zyuenne ¢pyHkmu oOMeHa (aitiaMu MeXIy OJHOPAHTOBBIMU YCTPOMCTBAMU
omnpenenenue npeodpazosanuiit PAT; *M3ydenue npasui padotser DNS;
. N3yuenue nporokona FTP.
13 | Obecneuenne 6€30MacHOCTH CETH:

* l3ydeHue yrpo3 ceTeBoi 0E30MaCHOCTH;
*  JloCTym K CETEBBIM yCTpOMCTBaM Mo mpoTokony SSH;
*  (OGecneueHne 6€30MaCHOCTH CETEBBIX YCTPOMICTB;
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AHanm3 KOMITBIOTEPHON CETH M HACTPOHKa MapIIpyTH3aTOpa:

* IIpoBepka 3ajepKeK B Mepeaun CETEBBIX MAKETOB C MOMOIIBIO YTHIIHT «ping» u «traceroutey;

*  Hcnonw3oBanue untepderica koman oM ctpoku (CLI) mis coopa cBefeHnt 0 ceTeBBIX
YCTPOWCTBAX;

*  VYmpasneHue ¢aiinaMu KOHQUTYypaIUK MapIIPyTU3aTOpa C MOMOIIBIO TPOTPaMMBbI SMYJIISIIHN
TepMUHAaJIa

*  Vnpasnenwue (aiigaMu KOH(PHUTypaIlUK YCTPOUCTB ¢ uctoiib3oBanueM TFTP, ¢ueni-nmaMsary u
USB-HakommTeneit

*  H3ydeHme npoueayp BOCCTaHOBIICHHSI TApOJIEH.

Tema 1.2. IlpuHuMNBI
MapIIPYTU3ALUU U
KOMMYTalUu

Cooepircanue

1

BBeeHne B KOMMYTHpPYeMble CeTH

O6beaunénnbie cetu. Mepapxus B KOMMYTHPYEeMO# ceTH. Pojb KOMMyTHpYyeMBbIX ceTeil.
KommyTupyemast cpena. Jluaamudeckoe 3anoinenue Tabauist MAC-aapecoB KOMMyTaTopa.
Mertozp! nepechliku Ha KoMmMyTaTtope. KommyTratus ¢ mpoMexyTO4HbIM XpaneHrneM. CKBO3Has
KOMMYTaIHsI.

KommyTtanmonnsie qoMeHbl. CHHXEHHE MEPerpy30K CeTH.

OcHoOBHBIE KOHIENIMH M HACTPOIKa KOMMYTALMH
OcCHOBHBIE KOHICTILINH U HACTPOiKa KOMMYyTaluu. [lepBoHauanbpHast HACTPOHKa KOMMYTaTropa 1
BOCCTAHOBJIEHHE TOCTIe CHCTeMHOT0 c60s1. Hactpoiika noctyna ayis 6a30BOro yrnpabieHHS
kommytaropoM ¢ IPv4. JlyniekcHas cBsi3b. HacTpolika mopToB KOMMyTaTropa Ha (pU3n4ecKoM
ypoBHe. DyHKIIHMS aBTOMATHIECKOTO ornpeesieHns Trmna kabdens (Auto-MDIX). [IpoBepka HacTpoek
nopra komMmyTtaTtopa. Ilouck u ycrpanenue npo6sieM Ha ypoBHE JOCTYIA K CETH.

BezonacHocTh KOMMyTaTOpa. 3auMIIEHHBIN yaanéHHbId gocTyn. Hactpoitka SSH.
Pacnpoctpanénnble yrpossl 0e3onacHocTy: nepenonHenne Tadmunsl MAC-aapecos, DHCP-
cnyduHr, ucrionb3oBanue ysa3pumocteil mpotokona CDP, Araku Telnet u np. Ayaut u
MPAaKTUYECKUE PEKOMEHAINH 110 oOecnedeHnto Oe3omacHocTu ceti. bezomacHocTh mopra
kommyrtaropa. OrcnexxuBanre DHCP coobmiennii. @ynknms 6e30macHOCTH MopTa. Buibl 3amuThbl
MAC-anpecos. Pexxumbl pearnpoBaHus Ha HapylieHue 6e3omacHocTH. [IpoBepka u HacTpoiika
noptoB. [IpoTokon cereBoro Bpemenu (NTP).

Bupryanbsnsbie gokanbHabie cetn (VLAN)

Bupryansnsie nokanpabie cetd (VLAN) — knaccudukanus 1 OCHOBHbIC XapaKTEPUCTHKU. TpaHKH
BUPTYaJbHBIX ceTeil. KoHTpons mmpokoBemaTenbHbIX JoMeHoB B ceTsix VLAN. TerupoBanue
kanpoB Ethernet st mpentudukamun cetn VLAN. Cetn native VLAN u TerupoBaHue cTaHaapra
802.1Q. TerupoBanue romocoBoit VLAN. Peamizanyu BupTyanpHOM TokanbHOM cetn. HazHauenmne
noptoB ceTsM VLAN. HacTpolika TpaHKOBBIX KaHaJIOB. ITpOTOKOJ JMHAMHYECKOTO CO3/TaHus
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tpankoBoro kaHaia (DTP). Ilouck u ycTpaHeHre HEMONAI0K B BUPTYAIbHBIX JTIOKATBHBIX CETSIX U
TpaHKOBBIX KaHanax. [Ipobnemsl ¢ IP-anpecanmeii cetn VLAN. HecoBnanenus pexxuMoB
TpaHkoBo# cBs3u. [IpoekrupoBanue u obecrieuenue 6ezomnacaoctd VLAN: hopping, crrydusr
KOMMYTAaropa, ataka ¢ 1BoiHbIM TerupoBanueM, Cetb PVLAN nepumerpa. [Ipaktuyeckue
PEKOMEHJAIINH 110 MPOSKTHPOBAHUIO BUPTYAIbHOM JIOKAIBHOU CETH.

Konuenuust MapmpyTu3anun

Hacrpoiika mapmpytuszaropa. MexaHu3Mbl IEPECHIIKN MakeToB. [logkmouenne u HacTpoiika
ycTpoicTB. CBETOAMOMHBIE MHAUKATOPHI HA MapUIPyTH3aTope. AKTUBAIIUS 1 HacTpoiika |P-
aapecanuu. [IpoBepka cBSI3HOCTH ceTeill ¢ mpsiMbIM MoKroueHreM. [IpoBepka HacTpoek
unTepdeiica. PunbTpanus BBIXOAHBIX JaHHBIX KOMaH «showy». KoMMyTanys nakeroB Mexmay
cerssMu. DyHKIMA KOMMYTallMU MapLpyTu3aropa. Mapupyrusanus nakero. OnpesesieHue myTH.
[Ipouecc npuHsTHS pemeHus 0 epechbuIKe MakeToB. Beibop ontumainsHoro mytu. [Iporokons: RIP,
OSPF, EIGRP. Pacnpenenenue Harpy3ku. AAMUHUCTpUpOBaHue pacctosHue (AD) u HaleKHOCTh
MapipyTa. AHaJIU3 TaOJIUI MapUIPyTU3AMK — UCTOYHUK AaHHBIX, IPHHLIMUIIB (OPMUPOBAHUE
BO3MO)KHOCTH HAaCTPOMKH. 3arncy TaOJMIIbl MapIIPyTH3ALUU IS CETEH C MPSIMBIM
MOJIKITIOYeHHEM. 3aJlaHue CTATHYECKUX MapipyToB. [IpoTokonbl fMHAMUYEeCKOM MapIpyTH3AIUN
cereii IPv4 u IPv6.

Mapmpyruzanusa mexny VLAN

[TpuanHITE pabors! MapipyTuzanuy Mexay VLAN. Hactpoiika mapmpyTrsanuu Ha 6aze
MapIIpyTH3aTOPOB C HECKOIBKUMHU (PU3MUECKUMHU HHTEpdeiicaMu, ¢ HCIOIb30BaHNEM
KoH$Urypamuu router-on-a-stick, uepez MHOroypoBHeBbIif KomMmyTaTop. [Ipodaemsr
Mapmpytusaimn Mexay VLAN. [IpoBepka KoH(GHUTypaud KOMMYTaTopa H HaCTPOSK
Mapipytusaropa. Henonanku B pabore uarepdeiica. Ommbku B IP-afpecax u Mackax mojceTH.
HacTtpoiika u pabora koMmmyTauuu Ha 3-M ypoBHe. MapmpyTtuzanus mexxay VLAN uepe3
BHUPTYyaJIbHBIE HHTEPQENChl KOMMYTaTOPa, MapIIpyTU3UpyeMble TOPTHL. Hemonanku B HacTpoikax
KOMMYTaropa 3-TO YPOBHSL.

Crarnyeckasi MApIIPYTH3aLHs

[IpenmymiecTsa 1 3a1a4 CTAaTUYECKON MapIIpyTU3alui. THIBI CTATHYECKUX MapIIPYTOB:
CTaHAAPTHBIH, [0 YMOJIYaHUI0, CYMMapHbIH, IaBatomuil. Hactpoiika cTaTHueCKUX MapIipyTOB
[Pv4 u IPv6. Komanna «ip route». Mapupyt ciegyromiero nepexoaa. HampsiMyro moaxirouEHHbIH
craTudyeckuil Mmapupyt. I1oJIHOCTBIO 3aaHHBIN cTaTnyeckuil MapuipyT. HacTpolika crarnyeckoro
MapupyTa o ymondanuro. Knaccosas agpecanus. Kilaccosie Macku noxceru. beckiaccoas
MexxnomenHast MapmpyTtusaius CIDR. Oobpenqunenre mapipytoB. OpraHu3anus cyrepcerei.
Hcnonp3oBanue Macok mojcetu ¢pukcupoanHoi JuymmHbl (FLSM). Macka mojicety nepeMeHHON
bl (VLSM). Hactpoiika cyMMapHBIX | IUTaBAIOIIMX CTATUIECKUX MapuipyToB. Pacuér
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cymMapHoro mapmpyta. Oobenuaenre cereBbix anpecos [Pv4 u IPv6. Tlonck u ycrpaneHue
HEMOoJIaJ0K B HACTPOWKAX CTaTHIECKOTO MapIpyTa M MaplipyTa [0 YMOJIYaHHIO.

JAuHamMuyeckas MapLIpyTu3anus
[TpoToKomBI AMHAMUYECKOH MapIIpyTHU3aluy — Ha3HaYeHHE, IPUHIMIBI Pa0OTHl K UCTOPHS
pa3Butus. CpaBHEHHE AMHAMHUYECKOH U cTaTUYeCKOi MapupyTusayy. [IpuHnuns! paboTsl
MPOTOKOJIOB MapIIPYTH3AIMU: MYCK MOCIIe BKIoUeHHs muTanusi, CeteBoe oOHapyxeHune, OoMeH
JaHHbIMU MapupyTtu3anuu, Obecneuenne cxogqumoctu. Knaccudukams mpoTokonos
Maprpytusaiud. [Iporokonsr IGP u EGP. Iuctanmmonno-BekTopHbie TpoTokoibl RIP, IGRP.
[Tpotokomnb! MapupyTu3anuu mo cocrosuuto kanana OSPF u IS-IS. KnaccoBele n GeckiaccoBbie
MPOTOKOJIBI MAPIIPYTH3ALMHU. XapaKTEPUCTUKU U METPUKHU IPOTOKOJIOB.
JvuHampyeckast JUCTaHLIMOHHO-BEKTOPHAS MapIIpyTU3anus. J(ucTaHIIMOHHO-BEKTOPHBIMI
anroput™. MexaHn3Mbl OTIIPABKU U MOMYYSHUS JaHHBIX MapIIPYTH3ALUH, pacu€éTa ONTHUMATbHBIX
myTel 1 700aBIeHNs] MapUIPyTOB B TaOIMIly MapIIpyTU3alluy, OOHAPYKEHUS U pearupoBaHus Ha
n3MeHeHus B Tononoruu. Hactpoiika npotokona RIP: Bkirouenne RIPv2, orkmrouenue
aBTOMATHYECKOr0 0OBEIMHEHN S, HACTPOMKa TaCCUBHBIX HHTEPQEHCOB, Iepeaya MapIpyTa 1o
yMouanuio o cetu. Hactpotika npotokona RIPng. IIporiecc MapuipyTu3auu mo COCTOSHUIO
kanana. Hello mporokon. maket cocrosinus kanana (LSP). JlaBunHas pacchluika MakeTOB COCTOSHUS
kaHana. JlaBuHHAS pacchUIKa MAKETOB COCTOSHUS KaHana. Co3manue AepeBa Kpardaimmx myTen
SPF. Jlo6aBnenue mapuipyroB OSPF B Tabimiiry mapripytu3anud. HemoctaTku IpoTOKOJIOB
MapLIPyTU3aLHH 10 COCTOSHUIO KaHaa. Ta0auia MapiupyTu3auyy. 3anicu ¢ IpsMbIM
MTOIKJIFOYCHUEM U yIalIEHHOM ceTH. JIMHaMudeckn moirydaembie MapiipyThl [Pv4/6. IIpornecc

TIOMCKA MapIIpyTa.

OSPF nas oxHoii od6aacti

CemeiictBo mpotokonoB OSPF. Xapakrepuctuku, npuHUunsl paboTsl U komnoneHTsl OSPF.
Ocob6ennocti OSPF anst omHOM M HECKONMBKHMX 00sacTeil. MaructpanbHas oonactb. MHKancymsimms
coobmenuit OSPF. Tunsl makeroB OSPF: naker npuserctsus (hello), maker onucanust 6a3bt
nansbix (DBD), maker 3anpoca cocrosiaust kanana (LSR), maker oOHOBIIEHHS COCTOSIHUS KaHATa
(LSU). maker moarBepskaeHus cocrossHus kanana (LSAck). OOHOBIIEHUS COCTOSIHUS KaHAIa.

Paboune cocrossaust OSPF. Breinenennsiii (DR) u pe3epBHBIi BeiaeneHHbIN MapipyTusarop (BDR).

Cunxponuzarus 6a3 qanasix OSPF. Hactpoiika OSPFv2 nnst omHolt obnactu. Pexum
KOH(UTypauuy WASHTHPHUKATOPbI MapiipyTusaropa. Mcnons3zoBanue nntepdeiica loopback.
Bxmouenne OSPF na untepdeiicax. [1labnonnas macka. Komanma «networky». Hactpotika
naccuBHBIX uHTepdericoB. Dopmyna pacuéra merpuku croumoctu OSPF. Hactpoiika 3HaueHMiA
MPOIYCKHOM criocoOHocTH nHTepdeiica. [IpoBepka coceTHUX YCTPOWCTB, HACTPOEK MPOTOKOIA,
JaHHbIX npouecca u Apyrux xapakrepuctuk OSPF. Cpasuenne OSPFv2 u OSPFv3. Anpeca tuna
link-local. Tomonorusi ceru OSPFv3. Hacrpoiika naenrudukaropa mapipyrtuszaropa OSPFv3.
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Bxmouenne OSPFv3 Ha untepdeiicax.

Cnucku koHTpoJis aocryna (ACL)
Crucku koutpodst goctyna (ACL). [Tpunmun padotst ACLenuckoB. Tunst ACL-cnirckoB Cisco
s IPv4. IlpucsanBanue HomepoB U uMEH ACL-cinckam. Pacuér mabnonnoi macku B ACL-
criuckax. Pekomennamun no coznanuio u pazmenieHno ACL-cinckoB. Pazmenienue crangapTHBIX
u pacmmpensbix ACL-cninckoB. Hactpoiika crannaprHoro ACL-cniucka. [IpuMenenue
crannaptabix ACL-cnimckoB Ha uaTepdeiicax. Kommenrapun k ACL-crimckam. [IpoBepka u
penaxktupoBaHue ctaHaapTHeIX HymepoBaHHBIX ACLcnuckoB. ACL-craructuka. 3amuTa NopToB
VTY c nomomisto crangapraoro ACL-cmucka [Pv4. Ctpykrypa u HacTpoiika pacimpeHHbx ACL-
criickoB st [Pv4. @unbrpanus Tpaduka ¢ ucrnons3oBanueM pacmupeHHbix ACL-crickos.
Iouck u ycrpanenue Henonanok ACL-cninckoB. Pacipocrpanénnsie onmmb6kun ACL-crinckoB.
Cpasuenne ACL-cnmckoB s [IPv4 u IPv6. Hacrpoiika u npoepka ACL-cninckoB miis [Pvé6.

10

IIporoxoa DHCP

IMporoxon DHCP. DHCPv4: 6a3oBas onepanus, popMar cooOIIeHu, COOOIIEHHS 00HAPYKEHHSI U
npeasoxkenus. Hactpolika, mpoBepka u perpancisaius npoctoro DHCPv4-cepsepa. Hactpoiika
Mapmpytusaropa B kauectee DHCPv4-kmienTta. Hactpoiika mapripyrusaropa kiacca SOHO.
[Touck u ycTpaneHne HemonaoK B padore mapmpyruszaropa DHCPv4. TIporokon DHCPv6.
ABTOMaTuueckast HacTpoiika agpeca 6e3 orcnesxxuBanus coctosHus (SLAAC). [puHnun paboTel
SLAAC ¢ DHCPv6. DHCPV6 ¢ u 6e3 orcnexxuBanus coctosaus. [Ipomeccet DHCPv6. Hactpotika
Mapupytuzaropa B kauectse DHCPv6-cepsepa 1 DHCPv6-kmuenTa. [lonck u ycrpanenue
Henonazok B padore DHCPVO.

11

IIpeoOpa3zoBanue ceTeBbIX aapecoB I1Pv4

[IpeobpazoBanue cereBbix aapeco [Pv4. KonnenTyansHoe mpeoOpa3oBaHne CETEBBIX aIpecoB
(NAT). Tepmunonorus u npuauunsl padotel NAT. IIpoctpanctBo wactasix [Pv4-agpecos.
Cratudeckoe ¥ JuHaMHUYeCKoe ITpeoopasoBanue ceTeBbix aapecoB (NAT). IIpeobpa3oBanue
anpecoB moptoB (PAT). CpaBaennie NAT u PAT. [Ipeumymiecra u Heqoctatku NAT. Ananus
cratudeckoro npeodpaszoBanus NAT. [Ipuniun padots! nunamuueckoro NAT Hactpoiika u
npoBepka NAT, PAT. Ilepeagpecarms mopros. Hactpoitka NAT u nporokona [Pv6.

[Touck u ycrpanenue Henonaok B padore NAT.

B mom uucne npakmuueckux 3auamuii u 1a60pamopHvixX paoom

1 | Hacrpoiika koMmMyTaTopa:

* bazoBas HacTpolika KOMMYTaTOpa;

* Hacrpotika napameTpoB 06€30MaCHOCTH KOMMYTATOPA.
2 | Hactpoiika 6e30macHOCTH KOMMYTaTOpa:

* Hacrpoiixa mporokona SSH;
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* Hacrpoiika ¢pyrkmuu Switch Port Security;
* Tlouck 1 ycTpaHeHHe HEMOAI0K B CHCTeMe 0e30IacCHOCTH TIOPTOB KOMMYTAaTOPa;
OtpaboTKa KOMILIEKCHBIX PAKTHYECKUX HABBIKOB.

3 | Kongurypanus cereit VLAN:
*  Kondurypamms cereit VLAN 1 TpaHKOBBIX KaHAJIOB;
* Ilouck u ycrpanenue Henomnanok B KoHpurypamu VLAN;
*  Peamuzanus cucteMsl Oe3omacHocTH ceTH VLAN;
* Peammsamus cereii VLAN 1715 cerMeHTAIMM CETel MpeIIpHsITHI MaJIOTO U CPEIHEro Om3Heca.
4 | Hactpolika mapumpyTu3aropa:
* Hcnonb3oBaHne KOMaHpl traceroute 171st OOHAPY>KEHUS CETH;
*  JIoKyMEHTHUPOBaHHUE CETH;
* Hacrpoiika uarepdeiicos [Pv4 u IPv6;
* HacTtpoiika 1 mpoBepKa HeOOJBIIION CETH;
HcciiegoBaHue MapLIpyToB € IPSMbIM IOAKJIOYEHUEM.
5 | Hactpoiika MapuipyTi3amim:
* CocraBneHue cxembl ceTd HTepHET;
*  Hacrpoiika 6a30BBIX TapaMeTPOB MAPIIPYTH3ATOPA ¢ TIOMOIIBIO HHTEepderica KOMaH THON
ctpoku (CLI) cucremsr Cisco 10S;
*  Hacrpotika 6a30BBIX IapaMeTpoB MapiupyTuszaropa ¢ nomoiipo CCP.
6 | Mapmpyruzamms mexay VLAN:
*  Hacrpoiika mapmpytuszannu mexxny VLAN nist kaxknoro unrepderica;
*  Hacrpoiika mapmpytuszannu mexxny VLAN Ha ocHoBe cranaapta 802.1Q u TpaHKOBOTO
KaHaJja;
* llouck U ycTpaHEeHHE HETONAA0K B MapuIpyTu3auu Mexay cetssmu VLAN.
7 | Hactpoiika craTnaecKoi MapiipyTH3aIuu:
*  Hacrpotika cratudeckux MapupyToB [Pv4/IPv6 o ymomaanuto;
* Paszpabotka u peanmzarms cxembl anpecanuu [Pv4 ¢ uconszoBannem VLSM;
*  Pacuér cymmapusix mapuipytoB [Pv4 u IPv6;
* llouck 1 ycTpaHeHHE HETONaoK cTaTuueckux MapmpyToB [IPv4 u IPv6.
8 | Hactpolika quHaMHYECKON MapIIpyTH3AIHN:
. HccaenoBanne cXOMMMOCTH;
. CpaBHeHHe METOJIOB BbIOOpa ITyTH B poTokosax RIP.
9 | Hactpotika mporokonoB RIPv2 u RIPng.
10 | Hactpoiika mporokonoB OSPF:
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Hactpoiika 6a3oBoro mporokonaa OSPFv2 mns ogHoit obnactu;
basoBas Hacrpoiika mporokona OSPFv3 st ogHo# 001acTH.

11

I/I3yquHe MCXaHHU3MOB pa60Tm CO CIIMCKaMHM KOHTPOJIA AOCTYIIA:

Harmsmaoe npencraBnenune paborsr ACL-crincka;

Hactpoiika cranmaptaeix ACL-criuckos;

Hacrpoiika crannaptasix uMmeHoBaHHBIX ACL-cIuckoB;

Hacrpoiika ACL-criicka st uamnit VY

Hacrpotika paciupenasix ACL-CIECKOB I pa3iINdHbIX CIICHAPHEB;
ITouck u ycrpaHeHre Henoiaaaok B padore ACL-CITUCKOB;
Hactpoiika ACL-cinckoB IPv6;

OTpaboTKa KOMILIEKCHBIX TPAKTHYECKIX HABBIKOB.

12

Hactpoiika ACL-cinckoB:

HacTtpoiika u mposepka ctangapTHbix ACL-CIHICKOB,

Hacrpoiika u npoBepka orpanndueHnii VIY;

Hactpoiika u mposepka pacumpeHHbix ACL-cruckos;

ITouck n ycTpaneHne HETONaIOK B HaCTpoike U pasmeriennd ACL-
CITUCKOB;

Hacrpoiika u mposepka ACL-crimckoB aist [Pv6.

13

Nzyuenne nporokonaos DHCP:

basosas Hactpoiika DHCPv4 Ha mapmipytuzarope;
basosas nactpoiika DHCPv4 Ha kommyTarope;
ITouck u ycrpanenune Henonanok B pabore DHCPv4;

Hacrpoiika cepsepa DHCPv6 6e3 oTcnexuBaHUSI COCTOSHUS B C OTCIICKUBAHNEM COCTOSHUS;

Iouck u ycrpanenue Henonagok B padore DHCPv6.

14

Uzyuenne nporokonaa DHCP:

Hactpoiika nmporokona DHCP ¢ momomnisto koman Cisco 10S;
OT1paboTKa KOMILICKCHBIX TPaKTHYECKHX HABBIKOB.

15

[Ipeobpa3oBaHue CETEBBIX aIPECOB:

Wzyuenne npuniumna padboter NAT;

HacTtpoiika cratudeckoro u ruHamudeckoro NAT;

Peanu3zanus cratnyeckoro u nuHaMmudeckoro NAT;

HacTtpoiika nepeanpecanyu mopToB Ha Mapiipytusarope Linksys;
[IpoBepka, MOUCK U ycTpaHeHUe Henona ok KoHpuryparmii NAT;
OTpaboTKa KOMIUIEKCHBIX TPAaKTHYECKIX HABBIKOB.

17
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Wzyuenne padorel ¢ NAT u PAT:

* Hactpoiika muHamMmdeckoro u cratudeckoro NAT;

* Hactpoiika NAT-mryna ¢ neperpy3koii u PAT;

* Tlowck u ycrpaneHue Henonaaok konduryparmmii NAT.

Paznen 2. Opranusanmus,
NPUHIMIBI TOCTPOCHUS U
¢GyHKuMOHMpPOBaHNA
KOMIIBIOTEPHBIX ceTel

MJK.01.02. Opranu3auusi,
NPUHIUNBI TOCTPOCHUSA H
(¢yHKnMOHMpOBaHUA
KOMIIBIOTEPHBIX ceTel

326

Tema 2.1. Mapmipyruzanus u
KOMMYTauusl.
MacmradnpoBanme cereit

Cooepoicanue

1

BBenenue B MacmrabupoBanue cereit
Peanmzanus npoekra cetu. [Ipoekt nepapxudeckoii cetu. Pacmpenue cetu. Boibop ceTeBbix
ycrpoiictB. KommyTaimonHoe o6opyaoBanue. MapuipytusaTopsl. YIpaBIsiOIIUe YCTPOMCTBA.

H36bITOuHOCTE LAN

[MonsTust mpoTokona spanning-tree. Ilpennaznadenue nporokona spanning-tree. [IpuHmun padoTs
STP. Tumsr nporokonoB STP. Hacrpoiika mporokona STP. Hactpoiika PVST+. Hactpoiika Rapid
PVST+. [Ipo6aemsl HacTpoiiku STP.

ArpernpoBanue KaHAJIOB

OCHOBHBIE TTOHSTHS arperupOBaHUs KaHAJIOB. ArperupoBaHue kaHanoB. [IpuHImn paboThl
EtherChannel. Hactpoiika arperupoBanus kanano. Hactpoiika EtherChannel. ITpoBepka, mowck u
ycTrpanenue Hermonaaok B pabore EtherChannel

BecnpoBogHbIe JIOKAJIbHBIEC CETH

Konnenmpm 6ecnipoBosiHOM cBsizu. Benenne B 6ecripoBoqHyto cBsi3b. Kommonents ceteit WLAN.
Tononorun cereit WLAN 802.11. IIpunimmnel paboTsl OecpoBOAHOM JTOKaIbHON ceTH. CTpyKTypa
kanpa 802.11. dyHkmoHNpoBaHKe OECIPOBOIHON CBsI3M. YTIpaBiieHHE KaHanaMu. be3omnacHocTh
OeCIpPOBOTHBIX JIOKATBHBIX ceTell. YTpo3sl i cereir WLAN. OGecnieueHne 6€30macHOCTH
WLAN. Hacrpoiika GecripoBoIHBIX JTOKaJIBHBIX ceTeld. HacTpolika 6ecripoBoaHOTO
MapmpyTtuzatopa. Hactpoiika 6ecripoBoAHBIX KIMEHTOB. [louck u ycTpaHeHre Heroiaa0K B padoTe
cereilt WLAN.

110
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HacTtpoiika u ycrpaneHnue HenoJiaaok B padore OSPF nis onHoii o61acTu

Pacmmpennsie mapamerpst mpotokoia OSPF mis omHo# obnacti. MapiipyTr3anyst Ha ypOBHSAX
pacupenenenus u aapa. OSPF B ceTax ¢ MHOKECTBEHHBIM JOCTYIOM. PaciipocTpanenue MapuipyTa
o ymomuanuto. Tounas HacTpoiika uatepdericor OSPF. 3amurta OSPF. YcTpanenue Hemona ok
peanu3zanuu nporokona OSPF mis ognoit obnactu. CocTaBistoniue mpoleaypsl HOUckKa 1
ycTpaHeHus Henoianok B padore OSPF st ogHoit obnactu. Ilouck u ycrpaneHne HeronaaoxK B
mapmpytusaimu OSPFv2 ans ognoit o6nactu. [Touck u yerpanenne nenonanok B OSPFv3 mos
OJHOI1 obsacTi

OSPF nas HecKoJLKHX 00J1acTel

[punnun padotsr OSPF nyis Heckonpkux obnacreid. Haznauenne OSPF st Heckonbkux obnacteit.

[Mpunamun padote! maketoB LSA B OSPF st Heckonbkux obiacreid. Tabimia MapiipyTH3anum 1
tunsl MappyToB OSPF. Hacrpoiika OSPF st Heckonbkux obnacreii. Hacrpoiika OSPF ninst
HeckoJbkuX obnacreil. OowenmuHenne mapmpytoB OSPF. TTposepka OSPF st HeckonmbKkux
obuacreil.

B mom uucne npakmuyueckux 3auamuil u 1a60pamopHsvix pabom

1 | Pa3BeprhiBaHE KOMMYTHPYEMOH CETH C PE3ePBHBIMU KaHAJIAMHU

2 | Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

3 | Hactpoiika npotokona GLBP

4 | OmpeneneHue TUIIOBBIX oMIMOOK KoHurypamuu STP

5 | Hacrpoiika EtherChannel

6 | louck u ycrpanenue Henonaaok B padore EtherChannel

7 | ArperupoBaHue KaHAJIOB

8 | Hactpoiika OecripoBOTHOr0 MapIipyTu3aropa u KIHeHTa

9 | Hacrpoiika 6a3oBoro nporokona OSPFv2 ns onHoit o6macti

10 | Hacrpoiika OSPFv2 B cerr MHOXECTBEHHOT'O JIOCTYTIa

11 | Hacrpoiika pactmpeHHbix yaknuid OSPFv2

12 | Iouck u ycTpaHeHne HEMONIAI0K B paboTe OCHOBHBIX MpoToKoiI0B OSPFV2 u OSPFV3 ans ogHoi
obnacti

13 | [louck u ycTpaHeHHE HETIOAIOK B pabOTe YCOBEPIIEHCTBOBAHHOrO mpoTokosnia OSPFvV2 nis omHoiA
obnacti

14 | Bnanenve HaBbIKAMH TIOMCKA W YCTpaHeHus Henoiaok B pabore OSPF

15 | Hactpoiika OSPFv2 st Heckonbkux obacTei

16 | Hactpoiika OSPFv3 nist Heckonbkux obnactei

17 | Tlouck u ycrpanenue Henonaaok B padbore OSPFv2 u OSPFv3 s Heckobkux obnacTei

64

19



Tema 2.2. CoenuHeHHE CeTei.

Cooepircanue

1

IoakmroyeHue K r100a1bHOM ceTH

00630p TexHoorN# TI00aIpHON ceTu. Llens co3nanust rnodansHbIX ceteil. [IpuHimn padoTs
riobanbpHON ceTH. Bribop TexHomornn riobansHoi cetu. CepBUCHI TII00ATBHON CETH.
HHbpacTpyKTyphl YaCTHBIX TI00abHBIX ceTeil. UH(pacTpykTypa 0011eJOCTYTHOM To0aIbHON
cetu. Be100op cepBUCOB T7100aTBHOM CETH.

CoennHeHne «TOYKA-TOYKA

00630p Mocne0BaTENFHOI0 COSIMHEHUS «TOUKA-TOYKa». CBS3b M0 MOCIe0BATEIbHOMY KaHAITY.
Wnkancymsus HDLC. [puamwmn padote! npotokona PPP. [penmymiecrsa nmpotokona PPP. LCP u
NCP. Ceancel PPP. Hacrpoiika mporokona PPP. Hacrpoiika nporokona PPP. Ayrentudukamnms
PPP. Ornanka coemuaennii WAN. Otnagka PPP.

Peumrenusi LIMPOKONOJIOCHOTO 10CTYIA

Y nanéunas pabora. [Ipenmyiiectsa ynanénuoi padbotel. busnec-TpeboBanus Ui yAaIEHHBIX
pabotHukoB. CpaBHeHHE pelieHni mmpokononocHoro gocryna. Kademns. DSL. becipoBonHbie
HIMPOKOTIONOCHBIE CETH. BBIOOD pelieHuii MMPOKOIOIOCHOTo JocTya. HacTpoiika moakirodeHnii
XDSL. O630p PPPoE. Hactpoiika PPPoE.

3ammTa MeR(pUINAILHON CBA3U

Ceru VPN. OcHogsl cereir VPN. Tunsi cereit VPN. Tynnenu GRE mexny o0bekramu. OCHOBBI
GRE. Hacrpoiixa ryaneneit GRE. O6ume cBenenus 06 [Psec. 3anmra nmporokona IP. Ctpykrypa
nportokona IPsec. Y nanéunsiii nocryn. Pemenus VPN s yaanénnoro noctyna. Cetu VPN
yAAIEHHOI0 AOCTYyIA C UCIoIb30BaHuEM [Psec.

Monutopunr Cern

Syslog. Mpunun padorst Syslog. Hactpoiika Syslog. SNMP. Tpuxuun pabotst SNMP.
Hacrpoiika SNMP. NetFlow. [Tpuniin padotsr NetFlow. Hactpoiika NetFlow. [TpoBepka Mmoneneit
Tpaduka.

Oraaaka ceTn

ITouck u ycTpaHeHHe HEMOJAIOK C MCITOJIb30BAHMUEM CHCTEMHOT0 T0/1X0/1a. JloKkyMeHTanus 1o
ceru. [Iporenypa rnmovcka M ycTpaHeHusI HemonaaoK. M3omsius mpooieMbl ¢ TOMOIIBO
MHOTOYPOBHEBEIX Mojiesel. Otnaaka cetu. CpeacTBa MoucKa U yCTPaHEHUS HETIOIa 0K,
CHMITOMBI ¥ TPUYMHBI OTJIAJKH ceTh. [IoucK u ycTpaHeHHe HeromnaloK cBsi3u B ceTsix IP.

92

B mom uucne npakmuyeckux 3auamuii u 1a60pamopHsIX padom

1 | Hacrpoiika 6a3oBoro PPP ¢ ayrenTudukanueit
2 | Ornanka 6a3oBoro PPP c ayrentudukarnmeit
3 | lIposepka PPP

56
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Hacrpoiika mapmipytusaropa B kadectBe kinuenta PPPoE nns moaxmouennst DSL

Hactpotika Tynaenss VPN GRE 1o cxeMe «TOYKa-TOuKay

Pa3zpaboTka TeXHHUECKOT0 00CTYKUBaHUSI CETH

Hactpoiika Syslog u NTP

W3yuenne nporpaMMHOro obecnedeHus AJisi MOHUTOPUHIA CETH

Hactpotika SNMP

COop u anamu3 ganHbix NetFlow

WHCcTpyMeHTapHii ceTeBOro aMUHNCTPATOpa 11 HaOIIOACHUS

Cooii B pabore cetn

Pa3paboTka foKyMeHTaIuH

Tema 2.3. [IpoekTupoBaHue
APXHUTEKTYPHI JIOKAJIbHOMI
BbIYHCJIMTE/IbHOI ceTH

Cooepircanue

1

TpedoBanusa CHull k 000py10BanNi0 KOMIBIOTEPHBIX ceTei

I'OCT 12.1.003-2014, 'OCT 12.1.005-88, 'OCT 12.2.032-88 Cucrema 0e301macHOCTH TPYAa,
I'OCT P 53246-2008, ISO/IEC 11801:20101adopManimontbie TeXHONIOTHH. CTPYKTYpHUPOBaHHAS
KaOesbHasl cucTeMa ISl MOMEIICHUH 3aKa3uKOB.

ITpoexTupoBanue annaparHoii ( mo 'OCT P 53246-2008 Cucrembl kabebHbIC
CTPYKTypHpOBaHHbIE. [[pOCKTHPOBaHIE OCHOBHBIX y3JI0B cUcTeMbl. OO0Ire TpeOoBaHuUs )
TpebGoBaHMs K KOHCTPYKITUH U 000pYI0BaHHIO anmaparHoi. [IpaBuina MoHTaXa
TEJIEKOMMYHHKAIIMOHHOTO 000pYy/10BaHUsI.

IIpoexTupoBanue kpoccoBbix (I'OCT P 53246-2008 Cucrems! kabenbHbIE CTPYKTYPHPOBAHHBIE.

[TpoexTHpoBaHUE OCHOBHBIX y3JIOB cUCTeMbl. OOIIne TpeOOBaHMS)
Pasmernenne kpoccoBbix. Obume TpeboBaHKs K KOHCTPYKIHMU U 000pYOBAaHHIO KPOCCOBBIX.

KabesbHble Tpacesl noacucreMbl BHyTpeHHUX Mmaructpadeii( mo FOCT P 53246-2008
Cuctemsbl kKaOelbHbIE CTPYKTYpUpOBaHHbIe. [I[poekTpoBaHre OCHOBHBIX Y3JI0B cucTeMbl. O0mue
TpeboBaHus ).

KoHncTpykTuBHBIE TpeOOBaHUS K CTOSIKaM. DJIeMEHTHI (JOPMUPOBaHUS KaOEIbHBIX TPACC Ha
TOPU3OHTAIbHOM ydacTke. [loamoronounsie kabenbpHble KaHaANIbL. [IpUHINTIB U TpaBUIa
noctpoenus kabenpHol npoBonku CKC. Beibop THa 1 Kareropuu Kades.

14 (36)
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TesekommyHukanuonHasi paza npoexrupoBanus (o [OCT P 53246-2008 Cuctemsl
KaOeNbHBIE CTPYKTYpUpOBaHHbIe. [[pOeKTHPOBaHNE OCHOBHBIX Y3JIOB cHCTeMbl. O0mIHe TpeOOBaHUs
u 'OCT P 53245-2008 Cucrembl kabelbHbIE CTPYKTYpPUPOBaHHBIE. MOHTaX OCHOBHBIX Y3JIOB
CUCTeMbI. MEeTObI HCTIBITAHHS)

CxeMbl COeTMHEHHUS TPYIIIOBBIX YCTPOHCTB CETEBOro 000pyaoBaHus. Pacuer nuHeiHbIX kabenei
MarucTpajbHbIX MOACUCTEM. Pe3epBUpOBaHIE MATUCTPAIIBHBIX MTOJCUCTEM. [IPUHIMIIBI U CLIOCOOBI
HO/IKJIFOUEHHSI CETEBOTr0 000PYIOBAHUSL.

IlpoekTHasi JOKYyMeHTaLUSs

[MpuHIMIBI U TpaBUIIa opopmiieHns npoekTHoi nokymenTanuu (mo 'OCT 2-105-95 ECK/I.
OO6mme TpeOoBaHMsI K TEKCTOBBIM JJOKYMEHTaM).

Pa6oune ueprexxu. Ocodennoctu opopmiuenus crerudukanun (mo [OCT 2.109-73 u TOCT 2.108-
68 (ct COB 2516-80) ).

B mom yucne npaxmuueckux 3auamuil u 1a060pamopHuIx padom 22
1 | MoHTaxX TeJIEKOMMYHHKAIIMOHHOT'O 000PYI0BaHUS
2 | Hocrpoenue xabenpHoM ipoBoakr CKC. Pacuer MarucTpaibHBIX OJCHCTEM
3 | Cnocobbl MOAKIIIOUEHHs ceTeBoro obopyaoBanus. Hacrpoiika Wi-Fi-poyrepa.
4 | Pa3paboTka paboumx yepTexkeil u crenuruKaniu
5 | IlporpamMmHbIe cpeAcTBa MPOSKTHPOBAHMSI JIOKAIBHBIX CETEl
6 | Pacuér BcnomoraTeabHOro 000py0BaHus
7 | Pacuer PDV, PVV u Harpy3ku Ha IPOEKTUPYEMYIO CETh
8 | Pa3pabotka u odopmIicHHE MPOSKTHON TIOKYMEHTAIUH
9 | Ilopsiiok TecTUpOBaHMS M NPUEMO-CIIATOYHBIX HCIIBITAHUN CETH
Kypcoeoii npoexm 30
TemaTruka caMocTOATEILHON y4eOHOI padoThI:
1. Cucremaruueckasi mpopabOTKa KOHCIIEKTOB 3aHSTHIA, yueOHOH U CrIeIIMaIbHOW TEXHUYECKOM JIUTEPaTyphI.
2. KOHCIEKTHpOBaHHE TEKCTa, paboTa CO CIIOBApSIMHU M CIPABOYHHUKAMH, 03HAKOMIICHHE C HOPMATHBHBIMH JIOKYMEHTaMH, Y4eOHO-HCCIIEI0BATENbCKAs
paboTa mpu caMoM IIUPOKOM HcHoIb30BaHNu VHTepHeTa u apyrux | T-TrexHonoruit.
3. TlpoexrHbie hopMbl pabOTHI, MOATOTOBKA COOOIIEHHH K BRICTYIUICHHIO HA CEMUHAPaX U KOH(QEPEHIUIX; TIOATOTOBKA pedepaToB, JOKIa0B.
4. HO,HI‘OTOBKa K J'Ia60paTOpHLIM 1 MPAKTUYCCKUM pa60TaM C UCIIOJIB30BAHUEM MCTOIUYCCKHUX peKOMeHZ[aIII/Ifl npenojaaBareis, O(I)OI)MJ'IGHI/IG
Ha60paT0pHO-HpaKTI/I‘leCKI/IX pa60T, OTUY€TOB U IIOATOTOBKA K HMX 3alIUTC.
Y4eOHas npakTHKA
y4aCcTUE€ B IIPOCKTUPOBAHUN CETEBOM I/IH(bpaCprKTypBI; 216

y4acTHe B OpPraHHU3alMHU CETEBOTO AIMHHICTPHPOBAHMUS;
" DKCIITyaTalusi 0ObEKTOB CETEBOH HH(PPACTPYKTYPHI;
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" yuacTue B YIIpaBIEHUU CETEBBLIMU CEPBUCAMU;
" yuacTue B MOJIEpHHU3ALIMHU CETEBON UHPPACTPYKTYPHI;
" cOOp MAHHBIX JUIS AHAK32 UCTIOIb30BAHUS U
(hyHKIIMOHMPOBAHMS IPOTPAMMHO-TEXHUUECKUX CPEICTB
KOMIIBIOTEPHBIX CETeH.
ydacTue B pa3paboTKe METOJIOB, CPECTB U TEXHOJIOTHH
NIPUMEHEHHsT 00BbEKTOB NMPO(ECCHOHATIBHOM e TeTbHOCTH;
npoBezieHHe NPO(UIAKTHYECKUX PA0OT Ha 0OBEKTaX CETEBOU
MH(PACTPYKTYPHI U PabOUUX CTAHIIUIX;
" yuacTie B MHBEHTAPU3ALMH TEXHUYECKUX CPEJICTB CETEBON
MH(PACTPYKTYPBI, OCYLIECTBICHHE KOHTPOJISI TOCTYIHBIIETO
13 peMOHTa 000pyIOBaHUS;
" 3aMeHa pacXOIHBIX MATEPHATIOB U MEJKUI PEMOHT
nepudepruitHoro 000pyIOBaHMsI, ONPEACIECHUE YCTAPEBIIETO
000pyIOBaHMS ¥ TPOTPAMMHBIX CPEJICTB CETEBOM

MH(PACTPYKTYPHI.

IIpousBoacTBeHHANA TPAKTHKA

VY4acTue B ynpaBIeHHN CETEBBIMH CEPBUCAMU;

VYygacTrie B MOJEpHU3AINH CETEBOH HHPPACTPYKTYPHI;

C6op IaHHBIX JUIS aHAINW3A UCIIOIb30BAHUA U (DYHKIMOHUPOBAHUS IIPOrPAMMHO-TEXHUUECKHX CPEJICTB KOMIIBIOTEPHBIX CeTeil;

[poBenenue npodunakTuueckux padoT Ha 0OBEKTAX CETEBOI HHPPACTPYKTYPHI U PA0OUNX CTAHIIHSX; 180
VYuacTre B MHBEHTapU3alUHl TEXHUUECKUX CPEACTB CETEeBOH HH(PACTPYKTYPHI, OCYILIECTBIEHHE KOHTPOJI OCTYUBILETO U3 PEMOHTa 000pYA0BaHNUS;
3aMeHa pacXOAHBIX MaTepUAIOB U MEJIKUIl PEMOHT nepudepuitHoro 060py0oBaHus, OpeielIeHIe YCTapeBLIero 000pyA0BaHNs 1 IPOrPAMMHBIX
CPEIICTB CeTeBOI MH(PPACTPYKTYPHI.
IIpoMe:kyTOYHAas aTTecTAlUA IK3aMeH 10 MOAYJII0 12

Bcero

974
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3. YCJIOBUA PEAJIM3AIIUU TPOI'PAMMBI ITIPO®ECCHUOHAJIBHOI'O MOYJIA

«IIM.01 BBIIIOJTHEHUE PABOT 110 MIPOEKTUPOBAHWIO CETEBO HH®PACTPYKTYPbI»
3.1. [las peajau3anuu nporpaMmMsl npogeccHOHATBHOI0 MOIYJISl 10JKHbBI ObITH MPeAyCMOTPEHbI

CJIeayrouue CneumajabHbIC TOMEIICHUSA

Jlabopatopusi «OpraHuzanusi ¢ TPHHIMIBI TOCTPOSHUS KOMIBIOTEPHBIX  CHCTEM),
OCHalleHHbIE B cooTBeTcTBUU C M. 6.1.2.1. [IpumepHoil mporpammsl mo creruaitbHoct 09.02.06
«CeTeBoe U CHCTEMHOE aIMUHUCTPUPOBAHHEY.

Crymusa IlpoekTupoBaHMs M JAM3ailHa CETEBBIX AapXUTEKTyp M HWH)KEHEPHOW rpaduku,
OCHalleHHAasi B cOOTBeTCTBUU ¢ M. 6.1.2.2. Ilpumepnoii nporpammsl mo crnenunanbHoctu 09.02.06
«CereBoe ¥ CUCTEMHOE aIMUHUCTPUPOBAHUEY.

OcHamiennble  0a3bl MPAKTHKHA, B COOTBETCTBHUM ¢ 1 6.1.2.3 IlpumMepHOil mporpamMmsbl IO
cnenuanbHocTH 09.02.06 «CeTeBoe 1 CUCTEMHOE aIMUHUCTPUPOBAHUEY.

3.2. UndopmanoHHoe o0ecnieyeHne peaJu3alui NPorpaMMbl

Jnst peanu3zanyy mporpaMMbl OHONMHOTEUHBIH (OHI 00pa30BaTENLHON OpraHM3AIMK JTODKEH UMETh
nevyaTHble W/MIM DJIGKTPOHHBIE 00pa3oBaTelibHbIE W HMH(OPMAIMOHHBIE PECYpPChl, PEKOMEHIyeMbIE JUIS
UCIIOJB30BaHUs B 00Pa30BaTEIbHOM IIPOLIECCe.

3.2.1. IleyaTHble U3aAHUS
1.H.B. Makcumos, N.1. [Tono. Komnbiotepusie cetu [ DnekTpoHHBIH pecypc]: yuaebd. [Tocodue -M.:
OOPYM: UHOPA-M 2017.
2.HoBoxwunos E.O. Kommnetorepasie cetn.—M.: OUL] «Akanemusi, 2013. Menexun B.®.
3 .BeIUHCIUTEIbHBIC MAIIMHEL, CUCTEMBI U ceTH, M., Axagemus», 2007,10r.
4.E.B.MuxeeBa Uudopmartuka, yaeonuk, M., Akagemusi», 2007,08r.
5.E.A KonmbikoBa MHpopmaTrka, yuednuk, M., «Axkagemus»,2007r.
6.E.B.Muxeesa [Ipaktuky™m mo HHGpOpPMATHKH, y4. Toc., M., «Akanemus», 2007,08r.
7 Menexun B.®D. BerauciauTenbHBIC MAIIUHBL, CHCTEMBI B ceti, M., Akagemusy», 2007,10r.
8.E.B.MuxeeBa Undopmaruka, yaeOnuk, M., Akagemusi», 2007,08r.
9.E.A . KonmsikoBa MudopmaTika, yueOHuk, M., «Axkagemus», 2007t
10.E.B.MuxeeBa [Ipaktrkym mo nHpopMaTiky, y4. moc., M., «Akagemus», 2007,08r.

3.2.2. DJeKTpOHHBIE U3AaHUS (JIEKTPOHHBbIE Pecypchl)
3.2.3. /lonoTHUTEIbHBIE HCTOYHUKH (1pU HEOOXOOUMOCHIL)

4. KOHTPOJIb H OLJEHKA PE3Y/IbTATOB OCBOEHHA IIPO®ECCHOHA/IBHOI'O MO YJIA

«IIM.01 BBITIOJTHEHUE PAKOT I10 ITPOEKTHPOBAHHUIO CETEBOH HH®PACTPYKTYPbI»

Kon u HaumenoBanune
npodecCHOHANTBHBIX U
OOIIMX KOMIIETEHIIHH,
(hopMHpYEMBIX B paMKax
MOYJISt

Kpurepuu ouenku Mertozpl OLICHKH
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[IK 1.1. Beimonusars
MIPOEKTHPOBAHHE
KaOeNbHOU CTPYKTYPBI
KOMITBIOTEPHOM CETH.

O1eHKa «OTJIMYHO» - TEXHUYECKOE
3aJjaHue IPOAHAIM3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJIaHUIO U O()OPMIICH B
COOTBETCTBUHU CO CTaHAApTaMH,
MOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBI.

OreHKa «XOPOILIO0>» -aJTOPUTM
pa3paboTaH, opOpMIICH B COOTBETCTBHH
CO CTaHJAPTaMH M COOTBETCTBYET
3aJIaHHIO, TIOSICHEHBI €r0 OCHOBHBIC

CTPYKTYPBL

OreHka «y10BJIETBOPUTEJIbHO» -
QITOPUTM pa3padoTaH U COOTBETCTBYET
3aJJaHuIo.

Ok3amen/3aueT B popme
cobeceIOBaHMSI:
MPAaKTHYECKOEe 3a/IaHUE T10
MOCTPOCHHUIO aliTOPHTMA B
COOTBETCTBUH C
TEXHUYECKHUM 33/IaHUEM

3amuTa OT4EeTOB 110
MPAKTUIECKAM M
J1a00pPaTOPHBIM padboTaM

[IK 1. 2. OcymiecTBisTh
BEIOOP TEXHOJIOTHH,
WHCTPYMEHTAJIBHBIX
CPEJICTB M CPEJICTB
BBIYHCIUTEIHHOM
TEXHUKH TIPH
OpraHu3aIyy Iporecca
pa3paboTKu u
HCCJIEI0BaHNs OOBEKTOB
npodeccroHaNbHON
JEATENLHOCTH.

OreHKa «OTJHYHO» - TEXHHYECKOE
3aj7laHKe TPOAHAIN3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHHYECKOMY 33JaHHIO 1 OOPMIICH B
COOTBETCTBHU CO CTaHIapTaMH,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.

OreHka «X0pOoLI0» -aJTOPUTM
paspabotan, ohopMIIEH B COOTBETCTBUU
CO CTaHJAPTaMH M COOTBETCTBYET
3aJIaHHIO, TIOSICHEHBI €r0 OCHOBHBIC

CTPYKTYpBL

O1ieHKa «yT10BJIETBOPUTETBLHOY -
aJITOPUTM pa3paboTaH U COOTBETCTBYET
3aJIaHHIO.

Ok3amMeH/3aueT B popme
cobece10BaHHUS:
MPAaKTHYECKOE 3a/IaHue I10
MOCTPOSHUIO aJITOPUTMa B
COOTBETCTBHUU C
TEXHUYECKUM 3aJlaHHEM

3ammra 0T9eTOB 10
MPAKTUICCKUM U
J1a00PaTOPHBIM padboTaM

[IK 1. 3. OGecnieunBarp
3amuUTy nHGOPMaINH B
CETH C HCIOIb30BAaHHEM
IPOrpaMMHO-
anmapaTHBIX CPEJICTB.

O1eHKa «OTJIMYHO» - TEXHUYECKOE
3aJjaHue MPOAHAIU3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEeXHHYECKOMY 33JaHHIO 1 0(OPMIIEH B
COOTBETCTBUHU CO CTaHAapTaMH,
MOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBHI.

Or11eHKa «XOPOII0» -aJITOPUTM
pa3paboTaH, opOpMIICH B COOTBETCTBHH
CO CTaHIAPTaMH M COOTBETCTBYET
3aJIaHKIO, TIOSICHEHBI €r0 OCHOBHBIC

CTPYKTYpBL

Ouenka «YAOBJICTBOPHUTEC/IbHO> -
aAJIrOpUT™M p33p2160T aH U COOTBCTCTBYCT
3aJ1aHHUIO.

Ok3ameH/3aueT B popme
co0ece10BaHHUs:
MPAaKTHYECKOE 3a/IaHue 110
MOCTPOEHHUIO allTOPUTMA B
COOTBETCTBHUU C
TEXHUYECKUM 3aJlaHHEM

3amuTa OT4ETOB 10
MPAKTHIECKIM U
nabopaTOpHBIM paboTam
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[IK 1. 4. Tlpuanmats
y4acTHe B IPUEMO-
CIATOYHBIX UCTILITAHUSIX
KOMITBIOTEPHBIX CETeH U
ceTeBoro 00opya0BaHHS
Pa3IMYHOTO YPOBHS U B
OIICHKE KayecTBa U
SKOHOMUYECKOU

3¢ ()EeKTUBHOCTH CETEBOM
TOIOJIOTUH.

O1eHKa «OTJIMYHO» - TEXHUYECKOE
3aJjaHue IPOAHAIM3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJIaHUIO U O()OPMIICH B
COOTBETCTBUU CO CTaHAAPTaMH,
MOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBI.

OreHKa «XOPOILIO0>» -aJTOPUTM
pa3paboTaH, opOpMIICH B COOTBETCTBHH
CO CTaHJAPTaMH M COOTBETCTBYET
3aJIaHHIO, TIOSICHEHBI €r0 OCHOBHBIC

CTPYKTYPBL

OreHKa «y10BJIETBOPUTEJIbHO» -
QITOPUTM pa3padoTaH U COOTBETCTBYET
3aJJaHuIo.

Ok3amen/3aueT B popme
cobeceIOBaHMSI:
MPAaKTHYECKOEe 3a/IaHUE T10
MOCTPOCHHUIO aliTOPHTMA B
COOTBETCTBUH C
TEXHUYECKHUM 33/IaHUEM

3amuTa OT4EeTOB 110
MPAKTUIECKAM M
J1a00pPaTOPHBIM padboTaM

IIK 1. 5. BEIIOJTHATE
TpeOoBaHMs
HOPMAaTHUBHO-
TEXHHUYECKOH
JIOKYMEHTAIlNH, UMETh
OITBIT O()OPMIICHHS
MPOEKTHOMN
JIOKYMEHTAIIVH,

OreHKa «OTJHYHO» - TEXHHYECKOE
3aj7laHKe TPOAHAIN3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHHYECKOMY 33JaHHIO 1 OOPMIICH B
COOTBETCTBHU CO CTaHIapTaMH,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.

OreHka «X0pOoLI0» -aJTOPUTM
paspabotan, oopMIIEH B COOTBETCTBUH
CO CTaHJAPTaMH M COOTBETCTBYET
3aJIaHHIO, TIOSICHEHBI €r0 OCHOBHBIC

CTPYKTYpBL

O1ieHKa «yT10BJIETBOPUTETBLHOY -
aJITOPUTM pa3paboTaH U COOTBETCTBYET
3aJIaHHIO.

Ok3amMeH/3aueT B popme
cobece10BaHHUS:
MPAaKTHYECKOE 3a/IaHue I10
MOCTPOCHUIO AJITOPUTMA B
COOTBETCTBHUU C
TEXHUYECKUM 3aJlaHHEM

3ammra 0T9eTOB 10
MPAKTUICCKUM U
J1a00PaTOPHBIM padboTaM

OK 01. Beibupars
crocoOBbl perIeHus 3a1a4
npodeccroHanbHON
JeSTEeIbHOCTH,
MPUMEHUTEIBHO K
Pa3IMYHBIM KOHTEKCTaM.

— 000CHOBaHHOCTB ITOCTaHOBKH 11€J1H,
BBIOOPA ¥l IPUMEHEHUS METO/IOB U
CIIO0CO0O0B pelIeHHs POPeCCHOHATEHBIX
3aj1a4;

- aJICKBaTHAs OLICHKA U CaMOOLICHKa

3¢ (dEKTUBHOCTH ¥ KauecTBa
BBITIOJTHEHHU S TPO(ECCHOHATBHBIX 3a/1a4

OIT 02.0OcymiecTBIsITh
MIOUCK, aHaJIN3 1
MHTEPIPETAIIO
nHpOpMaInH,
HEOO0XOIMMOM JIs
BBIITOJTHEHHS 33,149
npodeccuoHaNbHON
JEeSITeIIbHOCTH.

- UCTIOJIb30BaHUE PA3IMYHBIX
MCTOYHUKOB, BKITIOUas 3JIEKTPOHHBIE
pecypcbl, Meauapecypcsl, IHTepHeT-
pecypchl, IEPHOANYECKUE U3IaHUS IO
CHENMAaTbHOCTH JIsl PEIICHUS
npohecCuOoHaIBHBIX 3a/1a9

OK 03. [InanupoBats 1

- AEMOHCTpalrsa OTBETCTBEHHOCTH 3a

NuTtepnperanus
PE3yIIbTaTOB HAOIIOICHHIA
3a IeATEeIbHOCTHIO
o0yyarorerocs B mpoiecce
OCBOCHHSI
00pa3oBaTenbHOMI
pOrpamMMbl

OkcnepTHOe HabII0IeHUE U
OIIeHKA Ha JJabOpaTOpHO -
MPAKTUUECKUX 3aHATHUSX,
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peann3oBbIBATH
coOcTBeHHOE
podeCCUOHATBHOE 1
JIMYHOCTHOE Pa3BHTHE.

HPHHSATBIC PELICHUS
- 000CHOBaHHOCTh CaMOAHAIIN3a 1
KOPPEKLUSI PE3YIIbTaTOB COOCTBEHHOM
paboTsl,

OK 04. Paborats B
KOJUIEKTHBE U KOMaHJIE,
a¢dexTnBHO
B3aMMO/IEHCTBOBATE C
KOJUIETaMH,
PYKOBOJICTBOM,
KIIHECHTAMU.

- B3aMOJICHCTBHE C 00YJaIOIIIMUCH,
IperofaBareIsiMi U MacTepaMH B XOJIe
o0ydeHus, C pyKOBOIUTEISIMI yaeOHOM
Y TIPOW3BOJICTBEHHOW MPAKTHK;

- 000CHOBaHHOCTH aHaJH3a PaOOThI
YJICHOB KOMaH/IbI (ITOAIHHEHHBIX )

OK 05. OcymiecTBsITh
YCTHYIO ¥ TUCHBMEHHYIO
KOMMYHHKAIIUIO Ha
TFOCYIapCTBEHHOM SI3bIKE
C Y4eTOM 0COOCHHOCTEH
COIIMAILHOTO H
KYJBTYPHOTO KOHTEKCTA.

-TPaMOTHOCTb YCTHOM M IIMCBMEHHOU
peun,

- ICHOCTH (hOpMyIHPOBAHUS U
W3JI0KEHUS MBICIIEN

OK 06. TlposBiars
rpaskaaHCKoO-
MaTPUOTUYECKYIO
MO3UIUIO,
JIEMOHCTPHPOBATH
OCO3HAHHOE IIOBEJCHUE
Ha OCHOBE

- COOJII0IeHNE HOPM TIOBEJICHUS BO
BpeMsi yUeOHBIX 3aHATHI H
MIPOXOXKICHUS YIeOHOH 1
IPOU3BOJICTBEHHOW TPAKTHK,

0011Ie4eNTOBEYeCKUX

LIEHHOCTEH.

OK 07. ConeiicTBOBatTh - 3¢ EKTUBHOCTD BBITIOTHEHUS MTPABUIT
COXPaHEHUIO Tb BO BpeMs yueOHBIX 3aHSATHIA, TIPH
OKpYaloIlel Cpeibl, MPOXOXKICHUN YIeOHOM 1
pecypcocOepekeHuro, MPOU3BOJICTBEHHOM MPAKTHUK;
a¢dexTuBHO - 3HaHWE U UCIIOJIb30BaHNE
JIeiCTBOBATH B pecypcocOeperarommx TeXHOJIOTUH B
Ype3BbIYANHBIX 0o0macTH TeIeKOMMYHHUKAIIII
curyanusx.

OK 08. Hcmonp30Barh
cpelcTBa (PU3UIECCKOMH
KYJBTYPBI JIJIsI
COXpaHCHHUS
YKPETUJICHUS 3I0POBbS B

- 3¢ (}eKTUBHO HUCIOIB30BATh CPEICTBA
(hm3HIeCcKOi KyIbTypbl ISl COXpAaHEHUST
Y YKPEIUICHUS 3JI0POBbBS B TIPOIECCE
npodecCHOHANTBEHON IeATEILHOCTH 1
noi/IepKaHre HEe0OXOAUMOro YPOBHS

mporecce (u3MYEeCKOi OATOTOBICHHOCTH.
npodeccroHanbHON

TSI TEILHOCTH U

noJiepkaHue

HE00XO0IUMOro YPOBHS

(busnveckoit

MOJTrOTOBJIEHHOCTH.

OK 09. Ucnonb3oBarh - 3¢ EKTUBHOCTD UCITOIH30BAHUS
nH(OpPMaIMOHHBIC UH(}OpMAIMOHHO-KOMM yHUKaIIMOHHBIX
TEXHOJIOTUH B TEXHOJIOTHH B TIPpOodeccroHaTbHOMI
npodeccuoHaNbHON JESTETHLHOCTH COTIIaCHO (hOPMHUPYEMBIM
JeSITETBHOCTH. YMEHHSIM 1 TIOJTy9aeMOMY

IMMPAKTUYCCKOMY OIIBITY,

IIPH BBINOJIHEHUU palboT 1o
yaeOHO 1
MIPOU3BOACTBEHHOU
MpaKTUKaM

DK3aMeH
KBaJM (DUKAITMOHHBIT
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OK 10. [Tonb30Barscs
npodeccroHanbHON
JOKyMEHTAIMEN Ha
rOCyJapCTBEHHOM H
WHOCTPAHHOM SI3BIKE.

- 3¢ EKTUBHOCTD HCIIOJH30BAHUS B
npodecCHOHANBHON TEATSIBHOCTH
HEOOXOIUMOM TEXHUIECKOI
JIOKYMEHTAIIMH, B TOM YHCJIC Ha
AHTJIIUHNCKOM SI3BIKE.

OK.11. TInanupoBarb
MIPEeIPUHIMATENIBCKYIO
JeSTeHbHOCTD B
npodeccroHaTbHON

chepe

- 3(heKTHBHO TIAHKPOBATH

TIpe AN PUHIMATENECKYIO IeSITeTTFHOCTD B
npohecCuoHaIBHON cdepe nmpu
MpoBeNeHNH paboT 1Mo
KOHCTPYHUPOBAHUIO CETEBOM

UHPPACTPYKTYPHI
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JIMCT USMEHEHUN U JTOIIOJIHEHUI, BHECEHHBIX

B PABOYVYIO ITPOTPAMMY

No HU3MCHCHUA, JaTa BHCCCHIA N3MCHCHMA, No CTpaHUILIbI C U”BMCHCHUEM

BbIJ1O

CTAJIO

OcHoBanmue:

IMoxnuck JJUIAa BHECIIEr 0 M3MEHEH U
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	1.1.2. Перечень профессиональных компетенций

