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1. OBIIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI

MNPO®ECCHUOHAJIBHOI'O MOAYJIA

«IIM.03 Ikcmiryatanus 00bEKTOB ceTeBO MHPPACTPYKTYPbD»

1.1. Heabp u mecTo nNpodeccCHOHATBHOT0 MOAYJS B CTPYKTYype
o0pa3oBaTe/ibHOW NMPOrpaMMbl

]_ICJ'IB MOAYyJd: OCBOCHHC BHAA ACATCIBHOCTH ((BKCHJIyaTaHI/IH 00BEKTOB CETEBOM

UHGPACTPYKTYPBI».

[IpodeccronanbHblii MOAYJdb BKJIIOYEH B 00s3aTENbHYIO YacThb 00pa3oBaTeIbHOMN

IIPOrpaMMBI 110 BBIOOPY.

1.2. Inanupyemble pe3yJbTaThl 0CBOCHHUS NPO(PecCHOHATBHOI0 MOAYJIS

Pe3ynbrartel ocBoeHUS MPOPECCHOHATBHOIO MOAYJS COOTHOCSTCS C IJIaHUPYEMbIMU
pe3yjibTaTaMl OCBOEHHUS 00pa30BaTEeNbHONW IPOrpamMMBbl,

KOMIETeHIUH BbimyckHUKA (11. 4.3.3 OOII).
B pesynbTaTe 0CBOCHHS MPOMECCHOHATBHOIO MOYIIS 00 YUarOIMHACS JOTIKEH

npeaACTaBJICHHBIMK B MAaTPHLC

Kon OK;, Ymerhb 3Harthb Baaaerh HaBBIKAMHU

IIK

OK.01 pacro3HaBaTh 3a/1a4y aKTyaJIbHBIN
u/uiu npooiemy B po¢eCCUOHATBHBIN 1
po(heCCHOHATTLHOM /TN | COIMATBHBIA KOHTEKCT, B
COLIMATTbHOM KOHTEKCTE, KOTOPOM MPUXOIAUTCS
aHaJIM3UPOBATh U paboTaTh U KUTh;
BBIJICTISITH €€ COCTaBHbBIE CTPYKTypa IUTaHa JJis
4acTH, pelieHus 3a1a4,
OTIPEEIISATh ATAIbI AITOPUTMBI BHITIOTHEHUS
pelieHus 3a1a4u, paboT B
COCTaBIATH TUIaH npodeccCuoHaNbHOM U
NEHCTBUS, pEATM30BBIBATh | CMEXKHBIX 00JIaCTsIX;
COCTaBIICHHBIN TUIaH, OCHOBHBIE HCTOUHUKH
onpeAensiaTh HeoOXouMble | THPOPMAIIUU U PECYPCHI
pECYpCBHI; JUTSL pEIICHU 3a/1a4 U/ UITu
BBISBJIATH U 3Q(QEKTUBHO | pobeM B
UCKaTh WHPOPMAITHIO, npodeccHoHaTEHOM /WU
HEOOXOAUMYIO JIJIst COIMAJTLHOM KOHTEKCTE;
pelleHus 3aa9y U/ UIn METOJIbI pabOTHI B
poOIEMBI; poecCHOHATLHOMN 1
BJIQJIETh AKTyaJbHBIMH CMEXHBIX chepax;
METOJITaMH paOOTHI B MOPSITOK OICHKH
npodhecCHOoHANBHOM U PE3yIbTAaTOB PEIICHHUS
CMEXHBIX chepax; 3aja4 rnpodeccruoHaIbHON
OIICHUBATh PE3YIbTAT U JESITEIbHOCTH;
MTOCJICICTBHSI CBOUX
JEUCTBUN
(caMOCTOSATETHLHO WIIH C
MOMOIIIbIO HACTABHUKA);

OK.02 ONpeAeNIATh 3a0a4M JJIst HOMEHKJIATypa

1
bepymces ceéedenus, yxazannvle no 0annomy udy desimenvHocmu 6 n. 4.2.




Mmoucka nHQopManuu,
TUTAHUPOBATH MTPOIIECC
MIOWCKa, BBIOMPATh
HEO0OXOAUMbIE UCTOYHUKHU
nHpopmanuu;

BBIJICTISTH Hanbouiee
3HAYMMOE B TIEPEYHE
uHpopManuy,
CTPYKTYPUPOBATh
MOJTy4aeMyIo
uHpopmaruto, ohopMIIATH
pe3yJIbTaThI TOUCKA;
OLICHUBATh MPAKTHYECKYIO
3HAYUMOCThH PE3YJIbTATOB
TIOUCKA;

MPUMECHSITH CPEJICTBA
UH(POPMAIIMOHHBIX
TEXHOJIOTHH JIJIsl pEIICHUS
poeCCUOHATILHBIX
3a1ad;

UCIIOJIb30BaTh
COBPEMEHHOE
POTPaMMHOE
oOecrieyeHue B
npodeccuoHaNbHOM
JeSITCIIBHOCTH;
UCIIOJIb30BaTh PA3INYHbIC
u(poBbIe CpecTBA IS
peleHus

PO eCCHOHATBHBIX
3a/1ay;

WH(pOpPMAITMOHHBIX
HCTOYHUKOB,
MPUMEHSIEMBIX B
podecCHOHATBLHOM
JeSITEIIbHOCTH;
MIPUEMBI
CTPYKTYpUPOBAHUS
uHpOpMaINK;
dbopmat opopmieHuUs
pe3yIbTaTOB MOMCKA
nHpopMmanuu;
COBpPEMEHHBIE CPEACTBA U
yCTpPOUCTBA
uH(pOopMaTu3aLuy,
MOPSAIOK X IPUMEHEHUS
U IPOTrpaMMHOE
obecrieyeHue B
poQeCCHOHAIBHON
JESITEIbHOCTH, B TOM
qrcie HuppoBbIe
CpEeJICTBA;

OK.03

OMpECACIIATh aKTYaJIbHOCTD
HOPMAaTHUBHO-TIPABOBOM
JIOKYMEHTAllNH B
npodeccuoHanbHOM
JCSITeTbHOCTH,
NPUMEHSTh COBPEMEHHYIO
HAay4YHYIO
po¢eCCUOHATBHYIO
TEPMHUHOJIOTHIO;
OTIPENeNATh U
BBICTPaUBaTh TPACKTOPUU
npodeccuoHaIbHOTO
pa3BUTHS U
camMo00pazoBaHus;
BBISIBJIATH JOCTOUMHCTBA U
HEJIOCTATKU
KOMMEPYECKOU UIeH;
OIIpENIEIISATh
WHBECTUIIMOHHYIO
IMPUBJICKATCIIbBHOCTH
KOMMEPYECKHUX UJIEH B

CoAEep)KaHUE aKTyaJIbHOMN
HOPMAaTHBHO-TIPABOBOM
JOKYMEHTAIIH;
COBpEMEHHas Hay4Has 1
npodeccuoHaIbHAs
TEPMUHOJIOTHS;
BO3MOYKHBIE TPACKTOPHUHU
npodeccHoHaTBEHOTO
pa3BUTHS U
camMo00pa30BaHus;
OCHOBBI
NpeaNpUHIMATENbCKON
JIeATEITbHOCTH, IIPABOBOU
U (UHAHCOBOM
IPaMOTHOCTH;

npaBuiIa pa3paboTKu
MIPE3CHTAIHH;

OCHOBHBIE 3TAaIlbl
pa3pabOTKH U pean3auu
MPOCKTA;




paMKax
npohecCHOHATBLHOM
NEeSITeTIbHOCTH, BBISIBIISITh
UCTOYHUKHU
(bUHAHCUPOBAHHS,
MPE3EHTOBATh UCH
OTKPBITUSI COOCTBEHHOT'O
Jiena B
npogeCcCuOHATHLHON
JESITEIIbHOCTH;
OIPENeNATh UCTOYHUKU
JIOCTOBEPHOM IIPaBOBOM
nHpopmanuu;
COCTaBIISITh PA3INIHBIC
NIPaBOBBIC JIOKYMEHTHI;
HAXOJUTh HHTEPECHBIC
NPOCKTHBIC UJICH,
IrPaMOTHO UX
bopMyHpoBaTh U
JIOKyMEHTHPOBATE;
OLICHUBATh
YKU3HECITOCOOHOCTh
MIPOEKTHOM HJIEH,
COCTaBJISITh TUIAH MIPOCKTA;

OK.04 OpPraHU30BBIBATH PabOTY IICUXOJIOTMYECKHE OCHOBBI
KOJUJIEKTHBA U KOMaH/Ibl; JeSITEIIbBHOCTH
B3aMMOJEMCTBOBATH C KOJIJIEKTHBA;
KOJUJIETaMH, MICUXOJIOTHYECKHE
PYKOBOJCTBOM, 0COOEHHOCTH JIMYHOCTH;
KIIMEHTaMH B X0JIe
npodeccuoHaNbHOM
JIeSITEIbHOCTH;

OK.05 IPaMOTHO U3JIaraTh CBOM | MpaBuiia 0(hOpMIIEHUS
MBICITH U 0OPMIISITh JIOKYMEHTOB;
JIOKYMEHTBI 110 IpaBUiIa MOCTPOCHHUS
npodecCuOHATbHON YCTHBIX COOOIIECHUH;
TEeMaTUKe Ha 0COOEHHOCTH
rOCy/1IapCTBEHHOM SI3bIKE; | COLIMAIBHOTO U
HPOSIBIIATH TOJIEPAHTHOCTh | KYJIBTYPHOTO KOHTEKCTa,
B pab04YeM KOJJICKTHBE;

OK.06 IIPOSIBIIATH TPAXAAHCKO- CYIIHOCTb I'PaKJaHCKO-

aTPUOTUYECKYIO
TIO3UITHIO;
JIEMOHCTPHUPOBATH
OCO3HAHHOE TTOBEJICHHUE;
OIINCBhIBATHh 3HAYNMOCTH
CBOEH CIIEIHaIbHOCTH;
MIPUMEHSATH CTaHIAPTHI
AHTUKOPPYIMIIMOHHOTO
TTOBEJICHMUS;

MaTPUOTHYECKOU
MO3UIINH;
TPATUITHOHHBIX
0011IeYeIIOBEYECKHIX
IICHHOCTEH, B TOM YHCIIE C
Y4€TOM FrapMOHU3AIUY;
MEKHAI[HOHATbHBIX U
MEXPEJIUTUO3HBIX
OTHOIIICHU;
3HAYNMOCTD
po¢eCCHOHATBHON




JESTEIIBHOCTH 110
CIIELUAIIBHOCTH;
CTaHJApThI
QHTUKOPPYNLIMOHHOIO
MIOBEJICHNUS U IIOCIIEACTBUSA
€ro HapyleHus;

OK.07 c00JII0/1aTh HOPMBI MpaBUIa SKOJIOTUYECKOM
IKOJIOTMUYECKOMN 0€301acCHOCTH IIPH
0e30MacHOCTH; BEJICHUU
OTIpEeNIeNIATh HANpaBJIeHUs | MPOo(hecCHOHATBLHON
pecypcocOepexeHus B JeSITEIbHOCTH;
paMkax OCHOBHBIE PECYPCHI,
npodeccuoHanbHOM 3a/IeiCTBOBaHHbIC B
JESTEIbHOCTH 110 npodeccuoHanbHOM
CHEINAbHOCTH; JESITEIIbHOCTH;
OpraHu30BBIBAThH yTH 00eCIIeYeHNUs
npodeccuoHaIbHYIO pecypcocoepexeHus;
NeSITeTLHOCTD C MPUHIUITBI OEPEXKIINBOTO
cOOIOZICHHEM MIPUHIIMIIOB | MPOU3BOJCTBA;
OepexIInBOro OCHOBHBIE HAITPABIICHHS
MIPOU3BO/ICTBA; WU3MEHEHUS
OpPraHu30BBIBATH KIIMMAaTUYECKUX YCIIOBHMA
npodeccuoHaNbHYIO peruoHa;

JESTENIbHOCTD C YYE€TOM NpaBujIa MOBEICHUS B
3HaHUH 00 N3MEHEHUU Ype3BBIYAHBIX
KJIMMAaTUYECKUX YCIIOBHH | CUTYaIUsX;

pEruoHa;

3¢ peKTUBHO NEHCTBOBATH

B UpPE3BBIYANHBIX

CUTYaITUSX;

OK.08 HCIIOJIb30BaTh poib GU3UYECKOM
GU3KYITBTYpHO- KYJIBTYPHI B
0370POBUTEIIBHYIO OOIIEKYIbTYPHOM,
JEeSTENIbHOCTD JUISt pohecCuOHaNBbHOM U
YKPEIUIeHUs 3/J0POBbS, COLIMATTbHOM Pa3BUTUU
JOCTIIKEHUS )KU3HEHHBIX | YEIIOBEKa,
U po(ecCHOHANBHBIX OCHOBBI 3/I0pPOBOT0 00pa3za
LeJeit; KU3HU;
MPUMEHSITh YCIIOBHS
panroHaIbHBIE TIPHEMBI npodeccuoHanbHOM
JBUTATETBHBIX (QYHKIMHI B | AEITETLHOCTU U 30HBI
npodeccuoHanbHOM pucka pu3nIECKOoro
NesITeTbHOCTH; 3JI0POBbS IS
M0JIb30BATHCS CPEJCTBAMU | CIIELIUATIBLHOCTH;
npoQUIaKTUKH cpencTBa MpohUITaKTHKH
nepeHanpsHKeHus, NIepeHAINPSHKCHNUS;
XapaKTePHBIMU IS
JTAaHHOM CIEeMaIbHOCTH,

OK.09 MOHUMATh OO CMBICIT | MIpaBHJIA TIOCTPOCHUS

YETKO MPOU3HECEHHBIX
BBICKa3bIBAHUU HA
U3BECTHEIE TEMEI

MPOCTBIX U CIIOKHBIX
MPEIJI0KEHUN HA
PpoeCCHOHAIBHBIC TEMBI;




(mpodeccroHaIbHBIC U
OBITOBBIC), IOHUMATD
TEKCTHI Ha 0a30BbIE
po(hecCHOHATTLHBIC TEMBI,
y4acTBOBAaTh B TUAJIOTaX
Ha 3HAKOMBIC 00ITHE U
npoQeCCUOHATILHBIC TEMBI;
CTPOUTH MPOCTHIE
BBICKa3bIBaHUS O ce0Oe U O
CBOCH npodeccuoHaIbHON
NeSITeTbHOCTH,

KpPaTKO 0OOCHOBBIBATH U
OOBSICHATH CBOU JICUCTBUS
(Texyuue u
IUIAHUPYEMBIC);

MUCaTh MPOCTHIE CBSI3HBIC
COOOIICHUS HA 3HAKOMBIC
WJTH UHTEPECYIOIIHNE
poeCCUOHATIbHBIC TEMBI;

OCHOBHbIE
00IeyTOTpEeOUTENHHBIC
rJ1aroJisl (ObITOBas M
npodeccuoHanbHas
JICKCHKA);

JIEKCUYECKUI MUHUMYM,
OTHOCSIIIIUICA K
OTIMICAHUIO MPEMETOB,
CPEICTB U MPOLIECCOB
podecCHOHATBLHOM
JESITEIIbHOCTH;
0COOEHHOCTH
MIPOU3HOIICHHUS;
MIPaBWJIa YTCHUS TEKCTOB
npodeccuoHanbHOMI
HAIPABIICHHOCTH;

I1K.3.1

MIPOEKTHPOBATH
JIOKaJIbHYIO CETh;
BBIOMPATH CETEBBIC
TOIIOJIOTUH;
pacCcYUTHIBATH OCHOBHBIE
napaMeTphl JIOKAIbHOM
CeTH;

MPUMEHSTH aJITOPUTMBbI
ITOMCKA KpaT4anIero
yTH;

TUTAHUPOBATH CTPYKTYPY
CeTHU C MoMoMIbIo rpada ¢
ONITUMAIIEHBIM
pAacIoIoKEHUEM Y3JI0B;
WCTIOJH30BATh
MaTeMaTHYeCKUi anmapar
Teopuu rpados;
HacTpauBaTh CTEK
npotokosioB TCP/IP u
UCIIOJIb30BaTh
BCTPOCHHBIC YTUJIUTHI
OTIEPALIMOHHOMN CUCTEMBI
JUTSL IMaTHOCTHKH
paboTOCIOCOOHOCTH CETH

oOu1re NpUHIUIIBI
HIOCTPOCHUS CETEH;
CETEBbIE TOIOJIOTHH;
MHOTOCJIOHHYIO MOJIENb
OSl,

TpeOoBaHUS K
KOMIIBIOTEPHBIM CETSIM;
ApPXUTEKTYpy TPOTOKOJIOB;
CTaHJIapTU3ALHIO CETEH;
9Tarbl MPOEKTUPOBAHUS
CeTeBOM
UHPPACTPYKTYPBHI;
3JIEMEHTHI TEOpUN
MaccoBOI'0
00CITy)KUBaHUS;
OCHOBHBIE ITOHATHS
Teopuu rpados;
QJITOPUTMBI ITOMCKA
KpaT4yaluiero nyTy;
OCHOBHBIE ITPOOJIEMBI
cuHTe3a rpadoB arak;
CUCTEMBI
TOMOJIOTHYECKOI0 aHAIN3a
3aIUIIEHHOCTH
KOMITBIOTEPHOU CETH;
OCHOBBI IIPOEKTUPOBAHUS
JIOKAJIbHBIX CETEH,
OecrpoBOIHBIE JTOKAIbHBIE
CeTH;

CTaHJapThI Kabemnei,
OCHOBHBIE BU/]IbI
KOMMYHHKAIIHOHHBIX
YCTPOMCTB, TEPMUHBI,

IIPOEKTUPOBATH
ApXUTEKTYPY JOKAJIBHON
CETH B COOTBETCTBUU C
IIOCTaBJICHHOW 3a/1a4yei;
UCII0JIb30BATh
CIeUaIbHOE
IpOrpaMMHOE
o0ecrieueHue A
MOJIETUPOBaHUS,
IIPOEKTUPOBAHUSA U
TECTUPOBAHUS
KOMIIBIOTEPHBIX CETEN;
HACTpPauBaTh MIPOTOKOJIbI
IUHAMHYECKOH
MapIIpyTU3aLNN;
OIIPEAEIATD BIMSHUS
MIPUJIOKEHNH HA TPOEKT
CETH;

aHAJIM3UPOBATh,
IIPOEKTUPOBAThH U
HaCTpauBaTh CXEMbl
MOTOKOB Tpaduka B
KOMITBIOTEPHOU CETH




TIOHSTHS, CTAaHIAPTHI U
THUITOBBIC DJICMCHTHI
CTPYKTYPHUPOBAHHOMN
KaOEJIbHOI CUCTEMBI:
MOHTa), TECTUPOBAHHUE;
CpEICTBA TECTUPOBAHMUSI U
aHaJIn3a;

0a30Bbl€ IPOTOKOJIBI U
TEXHOJIOI'MH JIOKAIbHBIX
ceTel

[1K.3.2 | BeIOUpATh ceTeBbIC oO11ye NPUHIUIIBI YCTaHABIIUBATh U
TOIOJIOTUH; IIOCTPOEHHUS CeTEM; HACTpauBaTh CETEBbIC
paccuuThIBaTh OCHOBHBIE | CETEBBIC TOMOJIOTHH, MPOTOKOJIBI U CETEBOE
napaMeTpbl JJOKaJIbHOU CTaH/IapTU3ALUIO CETEH; o0opyioBaHue B
CeTH; 3Tanbl IPOESKTUPOBAHUS COOTBETCTBUHU C
IIPUMEHSATH AJITOPUTMBI CeTeBOt KOHKPETHOH 3a/1aue;
MOMCKa KpaTyaiiiiero UHPPACTPYKTYPHL; BBIOMpATh TEXHOJIOTHUH,
yTH; 3JIEMEHTHI TEOpUHU UHCTPYMEHTAJIbHbIE
IUIAHUPOBATH CTPYKTYPY MacCcOBOTO CpeIcTBa MpU
CeTH C moMouIbio rpada ¢ | 00CITy)KUBaHUS; OpraHM3aliy rpoliecca
ONTUMAaJIbHBIM OCHOBHBIE MTOHATHS UCCIIEIOBaHUS 0ObEKTOB
PacIoJIOKEHUEM Y3JIOB; Teopuu rpados; CEeTeBOU
HCIIOJIb30BATh OCHOBHBIE MTPOOIIEMbI UHGPACTPYKTYPHI;
MaTeMaTUYeCKU anmnapar | CMHTe3a rpadoB aTak; CO3/1aBaTh U HACTPauBaTh
TeopHuH rpados; CHUCTEMBI OJIHOPaHIOBYIO CETb,
HCII0JIb30BATh TOMOJIOTHYECKOI0 aHAJIN3a | KOMIIBIOTEPHYIO CETh C
MHOT'0()yHKIIMOHAJIbHBIE 3aIUIIEHHOCTH MIOMOIIBIO
npuOOpbI U MPOTrPAMMHBIE | KOMIIBIOTEPHOH CETH; MapIIpyTH3aTopa,
CpEJICTBa MOHUTOPHHTA; apXUTEKTypy CKaHepa 0€eCIIPOBOJIHYIO CETbh;
UCII0JIb30BaTh 0e30MacHOCTH; BBITIOJHATH MOUCK U
IporpaMMHO-aNnapaTHbIe | MPUHLUIBI TOCTPOCHUS ycTpaHeHue npooiieM B
CPEJICTBA TEXHUYECKOTO BBICOKOCKOPOCTHBIX KOMIIBIOTEPHBIX CETAX;
KOHTPOJIS JIOKaJIbHBIX ceTel OTCJIEKHUBATh MAKETHI B

CETH U HaCTpauBaTh
porpaMMHO-annapaTHbIe
MEXCETEBbIE IKPAHBI;
HACTpauBaTh
KOMMYTAlIUIO B
KOPIIOPaTUBHOM CETH

[1K.3.3 WCIIOJIb30BaTh TpeOOBaHUS K o0ecrieunBaTh
pOTrpaMMHO-aNNapaTHbIE | KOMIBIOTEPHBIM CETSM; LIEJIOCTHOCTh
CPEJCTBA TEXHUYECKOTO TpeOOBaHUS K CETEBON pe3epBUpOBaHUS
KOHTPOJIS 0e30macHOCTH; UHpOpMaLNY;

3JIEMEHTHI TEOPUH oOecrieunBaTh 0€30MMacHOE
MaccoBOI'0 XpaHEHUE U Nepenavy
00CTyXKUBaHUS; nHpopmanuy B

OCHOBHBIE MTOHSTHUS
Teopuu rpadoB;

OCHOBHBIE ITPOOJIEMBI
cuHTe3a rpad)oB aTak;
CHCTEMBI
TOIIOJIOTUYECKOTO aHAJIH3a

rJI00ATBHBIX U JIOKAJTBHBIX
CeTsIX;

CO3J1aBaTh U HACTPAMBaTh
OJTHOPAHTOBYIO CETh,
KOMITBIOTEPHYIO CETh C
TIOMOIIIBIO
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3aIUIIEHHOCTH
KOMITBIOTEPHOU CETH;
apXUTEKTypy CKaHepa
0e30macHOCTH

MapIIpyTH3aTopa,
0eCIIpOBOIHYIO CETh;
BBITIOJIHATH TIOMCK U
yCcTpaHEeHHE MPoOIeM B
KOMITBIOTEPHBIX CETSX;
OTCIIC)KUBATh TIAKETHI B
CEeTH M HacTpauBaTh
IPOrpaMMHO-AIIapaTHbIC
MEKCETEBBIC IKPAHBI;
(buIbTPOBATH,
KOHTPOJIUPOBATH U
obecrieynBaTh
0€301acHOCTh CETEBOTO
Tpaduka;

OIIPEIETIAT BIUSHHIE
IIPUJIOKEHUIN HA IPOEKT
ceTu

[1K.3.4 | unTaTh TEXHUYECKYIO U TpeOOBaHUS K MOHUTOPHHT
IPOEKTHYIO KOMIIbIOTEPHBIM CETSIM; POM3BOIUTENLHOCTH
JIOKYMEHTAIUIO 110 apXUTEKTypy IIPOTOKOJIOB; | cepBepa U
OpraHu3alii CErMEHTOB CTaHJapTH3ALMIO CeTeH; IPOTOKOJIMPOBAHMUS
CeTH; 3Tanbl IPOEKTUPOBAHUS CUCTEMHBIX U CETEBBIX
KOHTPOJIMPOBATh ceTeBoi COOBITHIA;
COOTBETCTBUE UH(QPaCTPYKTYPBbI; UCII0JIb30BATh
pa3pabaTbIBa€MOro OpraHu3aiuio padboT 1o CIeUalIbHOE
MPOEKTa HOPMaTHUBHO- BBOJIY B AKCILTyaTaIHIO IpOrpaMMHOE
TEXHUYECKON 00BEKTOB U CETMEHTOB o0ecrieueHue A
JIOKYMEHTAI1U; KOMITBIOTEPHBIX CETEH; MOJIETUPOBaHUS,
HCII0JIb30BATh CTaHJapThl Kabeneil, IIPOEKTUPOBAHUSA U
IIPOrpaMMHO-aINapaTHbIE | OCHOBHBIE BUIbI TECTUPOBAHUS
CPEICTBA TEXHUYECKOTO KOMMYHHKAIIMOHHBIX KOMIIBIOTEPHBIX CETEN;
KOHTPOJIS; YCTPOMCTB, TEPMUHBI, CO3/1aBaTh U HACTpauBaTh
HCII0JIb30BaTh MOHSITHS, CTAHAAPTHI U OJIHOPaHTOBYIO CETb,
TEXHUUYECKYIO JINTEPATYpy | TUIOBBIE DJIEMEHTHI KOMIIBIOTEPHYIO CETh C
U UH(OpPMAIIMOHHO- CTPYKTYpUPOBAHHOMN IIOMOIIBIO
CIIPaBOYHbBIE CUCTEMBI 111 | KaOeJIbHOM cHCTEMBI MaplIpyTHU3aTopa,
3aMeEHBbI (TTIOMCKa (MOHTaX, TECTUPOBaHUE); | OECIIPOBOJIHYIO CETh;
aHaJIOTOB) YCTapeBIIEro CpEeICTBa TECTUPOBAHUS U | CO3/IaBaTh MOJICETH U
000pyI0BaHUS aHaJIN3a; HacTpauBaTh OOMEH

[IPOrpaMMHO-aINapaTHbIe | JaHHBIMH;

CPEJICTBA TEXHUYECKOTO BBITIOJIHATH MIOUCK U

KOHTPOJIS ycTpaHeHHe Mpo0sieM B
KOMIIBIOTEPHBIX CETSX;
aHAJIM3HPOBATH CXEMBI
MOTOKOB Tpaduka B
KOMITBIOTEPHOM CETH;
OLICHMBATh KaueCTBO U
COOTBETCTBHE
TpeOOBaHUSAM MPOEKTA
ceTu

I1IK 3.5. | unTaTh TEXHUYECKYIO U MIPUHLIMIIBI U CTaHIApPThI 0(hopMIIATH TEXHUYECKYIO

MIPOEKTHYIO

ohopmITeHUS

JIOKYMEHTAITHIO;
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JIOKYMEHTAIUIO O
OpraHU3aIMi CETMEHTOB
CeTH;

KOHTPOJIUPOBATH
COOTBETCTBHUE
pa3zpabaThiBaEMOro
MIPOEKTa HOPMATHUBHO-
TEXHUYECKON
JIOKYMEHTAIUH;
HCII0JIb30BATh
TEXHUUYECKYIO JIUTEPATYPy
U MH()OpPMAITIOHHO-
CIIPABOYHBIE CHCTEMBI JIJIs
3aMeHBbI (TTOUCKa
aHAJIOTOB) YCTapeBILIEro
000pyTI0BaHUS

TEXHUYECKON
JOKYMEHTALUU
MIPUHIIMIIBI CO3/IaHUS U

0 OPMIICHHS TOTIOJIOTHH
CeTH;

nH(pOPMAIMOHHO-
CIIPaBOYHBIE CUCTEMBI JIJIsI
3aMeHbI (ITOMCKA)
TEXHUYECKOTO
000py10BaHUs

OIIPEAEIIATD BIUSHUE
IIPUIOKEHUN HA IIPOEKT
CeTH;

AHAJIM3UPOBAThH CXEMBI
HOTOKOB Tpaduka B
KOMIIBIOTEPHOU CETH;
OLICHUBATH KAYECTBO U
COOTBETCTBHUE
TpeOOBaHUAM MPOEKTA
ceTu

2. CTPYKTYPA U COAEP KAHUE IMTPOPECCUOHAJIBHOT'O MOAYJIA

2.1. TpynoeMKOCTH OCBOEHHS MOAYJS

HaumeHoBaHUe COCTABHBIX YacTei MOXYJIst O0beM B yacax B 1.4. B popme npaxr.
NMOATrOTOBKH

YueOHbIE 3aHATHS 369 120
KypcoBas pabota (mpoekr) - -
CamocrosiTenbHas pabora 18 -

[IpakTuka, B T.4.: 360 360

yaeOHast 216 216
MIPOU3BOJICTBEHHAS 144 144
[TpomexyTouHas arrectanus 6 -

Bcero 735 480
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2.2. CtpykTypa npogeccCHOHAJIbHOI0 MOAYJIS

Kon OK,
IK = - . N )
2 5 - :
¢ | 2 | =] 2] &gz
S mﬁ E o, I} é o
£ = &~ = B = E | E
ZE| 2 | 2 :| 2|48
HaumenoBanus pa3nenos Beero e 2 = s & = S | £
npo¢ecCHOHAIBHOTO qac ) § e L Q % : 5
MOTyJIst S 2E| & = s g | g8
& B = St s e S | =
- ) = ) 3) 5| 8
e 2R g8
= 1) > < S
= o N @) 2,
m =
1 2 3 4 5 6 7 8 9 10
OK.01 — | Paznen 1. Texuomorun 10
OK.09IT | aBTomMaTu3anuu
K3.1 - TEXHOJIOTHUECKUX 294 100 214
[1K3.4 ImpouecccoB
Paznen 3. Okcrutyaranus
CETEeBOI MHPPACTPYKTYPHI
OK.01 — | Pasnmen 2. Be3omacHOCTS 8
OK.09I1 | ceTeBoii HHPPACTPYKTYPHI
K3.1- 145 20 137
I1K3.4
OK.01 — | YueOnas npakTika 216
OK.09IT
K3.1 - 216 216
I1K3.4
OK.01 — | IIpousBojcTBEeHHAs 144
OK.09IT | mpakTuKa
K3.1 - 144 144
I1K3.4
IIpomexyTounas 6
aTTecTanus
Bcezo: 735 | 480 | 351 | 18 | 216 | 144




2.3. Conep:xanue npogeccuonaibnoro moayJs IIM.03 DxcenyaTanusi 00beKTOB ceTeBOii HHPPACTPYKTYPbI
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Copepixanne y4eGHOr0 MaTepHasia, MPAKTHYECKUX U J1aG0PaTOPHBIX N Oceausaenuie
HanMeHoBaHue pa3jesioB U TeM . 00vém 6 uacax IemMeHmol
3aHATHSI, KYPCOBOU npoekm (paboma) .
Komnemenuyuii
Paznea 1. DkcrryaTanms cereBoil HHPPACTPYKTYPbI
224 OK.01 -
M/IK.03.01. OkcruryaTanus ceTeBoil HHPPACTPYKTYpPbI OK.09IIK3.1 -
I1K3.4
Tema 1.1 Dxcnuryaranus Coaepxanue
00bEKTOB CETEBOH 1. ®u3n4ecKkue acMeKThl IKCILIYyATAIUH. 6 OK.01 -
HHPPACTPYKTYPHI ®u3nyeckoe BMEIATeNbCTBO B HHPPACTPYKTYPY CETU. AKTUBHOE U OK.09I1K3.1 -
[IaCCUBHOE CETeBOE 000pyAOBaHMe: KaOellbHbIe KaHaNbl, KaOelb, naTy- I1K3.4
MIAHEJIH, PO3ETKH.
2. PacimpsieMocTh ceTH. 4
MacmtabupyeMocTs ceTu. JloOaBiaeHue OTIEIbHBIX AJIEMEHTOB CETH
(mosip30BaTeliell, KOMIBIOTEPOB, NPUIOKEHUH, CITYXKO).
3. HapammBaHue JJIMHBI CETMEHTOB CEeTH 4
3aMeHa CyIIeCTBYIOUIECH anmnaparypbl. Y BEJIMUEHHUE KOJTMYECTBA Y3JI0B
CEeTH; YBEIMUYEHUE NPOTHKEHHOCTH CBsI3eH MEX]ly 00bEKTaMH CETH
4. ®u3nyeckas KapTa Beeil ceTu 6
Jlornueckast TOIoNOrusl KOMIBIOTEPHOU ceTh. TeXHUUecKast U IPOEKTHASI
nokyMmeHTanus. [lacmopt TeXHUUECKUX yCTPOHCTB.
5. Knaccndukanus perjjiaMeHTOB TEXHHYECKHX 0CMOTPOB, 4

TeXHHYEeCKHe OCMOTPbI 00bEKTOB ceTeBOM HHPPACTPYKTYPHI.
[TpoBepka 00BEKTOB ceTeBOM MHPPACTPYKTYPHI U MPOPUIAKTHIECKUE
paloTHI.
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6. IIpoBeeHue peryJsipHOro pe3epBUPOBAHUS.

OO6cnyxxuBanue GU3NIECKUX KOMIIOHEHTOB; KOHTPOJIb COCTOSIHHSI
anmapaTHoOro o0ecreueH s, OpraHu3anus yIaJIeHHOTO OMOBEIICHHS O
HETOJIaKaX.

7. IlporpaMMHoOe o0ecriedeHue MOHUTOPHUHIa KOMIILIOTEPHBIX ceTel 1
ceTeBbIX YCTPOMCTB.

AHanu3 GyHKIIMOHATIBHBIX 0COOEHHOCTEN TPOrpaMMHOTO 0OeCTIeYeHHS
MOHHUTOpHHIA, OMPECACIICHUC MCTOAOB U aJITOPUTMOB, UCIIOJIL3YEMBIX B
MPOLIECCE MOHUTOPUHTA, U3YUYE€HHE OCHOBHBIX MTPUHIIUIIOB BbIOOpa
[IPOrpaMMHOT0 OOECTIeUeHUs MOHUTOPUHTA JIJIsl KOHKPETHOM CeTH Win
yCTPOICTBA HA OCHOBE y4yeTa UX MapaMeTpOB U 0COOCHHOCTEH paboThl,
aHaJIN3 BO3MOXHOCTEN COBPEMEHHOI'O ITPOrPaMMHOT0 00eceueHust
MOHHUTOpPHHTA U orpeneieHne 3 HEeKTUBHBIX MOAX0I0B K UCIIOJIb30BAHUIO
9THUX BO3MOKHOCTEH B MPAKTUYCCKUX 3aa4aX MOHUTOPHHTA
KOMITBIOTEPHBIX CETEl U CETEBBIX YCTPOMCTB.

8. IIporokoa SNMP, ero xapakrepucTuku, popmar cood1eHuid,
Ha00p ycayr.

AHaI13 OCHOBHBIX XapakTepUcTUK mporokosa SNMP, ero cTpykTypsl 1
apXUTEKTYpHl, hopmaTa cCOOOLIEHUH U crielMpUKalUK CHHTAKCHCa

9. O6opynoBanue Uil IMATHOCTHKH M CePTHPUKALUM Ka0eJbHBIX
CHCTeM.

CereBble MOHUTOPBL, TPUOOPHI JUIsl CEPTUPUKALNN KaOEIbHBIX CUCTEM,
Ka0eJIbHbIe CKaHEephl U TECTEPHI.

B TOoM 4nciie NpaKTHYECKUX 3aHATHI M J1a00pPATOPHBIX padoT

20

OK.01 -
OK.09IIK3.1 -
I1K3.4

[TpakTueckoe 3ansatue 1. OkoHIIOBKa Kabes BUTas mapa

[TpakTudeckoe 3anstue 2. 3aaenka kadenst BUTas mapa B po3eTKy

[TpakTnueckoe 3anatue 3. KpoccupoBaHre 1 MOHTaX NaT4Y-TIaHENIH B
KOMMYTAIIMOHHBIN IKad), Ha CTEHY
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[IpakTnueckoe 3auatue 4. DKCIuTyaTalus TEXHUYECKUX CPEJICTB CETEBOM
UHPPACTPYKTYPHI (IPUHTEPHI, KOMIBIOTEPHI, CEPBEPHI)

[IpakTuueckoe 3ansaTue 5. BeinonHeHue 1eUCTBUIM 110 YCTPAHEHUIO
HEUCIIPABHOCTEH. BhIMOIHEHNE MOHUTOPUHTA U aHAIH3a PA0OTHI
JIOKQJIbHOM CETH C OMOIIBIO MPOTPAMMHBIX CPEJICTB.

[TpakTraeckoe 3ausatue 6. OdopMiaeHNEe TEXHUYECKON JOKYMEHTAIIUH,
rpaBmiia 0OPMIICHHUS TOKYMEHTOB

[TpakTueckoe 3austue 7. [lporokon ynpasnenus SNMP. OcHoBHble
xapaktepucTtuku npotokoia SNMP. Ha6op ycnyr (PDU) npoTtokona
SNMP. ®opmar coobmenuit SNMP.

HpaKTI/IqCCKOG 3aHATHUC 8.38,[[3‘11/1 YIIpaBJICHUA: aHAJIU3
MPOU3BOJUTCIIBHOCTU CCTHU, aHaJIM3 HAACKHOCTU CCTU

[TpakTrueckoe 3ansaTue 9. YupapineHue 0€3011aCHOCTBIO B CETH. YUeT
TpaduKa B CETH

[TpakTueckoe 3ansatue 10. CpeacTBa MOHUTOPUHIA KOMITBIOTEPHBIX
cereil. CpeacTBa aHaIM3a CETH C TIOMOIIBIO KOMAH]I CETEBOI
ONEPaMOHHON CHCTEMBI

Tema 1.2 DkcnuryaTanus
cucreM IP-reseponnn

Conep:xanue

56

1. Hacrpoiika H.323.

Onwucanue H.323 u o6mue pexomenaannu. @yHKIMOHATbHBIE
kommoHeHTsl H.323.YcranoBka u noanepxka coenunennst H.323.
Coenunenus 6e3 u ¢ ucnonszoBanueM GateKeeper. Coeaunenus ¢
UCToIb30BaHNEM HecKonbkux GateKeeper. MHOTOTIOIB30BaTEIBCKHE
koH(pepeHmu. ObecneyeHne 0TKa30yCTONYUBOCTH.

OK.01 -
OK.09IIK3.1 -
I1K3.4

2. Hacrpoiika SIP.

Onucanne u obume pekomenaanuu. Texunonorus SIP u cBsi3aHHBIE C HE
crangaptel. Dynkimonanbabie KoMoHEeHTHI SIP. CooGmenus SIP.
Anpecanus SIP. Moaens yctaHoBieHus: coenuHenus. [lnanupoBanue
OTKa30yCTOWYNBOCTH.

3. YcraHoBKa M MHCTAISIIUS IPOTPAMMHOI0 KOMMYTATOpA.
MomnTaxHsle npoueaypsl. [Ipouenypsl HHCTAUIALMU. YTIpaBICHAE
anmnapaTHbIMU cpencTBaMu U nopramu. IIporokonsl ynpasnenus MGCP,
H.248. Co3nanune aHasioroBelx abOOHEHTOB. BHyTpHCcTaHITMOHHAS
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MapuIpyTU3aLus.

4. YnpasJ/ieHre NPOrpaMMHBIM KOMMYTATOPOM.

Mapumpyruzanus. ['pynnsl coeIMHATENbHBIX JUHUN. [Toakmoyenue
craniuii ¢ TDM (abonentckuit joctyn TDM). Curnanuzarus SIP, SIP-T,
H.323 u SIGTRAN. IP -a6oneHnTsl. ['pyrinbl a00HEHTOB. J|0NOIHUTENbHBIE
a0OHEHTCKHUE YCIIYTH.

5. Opranuszanus 3xcrryaranum cucreMm IP-resnedonunn.
TexHnueckoe 00cyKUBaHUE, MJIAHOBBIA TEKYILIUNA PEMOHT, I1JIAHOBBIN
KalUTaJIbHbI PEMOHT, BHEINIAHOBBIN PEMOHT

6. BoccTanoBjieHne paGOTI)I CE€TH IOCJIC aBapuu.

CxeMbl HOCHeaBapHﬁHOFO BOCCTAaHOBJICHU A pa6OTOCHOCO6HOCTH CCTH,
TEXHUYCCKad U MMPOCKTHAA JOKYMCHTAL M, CIIOCOOBI PE3CPBHOIO
KOIIMPOBAHUWA JaHHbIX, IPUHIHIIbI pa6051 XPaHWJINII JAHHBIX

B TOoM 4nciIe IpaKTHYECKUX 3aHATHI H J1a00paTOPHBIX padoT

14

[TpakTueckoe 3anstue 1. Hactpoiika annmapaTHbIX U mporpaMMHbIX [P-
TenedoHOB, pakcoB

[TpakTrueckoe 3ansTue 2. Pa3BepTeiBaHKe ceTH C Ucnosb3oBanneM VLAN
st [P-renedonnu. Hactpoiika nuto3a

[IpakTuueckoe 3anstue 3. YcTraHOBKa, MOJKIIOUEHUE U NTEPBOHAYAIIbHbBIC
HaCTPOMKHU TOJIOCOBOTO Mapuipytuzatopa. HacTtporika Tabmuiib
MOJIb30BaTeNeH, HaCTPOIKa IPYIII, HACTPOITKa TOJIOCOBBIX COOOIICHHIA B
r0JI0COBOM MapHIPyTHU3aTOPeE.

IIpaktrnueckoe 3ansatue 4. Hacrpoiika nporpammuo-annapataon [P-ATC.
YcranoBka 1 HacTpoiika nporpamMuoii [P-ATC (manpumep, Asterisk).

IIpakTrueckoe 3aHsaTiEe 5. MOHUTOPUHT U aHAIU3 COCAUHEHUH T10
Pa3IMYHBIM TPOTOKOJIAM. MOHUTOPHUHT BBI30BOB B TPOTPAMMHOM
KOMMYTaTOpeE

[TpakTrueckoe 3austue 6. Co3gaHue pe3epBHBIX KOMUM 0a3 JaHHBIX

IIpakTrnueckoe 3aHsaTue 7. JInarHocTrKa U YCTpAaHEHUE HEUCIIPABHOCTEN B
cucremax IP-renedonnn
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Pa3gen 2. TexHoJioruu
aBTOMAaTH3AlMH
TEXHOJOTHYECKHX MPOLEeCCOB
72 gyaca

MIK.03.02. TexHoJoruu
aBTOMaTH3aALUH
TEXHOJOTHYECKHX
NMpPoOIECCOB

OK.01 -
OK.09I1K3.1 -
I1K3.4

Tema 2.1.
ABTOMATHU3HPOBAHHbIE
CHCTEeMbI YNIPaBJIEHUSI
TE€XHOJIOTHYeCKUMHU
npoueccamu (ACY TII)

Conep:kanue

1. [TonsiTue 06 0OBeKTe yrnpanienusi. CBOWCTBA 00BEKTa YIIPABICHHUS.

2. KJ'IaCCI/I(bI/IKaI_[I/IH TEXHOJIOTHYECKUX 00OBEKTOB YIIpaBJICHUA 110 TUILY,
XapaKTCPy TEXHOJIOTHUYCCKOTO IMMPOoLECCa, M0 XapaKTCPHUCTUKE ITapaMCTPOB
YIIPpaBJICHUS

3. Knaccugukamus cuctem yrnpaBieHUs] TEXHOIOTHYECKHUMU
00BEKTaMU MO COCcO0Y, LETH U CTETIEHH! LIEHTPAIU3allui YIPaBICHHUS.
4. OO6mue cBeieHnst 00 aBTOMaTHU3MPOBAHHBIX CUCTEMAX YIIPaBJICHUS

TexHosiornueckumu npoueccamu (ACYTII) u cucremax aBTOMaTHYECKOTO
ynpasnenus (CAY)

S. OcHosuble pyHku ACYTII u CAY. Texunueckoe, mporpaMMHOE
u nHdopmarmonHoe odecneyenne ACYTII

6. Crpykrypa ACYTII Ha 6a3e MUKPOIIPOIIECCOPHOI TEXHUKH.

7. CpencTBa u3MepeHus npeoOpa3oBaHus U PETyIMPOBAHUS B
ACVYTII

8. OCHOBHBIE TIOHATHS ABTOMAaTU3UPOBAHHON 00pabOTKH
nHpopManuu

9. MeTtoapl 1 cpeacTBa MOAEINPOBAHUS TEXHOJIOTHYECKHUX IIPOLIECCOB
B ACVYTII

10. 00630p coBpeMEHHBIX TeXHOJIOTHI U TeHaAeHui pa3BuTus ACYTII
11. ITporpammupoBanue u Hactpoiika ACYTII: sa3b1xn

IporpaMMupOBaHus, METOAbI U HHCTPYMCHTEI
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12. Nurterpamus ACYTII ¢ npyrumu cucteMaMu 1 000pyI0BaHHEM B
IPOU3BOJICTBEHHOM IIPOIIECCE

13. Onenka 3p(HEeKTUBHOCTH ¥ IKOHOMHYECKAs OIICHKA BHEIPEHUS
ACVYTII

14.  OcobeHHOCTH ynpaBlieHUs] TPOU3BOJCTBEHHBIMU CCTEMaMU B
YCIIOBUSAX HEONPEIEICHHOCTH M MEPEMEHHBIX YCIOBHIA PaOOTHI

15. ITpumenenune cucrem uckyccrBeHHoro nuremiekra B ACYTII:
HEHWPOHHBIE CETH, TCHETUYECKUE AIITOPUTMBI, IKCIIEPTHBIE CUCTEMBI

B ToM unciie npakTHYECKUX 3AHATHI U J1a00pPaTOPHBIX PadoT

28

OK.01 -
OK.09IIK3.1 -
I1K3.4

[IpakTuueckoe 3ansrue 1. OnpeneneHue CBOWCTB OOBEKTOB YIPaBICHUS
Ha MPaKTHKE

[IpakTuueckoe 3ansatue 2. Kinaccuduxanus TEXHOJOTMYECKHX OOBEKTOB
YIIPaBJIEHMs Ha IPUMEPE NPOU3BOJACTBEHHOIO IPEAIPUSITHS

[IpakTuueckoe 3aHsTHE 3. AHanMM3 U CPAaBHEHHE CHUCTEM YIPABICHUS
TEXHOJIOTHYECKUMHU O0bEKTaMH Ha TNpUMepe pa3IMyYHBIX OTpaciei
ITPOMBIIIIIEHHOCTH

[Tpaktuyeckoe 3ansatue 4. M3yuyenne npunuunos padotsl ACYTII u CAY
Ha IpHUMepe peasIbHbIX CUCTEM YIPABJIECHUS

[Mpaktuyeckoe 3anstue 5. Co3qaHue MPOCTON MOJIEIH TEXHOJIOTHYECKOTO
nporiecca

[IpakTnueckoe  3aHsaTue 6. O3HAaKOMJIEHHME C  COBPEMEHHBIMHU
texHonorusiMu  ACYTII Ha mnpuMmepe CyIIECTBYIOIIUX IPOEKTOB U
UCCIIEOBAHUMI

IIpaktnueckoe 3anstue 7. IlporpammupoBanue snemeHtoB ACYTII nHa
SI3bIKaX MPOrpPaMMHUPOBAHMS HA IIPAKTUKE

[Ipaktuueckoe 3anstue 8. HacTpoiika u mpoBepka paboTOCTIOCOOHOCTH
anemeHToB ACYTII Ha npumepe KOHKPETHON CUCTEMBI YITPaBJICHUS

[Ipaktnueckoe 3anarue 9. Unrerpanus ACYTII ¢ npyrumu cucremamu u
000pyJI0OBaHUEM B IPOU3BOICTBEHHOM IIPOLIECCE
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[Tpaktnueckoe 3anstue 10. Onenka >(pPEeKTUBHOCTH U SKOHOMHYECKAS
orienka BHenpenus ACYTII

[Ipaktnueckoe 3anstue 11. Pa3paboTka cuUCTeMBl  yIpaBJICHHS
MPOU3BOJICTBEHHBIMU TIPOLIECCAMU B YCJIOBHSIX HEOIPEACIICHHOCTH |
MIEPEMEHHBIX YCIOBHUIl pabOTHI

[Ipaktuueckoe 3anstue 12. [IpumeHeHHe HEWPOHHBIX CETEH B CUCTEMAax
yIIpaBJIeHUs] TEXHOJIOTMYECKMMHU IPOILIecCaMU

[Ipaktuueckoe 3ansitue 13. [IpuMeHeHNE SKCIEPTHBIX CUCTEM B CHUCTEMax
YIPABJICHHS TEXHOJIOTMYECKUMHU MPOLEeCCaMu

[Ipaktuueckoe 3ansatue 14. Co3naHue MpoekTa aBTOMAaTH3ALUU
YIIPaBJIEHMs TEXHOJOrn4eckuM npoueccom Ha ocHoBe ACYTII

Tema 2.2. [IpoMbllILUIeHHBbIE
ceTeBble TEXHOJIOTUM U
npotokojsl B ACY TII

Conep:xanue

1. PoJib 1 MeCTO ceTeBBIX TEXHOJOTHIA B MPOMBINLIEHHOMH OK.01 -
aBTOMAaTHU3aLHUU OK.09I1K3.1 -
O030p ceTeBBIX TEXHOJIOTUH, UX POJIb B MPOMBIILICHHON aBTOMAaTU3aIlUH, I1K3.4

a TaxKKe HMX MOpeuMylieCtTBa MW  HEAOCTATKH. OCHOBHBIC  THIIBI
IMIPOMBIIIJICHHBIX CeTeﬁ, HUX XapaKTCPUCTHUKU U 0C06CHHOCTI/I, a TaKXcC
MCTOABI HUX  pCaIu3alliu. HpOTOKOJ’[H CBsiA3H, HCIIOJIL3YCMbIC B
HpOMBIHIJICHHOﬁ aBTOMaTu3alum, ux 0COOEHHOCTH U IMPUMCHCHUC.

2. TpeboBaHus K NPOMBINLIEHHBIM ceTAM. ba3oBble MOAX0AbI K
WX peaju3anun

Onucanne  OCHOBHBIX  TpeOOBaHMM K  CeTSIM  NPOMBIIUIEHHOU
aBTOMATH3AIlMU, B TOM YHCIIE 10 HaJEKHOCTH, MPOIMYCKHON CIIOCOOHOCTH
M yIpaBIIEMOCTH, a TakKe 0a30BbIX MOIXOJ0B K MPOECKTHPOBAHHIO M
peanu3aii  TPOMBIIICHHBIX CETel, BKJIOYas BBHIOOP THIMA CETH,
TOIIOJIOTHIO, Cpe,ZICTBa Hepe)la‘-H/I JaHHBIX, CETEBBIC HpOTOKOHBI U CUCTCMBbI
0€30IaCHOCTH.

3. IIporoxkon MODBUS

Onucanue  OCHOBHBIX  XapaKTePUCTUK M TPUHIMIIOB  palbOTHI
npombIieHHOTro TpoTokona cesizm MODBUS, Bkmrouast ¢popmar kaapa,
ajipecaluio, Koabl (PYHKIMHA, METOJbl MepeJadyn JaHHBIX MU BO3MOXKHOCTH
pacmmpenus. Takke paccMaTpHBAKOTCS THUIIOBBIE TIPUMEHEHUS U
yCTpoiicTBa, paboTatomue no nporokosry MODBUS.
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4, O01mMe NPUHIUIIBI OPraHU3AMUM PA0OTHI Pa3JIMYHBIX
YCTPONCTB IPH HCNOJIb30BaHNHU npoTokosa MODBUS

[TpuHIMOBI B3aUMOJEMCTBUS yCTPOMCTB, palOOTalOUIMX Ha IPOTOKOJE
MODBUS, Bkirouass mpaBwia oOMeHa TaHHBIMH, (opMar ajpecaluu,
TUIIBI 3aIIPOCOB M OTBETOB, a TAKXKE THUIBl JAHHBIX, MOAJEPKUBACMBIE
IIPOTOKOJIOM.

5. Opranmsanust padorsl B nporokosae MODBUS konTpoJiepa
(slave) u onmepaTopHoii manesu (master)
OcHoBHbIE TPUHIMIBI pabOThl B pexumax slave u master, a TaKxke

IpoLeaypbl 0OMEHa JaHHBIMU MEX1Y HUMU C HCIOJIb30BaHUEM IPOTOKOJIA
MODBUS.

6. BoipaBHHBaHMe a/IpecOB epeMeHHbIX B M0Jie NaMATH
MPOTOKOJIA

[Tpunuuner paboTsl ¢ axpecanuen nepeMeHHbIX B npotokose MODBUS.
OcHoBHbIE TpPeOOBaHUS K ajJpecallud W BBIPAaBHUBAHMIO JAHHBIX B IOJE
MaMSTH MPOTOKOJA, & TAKXKE CIOCOOBI pelIeHus] BO3HUKAIOIINX MPOOIIEM.
Tunossle omMOKK Npu paboTe ¢ ajfpecalueil u uX NpeaoTBpalleHuE.

7. Pabora konTpoJiepa (master) B ceTH ¢ MOAYJISIMH
BBO/1a/BbIBO/1A (slave)

OcHOBHbBIE PUHIUIIBI B3aUMOIEUCTBUS KOHTPOJIJIEpa U YCTPOICTB BBOJA-
BBIBOJIa IIOCPEACTBOM CETEBBIX NMPOTOKOJIOB. [IpoTokonst MODBUS RTU
u MODBUS TCP, ux 0co6eHHOCTH U MpaBUiia UCIIOJIB30BaHUSA MPU paboTe
KOHTpoOJUIepa Kak B pexuMme master, Tak U B pexxume slave. Ilopsnok
HAacCTpPOMKM TMapaMeTpOB COEIMHEHUST M OOMEHa JaHHBIMH MEXIy
KOHTPOJUIEPOM ¥ YCTPOMCTBAaMHM  BBOJA-BBIBOJA, AHAIU3ZHPYIOTCS
BO3MO>KHbIE POOJIEMBI TP pabOTE B CETU U CHOCOOBI MX YCTPAHEHHUS.

8. Padora B ceTn mo nporoxkosxy MODBUS RTU c¢ pazinunbivu
yCTPOMCTBAMM

OcnoBuble acnekTs! nporokosa MODBUS RTU, Bkitovas ¢opmar kazapa,
ajpecaluio, QyHKIMHU, a TAKKE U3YYeHHE pabOThl pa3IMYHBIX YCTPOUCTB
(KOHTpOJUIEPOB M MOJyJIed BBOJA-BbIBOJA) B CETH, MWCIONb3Yys OSTOT
npotokoii. Hactpoiika m koH(uTrypanus yCTpOWCTB, aHAIW3 MPOTOKOJA
0o0OMEHa M METO/bl AMArHOCTHKH NpoOJeM, BOZHUKAIOUIMX B paboTe CeTH
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MODBUS RTU.

9. Padora B ceTn mo nporoxkosry MODBUS TCP

OcHoBbl nporokoia MODBUS TCP, Bkimrouas dopmarsl COOOIIESHUH,
CTPYKTYypy  TpaH3akiuid, CHocoObl  OOMEHa  JaHHBIMH  MEXKIY
YCTpPOWCTBaMH, a TakKe HACTpOWKYy W KoHburypamuto cetu MODBUS
TCP u ee yctpoiictB. COBpeMEHHbIE TEXHOJOTMH U UHCTPYMEHTHI IS
MoHuTopuHra u ynpasieHus: cerbto MODBUS TCP, takue kak SCADA-
cuctemsl 1 [10 1 ceTeBoro aHanusa.

10. Tunosbie NPOMbINLICHHbIE IPOBOAHbIC U Ka0eJbHbIE CeTeBbIe
MPOTOKOJIbI

Pa3nuuHble ceTeBble TPOTOKOIbI, UCIOJIb3yEMbIE B MPOMBIIIJIEHHBIX CETAX
Uit oOMEHa JIaHHBIMH MEXIYy YCTpPOWCTBaAaMU aBTOMAaTH3allMUd |
yIpaBJICHUS TEXHOJOTMYECKUMU TMpoueccamu (mpotokoisl, PROFIBUS,
CAN, Ethernet/IP, DeviceNet, Modbus, Foundation Fieldbus, AS-i un
npyrue). OcoOEHHOCTH M MPUHIUIBI PabOThl Ka)XJA0ro MPOTOKOJA, €ro
MpEeUMyIlecTBa W HEJAOCTAaTKH, a TaKXke CIOCOObl HACTPOMKH U
KOH(UTYPUPOBAHUS CETEH C UCTIOIB30BAHUEM ITHUX MPOTOKOJIOB.

11.  BecnpoBoHbIE JOKAJIbHbIE CETH AJIsA MPOMBIILIEHHOI0
npUMeHeHHsI

TexHosornu GECIIPOBOIHON CBSI3H, MCIIOIB3YEMBIX B IPOMBIIIIEHHOCTH,
takux kak Wi-Fi, Bluetooth, Zigbee, LoRa, NB-IoT u ap. Ocobernoctu
UCIIOJIb30BAHUST OECHPOBOIHBIX CETEH B IPOMBIIUICHHOM OKDPY/KEHHH,
TaKue Kak TpeOOBaHHs K HAIEKHOCTH M O€30MaCHOCTH, OCOOCHHOCTH
pa3BepPTHIBAHUS U KOH(PHUIYPUPOBAHHMS, & TAK)KE€ METOABI MOHHUTOPHHTA U
yIIPaBJICHUS OECIIPOBOTHBIMH CETAMH.

12. Cneuuaju3npoBaHHbIe ceTeBble HHTEPdeiichl 1Jisi yMHOT0
aoMa

PazauyHbie IPOTOKOJIBI U TEXHOJIOTHH, UCIIOIb3yEeMbI€ B CHCTEMAX YMHOTO
noma (ZigBee, Z-Wave, Thread, Bluetooth, Wi-Fi u apyrue).
OCO0EHHOCTH MX MPUMEHEHHUS B CHCTEMax aBTOMATH3allid YMHOTO JOMa.
AcnekThl 0€30MacHOCTH M 3alllUThl JaHHBIX B CHUCTEMaxX yMHOTO JoMa,
BO3MOYKHOCTH MHTETPAIINU PA3IHYHBIX YCTPONUCTB M CHCTEM B OJIHY CETh.
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13. IIpeoGpa3zoBaresn unTepdeiicon

[TpeoOpaszoBarenu nHTEPPEHCOB s pa3IUIHBIX cTaHIApTOB cBsi3u (RS-
232, RS-485, Ethernet, USB). Bribop m HacTpoiika mpeoOpa3oBaTeiei
UHTEP(EICOB B COOTBETCTBHHU C TPEOOBAaHUSAMHU KOHKPETHOH 3a/1a4H.

14.  CoBpeMeHHbIE TEHIEeHIIMN PA3BUTHSI CETEBHIX TEXHOJIOTHIi B
ACY TII — web-cepBepbl 1 00/1aUHbIe pellIeHUsI

[Togxompl K OpraHM3allMU CETEBBIX TEXHOJOTHH B aBTOMATU3MPOBAHHBIX
CUCTEMax YIPABJICHHUS TEXHOJOTHYCCKHMH IPOIIECCAMU, OCHOBAHHBIX HA
UCIIONIb30BaHUU web-cepBepoB M 00nauHbIX perieHuil. OCHOBHBIC
MPUHIMITEL  TIOCTPOSHUST Web-CepBepoB W WX  B3aUMOJICHCTBUS C
ycrpoiictBamu  ACY  TII, BO3MOXHOCTH HWCHOJIb30BaHUSA OOJIAYHBIX
pemieHuid IS yIaJICHHOTO MOHHTOPWHTa W YIPaBIICHUS
TEXHOJIOTHYECKUMU TPOLIECCAMHU.

15. KongurypupoBanue 1 HAaCTPOMKA CEeTEBbIX YCTPOUCTB IS
aBTOMATH3AlMH TEXHOJOIHYECKHX MPOLECCOB

[Tpouiecc HacTpolkM M KOH(QUIYPUPOBAHHS CETEBBIX YCTPOMCTB Uid
aBTOMATHU3AallMM TEXHOJOTMYECKUX IPOLECCOB B IMPOMBIIUIEHHOCTH:
M3y4YeHUE Pa3IUYHBIX MMPOTOKOJIOB CBSA3HM, HACTPOWKA YCTPOMCTB Ha paboTy
B CETH, a TaKXe OIpe/eIeHue HAcTpOeK Oe30MacHOCTH M MOHUTOPHHIA
CETEBON aKTUBHOCTH.

16.  OcoOGeHHOCTH MPUMEHEHH MPOMBIILJIEHHBIX CeTeBbIX
NMPOTOKOJIOB B YCJIOBUSAX BHICOKUX HATPY30K M IJIOXOMH CBSI3H
[TpoGnembl, BO3HUKAOLIME MpH TMeperadye JaHHBIX B IMPOMBIIUIEHHBIX
CEeTSIX B YCJIOBUSX BBICOKMX Harpy30K U IJI0OXOH cBsi3u. M3ydueHue MeTo10B
pemeHust 3TUX MpoOleM C HUCHOJb30BAHUEM CHELHATU3UPOBAHHBIX
MPOMBIIIJICHHBIX ~ CETEBBIX  MPOTOKOJNOB.  MeToasl  ONTUMHU3ALUU
MPOMYCKHOW CIIOCOOHOCTH CeTe M YMEHBIICHUs 3aJepXkKeK Iepenadyu
JTAHHBIX.

17. CpaBHuTeabHBII aHAIU3 IpoMbIIIeHHBIX Ethernet-
texHoJioruii: EtherNet/IP, PROFINET, Modbus TCP

O630p u aHanu3 OCOOEHHOCTEW Tpex mpoMbinuieHHbIX Ethernet-
npotokosioB: EtherNet/IP, PROFINET u Modbus TCP. Paznmuuus mexmy

OTUMH TPOTOKOJIAMH, HUX MNPCUMYIICCTBA U HCAOCTATKH, obactu
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MpUMEHEHUs B TpoMbIlUIeHHBIX ceTsix u ACY TIL

18.  IlpuMeHeHHE MPOMBINLIEHHBIX MAPIIPYTHU3ATOPOB IJIsI
o0ecrieyeHus1 0€30MACHOCTH U HAIEKHOCTH PadoThI ceTeBOil
HHPPACTPYKTYPHI.

PoJib pOMBINIUIEHHBIX MapIIPYTU3aTOPOB B 0OecriedeHNH 0€30MacHOCTU U
HAJC)KHOCTH PabOThI CETeBOW MH(PACTPYKTYPHI B MPOMBIIIIICHHON CpeIe.
OcHoBHbIEe (DYHKIIMU TMPOMBIIIJICHHBIX MapLIPYTU3aTOPOB (BUPTyallbHAS
gactHas ceth (VPN), 6pannmaysp, NAT-Tpancnsanus), uX KOH(UTYpaIHsI
U HacTpoiika. MeToApl 3alUThl OT BHEHIHMX aTak M 00ecredYeHHs
HAJE)KHOCTH pabOThl CETEBON MH(PACTPYKTYPBHI.

B Tom unciie npakTHYECKUX 3aAHATHI U J1a00pPaTOPHBIX padoT

42

OK.01 -
OK.09IIK3.1 -
I1K3.4

HpaKTI/I‘{eCKOe 3ansaTHe 1. PaboTta ¢ OCHOBHBIMH CETEBBIMH TEXHOJIOTHUSIMHU
B HpOMI)IHIJIeHHOfI aBTOMaTu3aluun

[TpakTuyeckoe 3aHsTHE 2. Pa3paboTka cXeMbl NMPOMBINUIEHHOW CeTH H
BBIOOD CPENICTB €€ peaan3aluu

[Ipaktuueckoe 3anarue 3. I[lpakTuueckoe NpPUMEHEHHWE MPOTOKOJIA
MODBUS n1s1 oOMeHa JaHHBIMH MEX]1y YCTPOHCTBAMHU

[Ipaktnueckoe 3ansitue 4. Co3ganue KOHGUTYpalluud CETH C
ucnoJyib3oBanueM nporokosa MODBUS

[Ipaktrueckoe 3anarue 5. Opranuzanusi paboTel KOHTposuiepa (slave) u
orneparopHoi nanesnu (master) no nporokory MODBUS

IIpakTnueckoe 3aHsTHE 6. BrlpaBHMBaHWE aapecOB MEPEMEHHBIX B IOJE
namsatu nporokoiaa MODBUS

[IpakTtuueckoe 3anstue 7. Hactpoitka pabGoTel KoHTposiepa (master) c
MOJYJISIMH BBOJa/BbIBOJIa (slave) mo mporokony MODBUS RTU

[Tpaktnueckoe 3anarue 8. [Ipaktuyeckas paboTra ¢ pa3IMYHBIMU
ycrpoiictBamu 1o nporokory MODBUS RTU

[TpakTrueckoe 3austue 9. Pabora ¢ nporokoiom MODBUS TCP
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[Ipaktnueckoe 3anstue 10. PabGora ¢ TUNOBBIMH TIPOBOAHBIMH M
KaOeJIbHBIMU MTPOTOKOJIAMU B TPOMBIIIUICHHOCTH

[Tpaktnueckoe 3anstue 11. M3ydeHue OeCpOBOJHBIX JIOKAJIBHBIX CETEH
JUTSI TIPOMBIIJIEHHOT'O TPUMEHEHUS

[IpakTnueckoe 3aHATHE 12. [IpakTuyeckoe MIPUMEHEHUE
CHEIMATM3UPOBAHHBIX CETEBBIX MHTEP(EICOB AT yMHOTO JI0Ma

[Tpaktuyeckoe 3anarue 13. PaGora ¢ nmpeoOpasoBarensiMu UHTEp(EHCOB B
IIPOMBIIIJIEHHOM CETH

[Ipaktuueckoe 3anstue 14. O3HaKOMJIEHME C  COBPEMEHHBIMHU
TEHJICHIIUSIMH B pa3BUTUU ceTeBbix TexHosjorud B ACY TII, Bkitouas web-
CepBeEpPHI U 00JIAYHBIC PEIICHUS

HpaKTI/IquKOG 3ansatue 15. OcobeHHOCTH INPUMCHCHHA IIPOMBIIIICHHBIX
CCTCBLIX ITPOTOKOJIOB B YCJIOBUAX BBICOKHUX HAI'PY30K U IUIOXOH CBS3H

[Ipaktnueckoe 3anstue 16. CpaBHUTEIbHBIA aHAINU3 IPOMBIILICHHBIX
Ethernet-rexnomnoruii: EtherNet/IP, PROFINET, Modbus TCP

[TpakTueckoe 3aHATHE 17. [Ipumenenne MIPOMBIIIJICHHBIX
MapIIpyTU3aTOPOB AJisl o0ecrieueHns 0€30MaCHOCTH U HaJIe)KHOCTH pabOThI
CeTeBOM MHPACTPYKTYPHI

[IpakTrueckoe 3aHATHE 18. IIpakTrHueckoe UCIIOJIb30BAaHUE
IIPOMBILIIICHHBIX MapIIPYyTU3aTOPOB

[IpakTuueckoe 3anstue 19. Opranusanus yJaJeHHOTO JIOCTya K CETEBBIM
YCTPONCTBAM B IIPOMBIIJIEHHON CETH

[Ipaktuueckoe 3anarue 20. Pa3zpaboTka U TecTHpoBaHHE COOCTBEHHOTO
MPOMBIIIJICHHOTO MTPOTOKOJIA Il OOMEHa JaHHBIMH MEXAY YCTPOHCTBAMHU
B CeTH

IIpaktnueckoe 3aHsatue 21. OpraHuzanus Kiactepa IPOMBIIUICHHBIX
KOMITBIOTEPOB JIJIS1 BBIIIOJIHEHHSI BBICOKOIIPOU3BOAUTENBHBIX BBIUNCICHUN
B ACY TII

Pa3nea 3. BesonacHocThb ceTeBoil HHPPACTPYKTYPBbI

M/K.03.03. be3onacHocTh ceTeBOW MHPPACTPYKTYPHI

145

OK.01 -
OK.09I1K3.1 -
I1K3.4




25

Tema 3.1. Be3zomacHoOCTEL
KOMIIbIOTEPHBIX ceTeil

Conep:xanue

1. @DyHIaMeHTAJbHbIE IPUHIMIIBI 0€30MACHOM ceTH
CoBpeMeHHBIE yrpo3bl CEeTeBOM Oe3omacHOCTH. Bupycel, uepBu W
TPOSIHCKHE KOHU. MeTobl aTak.

2. Be3onacHocthb cereBbIX yerpoiictB OSI

besonacHblii ocTyn K ycrpoiictBaM. Ha3zHaueHne aJIMHUHHCTPATHUBHBIX
poneii. MOHMTOpPMHI W YIpaBJl€HUE YyCTporcTBaMu. Mcmosib3oBaHue
(GyHKIMS aBTOMAaTU3MPOBAHHON HACTPOMKHU O€30M1aCHOCTH.

3. ABTOpHM3alHsA, AyTEHTU(PUKALMA U yueT JocTyna (AAA)
CaoiictBa AAA. JlokanbHas AAA ayrentudukanus. Server-based AAA
4, Peanu3zanus rexnoJioruii Opanamayispa ACL.

Texnomorust Opanamayspa. Konrtekctuoiii koHTposb goctyna (CBAC).
[TomuTuku OpaHaMaydpa, OCHOBAaHHBIC HA 30HAX.

5. Peasm3anms TexHos10ruii NpeIoTBPAaLieHUs BTOPKEHHS
IPS Texnonorun. IPS curnatypel. Peammzanus IPS. Ilpoeepka u
MOHHUTOPHHT IPS

6. Bbe3onacHocTh JIOKAJIBLHOM CeTH

Obecneuenue 0€301acHOCTH 10JIb30BaTENbCKUX KOMIIBIOTEPOB.
CooOpaxxenust mo  OesomacHocTH  BrOoporo  ypoBus  (Layer-2).
Kondurypamuss  6e3omacHoCTH  BTOporo  ypoBHsA.  be3zomacHocTh
6ecnipoBoHbIX ceteid, VoIP u SAN

7. Kpunrorpaguyeckue cucreMsl
Kpunrorpaduueckue cepBuchl. ba3oBas 1eTOCTHOCTb M ayTEHTHUYHOCTb.
Kondunenmmansaocts. Kpunrorpadust OTKpbITHIX KITt0Uei

8. Peasmm3anusa trexnojgoruii VPN

VPN. GRE VPN. Kowmmnonentsl u ¢ynkuuonupoanue I[PSec VPN.
Peamuzanusa Site-to-site IPSec VPN ¢ ucnonb3oBanuem CLI. Peanuzanus
Site-to-site IPSec VPN c¢ wucnons3zoBannem CCP. Peamusamms Remote-
access VPN

9. YnpasJiieHue 0e301aCHOI CEeTHIO
[Tpununel 6e30MacHOCTH CeTeBOro Au3aiiHa. be3omacHas apXuTekTypa.
VYnpasieHue mnporeccaMu M 0e30macHOCTb. TecTUpOBaHME CETH Ha
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ysi3BuMocTd. HemnpepbplBHOCTh Ou3HEca, IMJIAHUPOBAHHE BOCCTAHOBJICHUS
aBapuiHbIX cuTyanui. JKU3HEHHBIM LUKI CETM W IUIAHUPOBAHUE.
Pa3pa0oTka pernaMeHTOB KOMIIAHUU U OJUTHUK O€30M1aCHOCTH.

10.  Be3onmacHoOCTb 001a4YHBIX BHIYHCIEHHIT

OcoOenHocTy 0€30MacHOCTH OOJIAYHBIX BBIYMCICHUN, PUCKA U YIPO3BIL.
3amyTa oT aTak B 00Ja4HOM Cpefie, UCTIONb30BAHNE MEXaHU3MOB KOHTPOJIS
JIOCTyMa, MOHUTOPUHTA U ayAuTa, a TAaKKE METOJ0B KPUNTOrpaduyecKoit
3alUTh] JAHHBIX.

11. MexceTeBasi 0€30MaCHOCTh
Meroast  oOecrieueHuss ~ O€30MACHOCTH  B3aUMOJACHCTBUSA  MEXKAY
pa3IMYHBIMM  ceTAMHU. Peanusanus TEXHOJOTHH MapIIpyTU3allUd U
[III030B, UCTIOJIb30BAaHUE  MEXKCETEBBIX  JKPaHOB,  TEXHOJOTHHU
BUPTYaJIbHBIX JIOKATbHBIX CETEH.

12. Be3onacHocTh BeO-NIPHII0KeHNH M MOOMJIbHBIX YCTPOHCTB
Oco0eHHOCTH YA3BUMOCTEH BEO-IIPUIIOKEHUH, METO/Ibl UX SKCIUTyaTaluy,
a Takke cpeacTtBa 3amuThl. Pa3zpaboTka 0e30mMacHBIX BEO-TIPUIIOKEHUH,
HCIOJIb30BAHNE METO/0B aBTOMAaTHUYECKOTO0 TECTUPOBAHMS U YS3BUMOCTH.
VYrpo3pl 06€30MacHOCTH MOOMJIBHBIX YCTPONCTB, METOJABI 3allUThl OT
BPEIOHOCHBIX IpOrpamMM, 3allldTa JAHHBIX M KOMMYHMKallUH, a TaKxke
0€30MMacHOe UCII0JIb30BAaHNE MOOUIIBHBIX YCTPOMCTB.

13. 3amuTa 0T COUAIBLHON MHKEHEPHH

MeTtobl cOnMaNbHON MHXXEHEPUH, OMMACHOCTH, CBS3aHHBIE C MOIACIKON U
MaHUTMyJTUPOBAaHUEM JaHHBIMU, a TaKKE€ METOAbl 3allUThl U OOYy4eHHUS
MepcoHara.

B ToM uMciie NpakTHYeCKUX 3aHATUHI M J1A00PAaTOPHBIX PadoT

10

OK.01 -
OK.09I1K3.1 -
I1K3.4

IIpaktrueckoe 3ansatue 1. CounanbHas HHXEHEpUS

[Ipaktuueckoe 3ansitue 2. MccnenoBaHue CeTeBbIX aTak U UMHCTPYMEHTOB
MPOBEPKU 3AIIMUTHI CETH

[Tpaktnyeckoe 3anstue 3. Hactpoiika Oe3omacHoro Jocryma K
MapuIpyTu3aTropy
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[Ipaktudeckoe 3ansarie 4. OOecriedeHWe aJMUHHCTPATUBHOIO JIOCTYIIA
AAA u cepsepa Radius

[Ipaktnueckoe 3ansTe 5. HacTpoilika MOMUTHKA  OE30MACHOCTH
OpaHaMay’poB

IIpakTtnueckoe 3anarue 6. HacTpoiika cHUCTEMBI NOpeAOTBpaICHUS
Brop>keHut (IPS)

[TpakTueckoe 3anarue 7. Hactpolika 0e30macHOCTH Ha BTOPOM YPOBHE Ha
KOMMYTaTOpax

[IpakTuueckoe 3anarue 8. MccnenoBanue MeTo10B MHU(PPOBaAHUS

[Tpaktueckoe 3anartue 9. Hacrtpoiika Site-t0-SiteVPN wucnonb3ys
uHTEepEiic KOMaHIHOW CTPOKH

[Tpaktueckoe 3austue 10. ba3oBas HacTpoiika muTI03a 0E30MACHOCTH
ASA wu HacTpoiika OpaHIMay’IpOB HCHOIB3Ys WHTepdeiic KOMaHIHOM
CTPOKHU

[Ipaktuueckoe 3anarue 11. ba3zoBas HacTpoiika muI03a 6€30MaCHOCTH
ASA u HacTpoiika OpanamMay3poB ucnosnb3ysi ASDM

[Ipaktrueckoe 3anstue 12. Hacrpoiika Site-t0-SiteVPN ¢ onHOM CTOpOHBI
Ha MapLIpyTH3aTope HCIOoNb3ysl MHTepdeic KOMaHIHOM CTPOKHM U C
JpYyroil CTOPOHBI HCHONB3YS HUII03 Oe3omacHOCTH ASA MOCpenCcTBOM
ASDM

[Ipaktuueckoe 3ansrue 13. HactpoiikaClientless Remote Access SSL
VPNs ncnons3ys ASDM

[Ipaktrueckoe 3anarue 14. Hacrpoitka AnyConnect Remote Access SSL
VPN ucnonszys ASDM

[Ipaktuueckoe 3ausitue 15. KommuekcHas nmaGopatopHas paboTta 110
0€30I1aCHOCTH

Tema 3.2. Od0ecrieuenne
ceTeBOHd 0€30MacCHOCTH

Conep:xanue 26 OK.01 -
OK.09ITK3.1 -
I1K3.4

1. Opranuzanus 3alUIIeHHbIX KaHATIOB MepeIayy NaHHbIX s

00BEIMHEHUS TEPPUTOPHATHHO PACIIPEICICHHBIX O(DHCOB B OJTHY CETh.
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2. Mexanu3mbl MUGPOBAHUS U ayTCHTH(PUKAIMK JIJIs1 00ecIIeueHus
3aIUIICHHOTO YJAJICHHOTO JIOCTYIA K KOPIIOPATUBHBIM
WHGOPMAIIMOHHBIM PECYpcaM M CEpPBHCaM.

3. Hcnons3oBanue (aepBOJIOB U MEKCETEBBIX IKPAHOB JIJIs
KOMILIEKCHOMW 3alIUThI KOPITOPATHBHOM CETH OT HECAaHKI[HOHUPOBAHHOTO
noctyna yepe3 HTepHeT.

4. AHaJIn3 COIEPKUMOro Tpapuka U KOHTPOJIb MPUIIOKEHUN U
110JIb30BATENEH B cucTeMax 0€301aCHOCTH CETH.

S. MeTobl MUHUMH3ALMK PUCKOB BHEIpeHUs BpegoHocHoro [10
yepe3 OrpaHNuYEHUE OMACHBIX KOMMYHUKAIMK B MyOJUYHBIX CETAX.

6. BBenenue cucrembl 0OHapy>KeHUsI U IPEAOTBPALLEHUS CETEBBIX
BTOP>KCHUM.

7. TexHonoruu ncnoJib30BaHus BUPTyalbHbIX YacTHbIX ceTelt (VPN)
11 obecnedeHns: 6e30MacHOro0 YAAJISCHHOIO IOCTYIA.

8. Hcnonp30BaHne CUCTEMBI YIIPaBJIEHUS JOCTYIIOM JJisi KOHTPOJIS
JOCTYyIa K KOPIOPAaTUBHOM CETH.

9. Oo6ecneuenune 6ezomnacuoctn Wi-Fi-cereid.

10.  Peanm3anus mep no obecredeHuto 6€30MacHOCTH 3JIEKTPOHHON
MOYTHl B KOPIIOPATHBHOM CETH.

11.  3ammra ot arak Tuna "QuimuHr".

12. [IpymMeHeHre aHTUBUPYCHOTO NMTPOTPAMMHOI0 00ecrieueHus is
3alIUThI OT BUPYCOB U APYT'MX BPEJOHOCHBIX IPOTrPAMM.

13.  Hcnonb3oBanue cucteM oOHApYy>KEHHsI BTOPKEHUHN JJIs1 paHHETO

oOHapyKeHHsI U MTPeIOTBPALEHHS YTP03 O€30MaCHOCTH.

14. 3amuTa o DDoS-arak.

15. Peanuzarmus mep mo obecrnedeHnro 6€30macHOCTH MOOMITBHBIX
YCTPOMCTB, UCTIOJIb3YEMBIX B KOPIIOPATUBHOM CETH.

16.  3ammra OT BHYTPEHHUX yrpo3 0€30IMacHOCTH.

17. ObecneueHue 6e30MacHOCTH 0OJAYHBIX CEPBUCOB.

18. Opraau3zanysi MOHUTOPHHTA CETEBOM OE30MTaCHOCTH M ayIuTa.
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19. BBeneHue cucTemMbl KOHTPOJIS HIEJIOCTHOCTH (haiiIoB JJIsl 3aIIAThI
OT U3MCHEHUS WM BHEJIPCHUS BPEIOHOCHBIX MPOTrpaMM B (haiioBbie
CHUCTEMBEL.

20.  IIpumeHenue MeTOAOB MU(GPOBAHUS JAHHBIX JJIS 3AIIUTHI OT
HECaHKIIMOHMPOBAHHOT'O JOCTYIA K KOH(HUISHINAIFHON HHPOPMAITHH.

B ToM 4nciie NpaKTHYeCKUX 3aHATHH M 1a00paTOpHBIX padoT

10

OK.01 -
OK.09IIK3.1 -
I1K3.4

[Tpaktueckoe 3ansrue 1. Hactpoiika VPN-TyHHeneil ans opraHuzanuu
3aIIMIICHHBIX KAHAIOB II€pellayd JAaHHBIX MEXIy TEPPUTOPHAIBHO
pacnpeeieHHBIMEA O(HCaMHU.

[IpakTrueckoe 3anstue 2. Pabora ¢ MexaHM3MamMH IIU(QPOBAHUS U
ayTeHTU(UKaIuu Juia oOecriedeHns 0€30IMacHOr0 yIaJIeHHOTO J0CTyNa K
KOPIOPAaTUBHBIM HHPOPMAIIMOHHBIM PECypcaM U CEpBHCAM.

HpaKTI/I‘{CCKOe 3aHATHE 3. HaCTpOﬁKa N HCIIOJIB30BAHUC (l)aepBOJ'IOB 151
MCKCETCBBIX OKPAHOB IJIA KOMIIJICKCHOM 3alllUTHI KOpHOpaTHBHOfI CCTH OT
HCCAHKINMOHUPOBAHHOI'O JOCTYIIa YCPEC3 I/IHTepHeT.

[Ipaktuueckoe 3ansTue 4. AHamU3 COAEPKUMOTO Tpaduka M KOHTPOIb
MPUJIOKEHUH M TIONb30BaTelled B CUCTeMaX Oe30MacHOCTH CEeTU C
WCIIOIb30BAaHUEM TPOTPAMMHOTO OO€cTeueHusl i MOHUTOPUHTA |
OoOHapyKEeHHsI yTPO3.

[TpakTrueckoe 3anarue 5. PazpaboTka U BHEIpPEHUE MEp 10 MUHUMM3ALUU
pUCKOB BHeApeHus BpeaoHocHoro IIO wyepe3 orpaHnyeHHe ONACHBIX
KOMMYHHKAIUH B yOJUYHBIX CETHX.

[Tpaktuyeckoe 3ansarue 6. HacTtpoiika u pabota ¢ cucTeMaMH
oOHapyXeHHs U NPEIOTBPAIICHUS] CETEBBIX BTOPKEHHMM I PaHHETO
OOHapy>KEHMsI U TIPEAOTBPAIICHUs YIrpo3 0€301aCHOCTH.

IIpakTnueckoe 3aHaTne 7. HacTpolika M HCIONB30BAHME BHUPTYAIBHBIX
gactHbiXx cereit (VPN) nmns oOecnedenuss 0e€30MacHOrO yAaleHHOTO
JIOCTYTAa K KOPIOPAaTUBHBIM MH()OPMAIIMOHHBIM PECYPCaM U CEPBHUCAM.

[TpakTuyeckoe 3anarue 8. Hactpoiika u pabora ¢ cucteMamu yrpaBlIeHUs
JOCTYIOM JJIsl KOHTPOJISI JOCTYIA K KOPIOPATUBHOM CETH.
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[Tpaktuyeckoe 3amstue 9. OOGecmeuenue OesomacHoctn Wi-Fi-cereii:
HAcTpoWKa 0e30MacHBIX TOYEK JOCTYIa, HWCIHOJIb30BAHUE CETEBOM
ayreHTH(UKanuu, mudpoBanus TpaduKa U JPYrUX METOOB.

[Mpaktuueckoe 3amsitme 10. Pa3paborka w BHempeHHE Mep IO
o0ecrniedyeHnto 6€30MacHOCTH 3JIEKTPOHHOM MOYTHI B KOPIOPATUBHOM CETH:
HACTPOWKa AHTUBHPYCHOT'O MPOTPaMMHOr0 OOecCreueHHs, NMpoBepKa Ha
HaJIM4Yue BPEIOHOCHBIX BJIOKEHUH, OOy4YeHHE I0JIb30BaTeNeii OCHOBaM
0€30MaCHOCTH AJIEKTPOHHOHN MOYTHI.

[Tpaktuyeckoe 3ansarue 11. OOydyeHue Moib30BaTENIIM OCHOBAM 3alUTHI
OT atak tuna "¢GumuHr".

[TpakTueckoe 3anatue 12. PabGora ¢ aHTUBHPYCHBIM NPOrpPaMMHBIM
oOecriedeHHeM Ui 3allUThl OT BUPYCOB M JPYTUX BPEIOHOCHBIX
MporpaMM: YCTaHOBKa, HAcTpolika, OOHOBIeHHME 0a3bl  JIaHHBIX,
CKaHUPOBAHUE U yJAJIEHUE BPEIOHOCHBIX IPOrpaMM.

[pakTrueckoe 3anstue 13. HacTpoilika W HCIOJIB30BAaHHE CHCTEM
oOHapyKeHHsI BTOp)KEHUH [UIsl paHHET0 OOHapyXEeHUs! U MPeJOTBPAICHUS
yrpo3 0€30MacHOCTH.

[TpakTueckoe 3anstue 14. HacTpoiika W HCHOIB30BaHUE MEKCETEBBIX
9KpaHOB U (aepBOJIOB Il  OOeCredYeHusi KOMIUIEKCHOW —3allluThI
KOPIOpPaTUBHOW CETH OT HECAHKIIMOHUPOBAHHOTO JOCTyMa dYepes
WutepHer.

[TpakTueckoe 3aHsaTue 15. BHenpeHue cucTeMbl yIpaBIeHHs JOCTYIIOM
JUIsL KOHTPOJIA JOCTyna K KOPIHOpPAaTUBHOM CETH: HACTpPOMKa IIpaBUII
J0CTyNa, ayTeHTU(PHUKAIMS T0JIb30BaTeseH, yIpaBieHHe NPUBUIIETUSIMH.

IIpakTnueckoe 3aHsaThe 16. Mcrnonb3oBaHHE TEXHOJOTHA BHPTYAIBHBIX
gactHbix cereit (VPN) nmns oOecnedenuss 0€30MacHOTO  yAalEHHOTO
JIOCTyTa: HAacTpoiika W ymnpaieHue VPN-TyHHensiMH, 3aliuTa JaHHBIX,
MapuIpyTusanus Tpaduka.

[MpakTrueckoe 3ansartue 17. OOecmnedyenue OesomacHoctn Wi-Fi-cereii:
HAcTpoWKa M YyIpaBlieHHEe OECIpOBOJHBIMH TOYKAMHU JIOCTYIIA, 3alluTa
ceTeBoro Tpaduka, ayTeHTU(HUKaLUs M0JIb30BaTeNeH.

[Ipaktnueckoe 3anstue 18. 3ammra or DDoS-arak: wncnosb3oBaHue
CIECIMATIM3UPOBAHHBIX CpeACTB 3ammThl OoT DDoS-arak, HacTpoiika
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MapuIpyTU3aluu Tpauka, MOHUTOPUHT CETEBOM aKTUBHOCTH.

[Ipaktnueckoe 3anarue 19. Peammzanus wMep mno oOecreyeHHIO
0€3011aCHOCTH MOOWJIBHBIX YCTPOWCTB, UCHOJIb3yEMBIX B KOPIOPATUBHOM
CeTU: HACTPOWKA MOJUTHUK OE€30MaCHOCTH JJIsi MOOWJIBHBIX YCTPOMCTB,
yIpaBIE€HUE YCTPOHCTBAMH M TNPUIOKEHUSAMH, 3allUTa JAaHHBIX Ha
YCTPONCTBAX.

[Tpaktueckoe 3anstue 20. OOecnedeHue O€30MACHOCTH OOJAYHBIX
CEpBUCOB: BBIOOpP HAJIEXKHBIX IPOBAHACPOB OOJAYHBIX CEPBHCOB,
HACTpOIKa MpaBUil JOCTyma U ayTeHTH(UKaluu, MUPpOBaHUE TAaHHBIX,
MOHHUTOPHUHI aKTUBHOCTH B 00JIAUHBIX CEpBHUCAX.

CamocrositesibHas padora 8
KoncyabTanuu 6
Ik3amen no MK 6

Y4yeOHasa npakTuKa
Buael pador
1. Hacrpoiika npaB nocrtymna.
2. OdopmieHne TEXHHYECKON TOKYMEHTAIINH, TIpaBuiia ohopMiIeHus
JIOKYMEHTOB.
3. Hactpoiika anmapaTHOTO ¥ IPOrPaMMHOTO 00ECIIEUEeHUS CETH.
4. Hactpoiika ceTeBoil KapThl, UMsI KOMIIBIOTEpa, pabouas rpymmna,
BBeJIeHUE KOMIIbIoTEpa B domain.
5. IIporpammHas AMarHOCTHKA HEUCIIPABHOCTEH.
6. AmnmapaTHast JHarHOCTHKA HEUCTIPABHOCTEH.
7. Tlouck HeUCHpaBHOCTEH TEXHUUYECKUX CPEICTB.
8. BrImonHeHne NeHCTBHIA IO yCTPaHEHUIO HEUCIIPABHOCTEH.
9. Hcnonp3oBaHue aKTUBHOTO, TACCUBHOTO 00OPYI0BAaHUS CETH.
10. Ycrpanenue napa3uTupyromnieid Harpy3ku B CETH.
11. [loctpoenue pu3nUecKoit KapThl JIOKATbHON CETH. AHAIN3
COJIEP’)KUMOT0 TpaduKa U KOHTPOJIb MPHIIOKEHUN U TIOJIb30BaTeIen
B cHCTeMax 0€30I1aCHOCTH CETH.
12. Opranu3anus 3alIAIICHHBIX KaHAJIOB TIepeaayl TaHHBIX IS
00bEIMHEHNS] TEPPUTOPUATIBHO PACHIPEECICHHBIX O(PHCOB B OHY

216
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CeTh
13. Obecneuenne 6e3omacuoctu Wi-Fi-cereii.
14. Peanu3zamus Mep 1o odecnedeHnio 0e30macHOCTH SJEKTPOHHOM
I10YTHI B KOPIIOPATUBHOM CETH.
15. 3amuTa ot aTak Tuna "dummHr".
16. OGecrieuenue ceTeBoi 0€30I1aCHOCTH

IIpou3BoACTBeHHAs] MPAKTHKA

Buasbi pador

1. VYcraHnoBka Ha cepBepbl U pabouyue CTAaHIMU: ONIEPALIUOHHBIE CUCTEMBI U
Heo0XoauMoe 111 paboThl IPOrpaMMHOE 00eCTIeUeHHE.

2. OcymiecTBieHne KOH(PUTYpUPOBaHUS POrPAMMHOI0 00eCTIeYeHUs

Ha cepBepax U pabouMX CTaHIMSIX.

3. [Tonneprxkka B pabOTOCIIOCOOHOM COCTOSTHUM ITPOrpaMMHOE

o0ecrieyeHre cepBepoB U pabouuX CTaHLUH.

4. Perucrparnus nonb3oBateneil J0KaaIbHON CETH M TOYTOBOTO

cepBepa, Ha3HauaeT UACHTU(UKATOPHI U MAPOJIH.

5. YcTaHOBKa MpaB JIOCTYNa U KOHTPOJIb UCTIOIb30BaHUS CETEBBIX

peCypCoB.

6. ObecnieueHne CBOEBPEMEHHOTO KOIIMPOBAHMUS, ApXUBUPOBAHUS U

pe3epBUPOBAHUS TaHHBIX.

7. [TpunsTHE MEp 110 BOCCTAHOBJIEHHIO pabOTOCIIOCOOHOCTH

JIOKAJIbHOM CETH MPH COOSX MITH BBIXOJIE U3 CTPOSI CETEBOTO

000opyT0OBaHUs.
8. BrisiBieHne ommboK moap30BaTesieid 1 mMporpaMMHOTO
o0ecTieYeHns U IPUHSITHE MEP 10 MX HCIIPABIICHHIO.

[IpoBeneHne MOHUTOPUHTA CETH, pa3pabaThIBaTh MPEATIOKEHHS 1O

Pa3BUTHIO HHOPACTPYKTYPHI CETH.

9. OO6ecrieueHue ceTeBoi 6€30MaCHOCTH (3aIIUTY OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K HH(OpMaIu, MpOCMOTpa HWIIH
M3MEHEHMsI CUCTEMHBIX (DaiiIoB U TaHHBIX ), 0€3011aCHOCTh
MEKCETEBOT'O B3aUMO/ICHCTBHSI.

144
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10. OcymiecTBiieHHE aHTUBUPYCHOM 3aITUTHI TIOKATLHON BBIUACIUTEIHLHOM
CETH, CEpBEPOB U pabOUYUX CTAHIIUH.

11. JlokyMeHTHpOBaHUE BCEX MPOU3BEACHHBIX ICHCTBU.

IIpoMe:xkyTOUYHAsI aTTEeCTAIUA IK3AMEH 110 MOYJII0
Bcero:

735
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3. YCJIOBUA PEAJIMBAIINU TPOPECCHOHAJIBHOI'O MOAYJIA

3.1. MaTepuaJibHO-TeXHUYECKOe oOecrevyeHue

Kabunersr «OO0menpodeccHoHaNbHBIX TUCHMIUIMH U TPO(PECCHOHATBHBIX MOIYJIEH»
OCHAIIICHHBIE B COOTBETCTBUU ¢ TipuiioxkeHueM 3 OOIL.

Jlaboparopun  «MHPOpPMAIIMOHHBIX  TEXHOJNOTHITY, «HampaBnsoomux  cucTem».
JlaGopatopun «H(DOpPMAIMOHHBIX TEXHOJOTHI», «HampaBisSrONMX CHCTEM)» OCHAIICHHBIC B
cootBeTcTBUU ¢ npuiioxeHuem 3 OOIL.

OcHarniennblie 0a3bl MPAKTUKHU, OCHAIIICHHAs] B COOTBETCTBHHM C npuiioskerreM 3 OOIL.

3.2. YyeOHO-MeTOAMYECKOE 0O0eclmeYeHn e

Jlnga peanuzanuu MporpaMMbl OUONMHOTEUHBINH (GOHI 00pa3oBaTENbHON OpraHu3aluu
JOJKEH UMETh MeYaTHbIe W/WIN 3JIEKTPOHHBIE 00pa3oBaTeNbHbIE U HH(GOPMAIMOHHBIE PECYPCHI
JUTSL KICTIOJIb30BaHMs B 0Opa3oBaTenbHOM mporiecce. [Ipu popmupoBanun 6ubiarnorednoro Gouga
o0pa3oBaTeNnbHOl OpraHu3aluy BbIOMpaeTcs HE MEHee OJHOTO HU3JaHUs M3 MEePEeUMCICHHBIX
HIDKE TEYaTHBIX M3JaHUN W (WUJIM) DJIEKTPOHHBIX M3JIaHUKA B Kaue€CTBE OCHOBHOIO, MPU 3TOM
CIIUCOK MOXET OBITh JOMOJTHEH HOBBIMH M3JaHUSIMHU.

3.2.1. OcHOBHBIE T€YATHBIE H3AHUS

1. Hazapos, A. B. OkcryaTtanus o0beKTOB ceTeBOM HH(pPACTPyKTyphl: yueOHuk / A.B.
Hazapos, A.H. Enransrues, B.I1. MensaukoB. — Mocksa: KYPC: UHOPA-M, 2023. — 360 c.
— (Cpennee mpodeccuonanbaoe oopazopanue). - ISBN 978-5-906923-06-6. - Tekcr:
anekTpouHbIi. - URL: https://znanium.com/catalog/product/1999922.

2. anbrun, B.®. UHpopmanonHast 6€301acHOCTh KOMIIBIOTEPHBIX CUCTEM U ceTeil: yueOHoe
nocobue/ B.®. lllansrun. — M.: Ul «®OPYM» - UHOPA-M, 2023. - 416 c.

3.2.2. OcHOBHBIE 3JICEKTPOHHbIC U3IAHUSA

1. Kyns, T. II. Onepaumonnsie cuctemsl. [Iporpammuoe obecneuenue yueouuk jis CITIO / T. I1.
Kynb. — 3-e u3zn., crep. — Cankrt-IlerepOypr: Jlans, 2023. — 248 c¢. — ISBN 978-5-507-46005
2. Tekct: anekTpoHHbIH // JlaHb: anekTpoHHO-0MOMMOTeUHast cuctema. — URL:
https://e.lanbook.com/book/2929943.2.2. OcHOBHBIE 3JIEKTPOHHBIC U3IAHUSI

4. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHMUSA
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

Kon IIK, Kpurepun oueHku pesyibTara @DopMbI KOHTPOJIS U METOABI
OK (moxa3aTejii OCBOEHHOCTH KOMTIETEHIIN ) oleHKH"

I1K 3.1 Omnpenenenue nmpohecCuoHATBLHON 3a/1a4U U Dk3amen/3a4et B popme

I1K 3.2. JTaIOB €€ BBINOJHEHUS co0ece/10BaHus: TPAKTUUYECKOE

I1K 3.3. D dexTuBHBIN MONCK HHPOPMAITUH TS 3aJlaHu€E 10 TOCTPOEHHUIO

TIK 3 4. pemcHus HpO(l)eCCI/IOHa.HLHoﬁ 3aga4n aIropuT™Ma B COOTBETCTBHUH C

I1K 3.5. Omnpenenenne pecypcoB i peLICHUs TEXHUYECKUM 3aJaHUEM
poeCCHOHAIBHON 3a/1auu DKCrepTHOE HAOIIOIeHUE U
O1eHKa «OTJIMYHO» - TEXHUYECKOE 3aJaHue OLIeHKa Ha J1a0opaTopHO -
MIPOaHAIU3UPOBAHO, AITOPUTM pa3padoTaH, MPAKTUYECKUX 3aHATUAX, IPU
COOTBETCTBYET TEXHUUECKOMY 3aJIaHUIO U BBITIOJTHEHUH padoT 10
0(OpMIIEH B COOTBETCTBUU CO CTaHAAPTaMH, y4eOHOW U IPON3BOJCTBEHHOMN
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MOSICHEHBI €70 OCHOBHBIE CTPYKTYPBHI.
O1eHKa «XOpOIIOY» -aITOPUTM pa3paboTaH,
0(OpMIIEH B COOTBETCTBUU CO CTaHAAPTaAMHU U
COOTBETCTBYET 33JJaHUIO, IIOSCHEHBI €r0
OCHOBHBIE CTPYKTYPBI.

OneHka «y10BIETBOPUTEIILHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJJaHUIO.

MPaKTHKaM
3ammra OT4YETOB 110
NPaKTUYECKUM U
nabopaTopHBIM paboTam
WuTepnperanus pe3yibTaToB
HaO0JII0IeHUH 32
JeSITeIbHOCTBIO
o0yyJaroIerocs B mpouecce
OCBOCHHS 00pa30BaTEIILHOM
IIPOrPaAMMBI

I1K 3.6.
OK 01. [TonGop BapuaHTOB pelIeHUs] KOHKPETHOM OreHKa MOJTHOTHI TEPEUHS
npodecCHOHATBLHOM 3a/1a4M WM IPOOIeMbI 110JJOOpaHHBIX BAPHAHTOB
OK 02. JIeMOHCTpanysi HaBBIKOB UCIIOJIB30BaHUS OneHka NOJHOTHI IEPEUHs
MH(POPMALIMOHHBIX MOPTAIOB B ceTH MIHTEepHET, | MOJOOpaHHBIX BAPHAHTOB
BKJTI0Yast OHIMaIbHbIE HH(POPMAIIMOHHO-
IIPaBOBBIE MOPTAJIbI
OK 03. JleMoHCTpanys HHTEpeca K BHIOpaHHOM VYyactue B MEpOIPUSITUSIX
CHELHaTbHOCTH, K MHHOBALIUOHHBIM (onmuMIIuabl, KOHKYPChI
TEXHOJIOTUSIM B 00J71acTH PO(eCcCHOHATBHOM npodecCnOHaIHLHOTO
JeSITeIbHOCTH MacTepcTBa, CTAXKUPOBKHU U
Ip.), TPOBOJIUMBIX KaK
o0pa3oBaTeNbHBIM
3aBEJICHHEM, TaK U BEIYIIUMHU
NPEANPUATHIMU OTPACITH
OK 04. JIeMOHCTpHUPOBATh HABBIKY MEKIMYHOCTHOTO DkcnepTHOe HaOIro1eHNe
0011IeHUsI ¢ COOJTFOACHUEM OOIIETPUHSATHIX OBEIEHYECKNX HABLIKOB B
IPaBUJI CO CBEPCTHUKAMU B 00pa30BaTEIbHOM Xojie 00yueHHs
rpymie, ¢ IpernoaaBaTeasiMu BO BpeMs
00y4YeHHUsl, C pyKOBOJIUTEIISIMU
IIPOU3BOJCTBEHHON NPAKTUKH
OK 05. JleMOHCTpalys HaBBIKOB TPAMOTHOM YCTHOM 1 DkcnepTHOe HaOIro1eHNe
MUCHbMEHHOW peyH HaBBIKOB YCTHOTO U
NUCbMEHHOTO OOIIEHUS B X0J1€
oOyueHus
OK 06. dopMHpOBaHUE YyBCTBA IATPUOTU3MA, YyacTte B MEPOIPUATUAX
IpaXIaHCTBEHHOCTH, YBAXKEHHUSI K MTAMSITH MaTPUOTHIECKOM
3anTHUKOB OTevecTBa U nojasuram ['epoes HaNpaBJICHHOCTH, B
OtedecTBa, 3aKOHY U MTPABOIOPSIJIKY, UETOBEKY | IPOBEIEHUU BOCHHO-
TpyZa U cTapiuieMy MOKOJICHHIO; CIIOPTUBHBIX UID; y4acTHe B
MporpaMmax
B3aMMHOTO YBa)KEHHsI, 0EPEKHOTO OTHOIIEHUS K | aHTUKOPPYILUOHHOM
KYJIbTYPHOMY HAacCJeIUI0 U TPATULUSIM HaIpaBJIEHHOCTH
MHOT'OHALIMOHAJIBLHOTO Hapoaa Poccuiickon
denepannu;
HETEPIMMOCTH K KOPPYIIIMOHHBIM IPOSIBIEHUSIM
OK 07. dopmupoBaHue OEPEKHOTO OTHOIICHUS K OkcrnepTHOE HAOIIOACHNE

NPUPOJIC U OKPYIKAIOIIIEH cpejie

JIEMOHCTpAINU HaBBIKOB
COOJIIOICHHSI TTPABHIT
9KOJIOTMYECKOH 0€301macHOCTH
B BEJICHUU NPO(eCcCHOHATBHOM
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NeSATeTLHOCTH; (POPMHUPOBAHNE
HaBBIKOB (P PEKTHUBHBIX
JICUCTBUI B UpE3BbIYAHBIX
CUTYaITUSIX

OK 08.

dopmupoBaHue 0epeKHOT0 OTHOIICHUS K
3/10pOBBIO

VY4actue B CHOPTUBHBIX
MEPONPHUITUAX, TPOBOJIUMBIX
o0pa3oBaTebHBIM
YUPEKIACHUEM; BEICHUE
3JI0pOBOT0 00pa3a )KU3HU
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