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1. OBIIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI

MNPO®ECCHUOHAJIBHOI'O MOAYJIA

«IIM.03 Ikcmiryatanus 00bEKTOB ceTeBO MHPPACTPYKTYPbD»

1.1. Heabp u MmecTo NpodeccCHOHATBHOT0 MOAYJISI B CTPYKTYpe
o0pa3oBaTe/ibHOW NMPOrpaMMbl

]_ICJ'IB MOAYyJd: OCBOCHHC BHAA ACATCIBHOCTH ((BKCHJIyaTaHI/IH 00BEKTOB CETEBOM

UHGPACTPYKTYPBI».

[IpodeccronanbHblii MOAYJdb BKJIIOYEH B 00s3aTENbHYIO YacThb 00pa3oBaTeIbHOMN

IIPOrpaMMBI 110 BBIOOPY.

1.2. Inanupyemble pe3yJibTaThl 0CBOCHHUS NMPOPeCCHOHAIBHOT0 MOAY I

Pe3ynbrartel ocBoeHUS MPOPECCHOHATBHOIO MOAYJS COOTHOCSTCS C IJIaHUPYEMbIMU
pe3yjibTaTaMl OCBOEHHUS 0Opa30BaTENbHOW IPOrpamMMbl,

KOMIETeHIUH BbimyckHUKA (11. 4.3.3 OOII).
B pesynbTaTe 0CBOCHHS MPOMECCHOHATBHOTO MO/ 00YJAIOMIHACS TOTIKEH

NpeACTaBJICHHBIMH B MAaTpHILC

Kon OK;, Ymerhb 3Harthb Baaaerh HaBBIKAMHU

IIK

OK.01 pacro3HaBaTh 3a/1a4y aKTyaJIbHBIN
u/uiu npooiemy B po¢eCCUOHATBHBIN 1
po(heCCHOHATTLHOM /TN | COIMATBHBIA KOHTEKCT, B
COLIMAaTTbHOM KOHTEKCTE, KOTOPOM MPUXOIAUTCS
aHaJIM3UPOBATh U paboTaTh U KUTh;
BBIJICTISITH €€ COCTaBHbBIE CTPYKTypa IUTaHa JJis
4acTH, pelieHus 3a1a4,
OTIPEEIISATh ATAIbI AITOPUTMBI BHITIOTHEHUS
pelieHus 3a1a4u, paboT B
COCTaBIATH TUIaH npodeccCuoHaNbHOM U
NEHCTBUS, pEATM30BBIBATh | CMEXKHBIX 00JIACTSIX;
COCTaBIICHHBIN TUIaH, OCHOBHBIE HCTOUHUKH
onpeAensiaTh HeoOXouMble | THPOPMAIIUU U PECYPCHI
pECYpCBHI; JUTSL pEIICHU 3a/1a4 U/ UITu
BBISBJIATH U 3Q(QEKTUBHO | pobeM B
UCKaTh WHPOPMAITHIO, npodeccHoHaTEHOM /WU
HEOOXOAUMYIO JIJIst COIMAJTLHOM KOHTEKCTE;
pelleHus 3aJa91 W/ UiH METOJIbI pabOTHI B
poOIEMBI; poecCHOHATLHOM U
BJIQJIETh AKTyaJbHBIMH CMEXHBIX chepax;
METOJITaMH paOOTHI B MOPSITOK OICHKH
npodhecCHOoHANBHOM U PE3yIbTAaTOB PEIICHHUS
CMEXHBIX chepax; 3aja4 rnpodeccruoHaIbHON
OIICHUBATh PE3YIbTAT U JESITEIbHOCTH;
MTOCJICICTBHSI CBOMX
JEUCTBUN
(caMOCTOSATETHLHO WIIH C
MOMOIIIbIO HACTABHUKA);

OK.02 ONpeAeNIATh 3a0a4u JJIst HOMEHKJIATypa

1
bepymces ceéedenus, yxazannvle no 0annomy udy desimenvHocmu 6 n. 4.2.




Mmoucka nHQopManuu,
TUTAHUPOBATH MTPOIIECC
MIOWCKa, BBIOMPATh
HEO0OXOAUMbIE UCTOYHUKHU
nHpopmanuu;

BBIJICTISTH Hanbouiee
3HAYMMOE B TIEPEYHE
uHpopManuy,
CTPYKTYPUPOBATh
MOJTy4aeMyIo
uHpopmaruto, ohopMIIATH
pe3yJIbTaThI TOUCKA;
OLICHUBATh MPAKTHYECKYIO
3HAYUMOCTh PE3YJIbTATOB
TIOUCKA;

MPUMECHSITH CPEJICTBA
UH(POPMAIIMOHHBIX
TEXHOJIOTHH JIJIsl pEIICHUS
poeCCUOHATILHBIX
3a1ad;

UCIIOJIb30BaTh
COBPEMEHHOE
POTrPaMMHOE
oOecrieyeHue B
npodeccuoHaNbHOM
JeSITCIIBHOCTH;
UCIIOJIb30BaTh PA3INYHbIC
u(poBbIe CpecTBA IS
peleHus

PO eCCHOHATBHBIX
3a/1ay;

WH(pOpPMAITMOHHBIX
HCTOYHUKOB,
MPUMEHSIEMBIX B
podecCHOHATBLHOM
JeSITEIIbHOCTH;
MIPUEMBI
CTPYKTYpUPOBAHUS
uHpOpMaINK;
dbopmat opopmieHuUs
pe3yIbTaTOB MOMCKA
nHpopMmanuu;
COBpPEMEHHBIE CPEACTBA U
yCTpPOUCTBA
uH(pOopMaTu3aLuy,
MOPSAIOK X IPUMEHEHUS
U TIPOTPaMMHOE
obecrieyeHue B
poQeCCHOHAIBHON
JESITEIbHOCTH, B TOM
qrcie HuppoBbIe
CpEeJICTBA;

OK.03

OMpECACIIATh aKTYaJIbHOCTD
HOPMAaTHUBHO-TIPABOBOM
JIOKYMEHTAllNH B
npodeccuoHanbHOM
JCSITeTbHOCTH,
NPUMEHSTh COBPEMEHHYIO
HAay4YHYIO
po¢eCCUOHATBHYIO
TEPMHUHOJIOTHIO;
OTIPENeNATh U
BBICTPaUBaTh TPACKTOPUU
npodeccuoHaIbHOTO
pa3BUTHS U
camMo00pazoBaHus;
BBISIBJIATH JOCTOUMHCTBA U
HEJIOCTATKU
KOMMEPYECKOU UIeH;
OIIpENIEIISATh
WHBECTUIIMOHHYIO
IMPUBJICKATCIIbBHOCTH
KOMMEPYECKHUX UJIEH B

CoAEep)KaHUE aKTyaJIbHOMN
HOPMAaTHBHO-TIPABOBOM
JOKYMEHTAIIH;
COBpPEMEHHas Hay4Has 1
npodeccuoHaIbHAs
TEPMUHOJIOTHS;
BO3MOYKHBIE TPACKTOPHUHU
npodeccHoHaTBEHOTO
pa3BUTHS U
camMo00pa30BaHus;
OCHOBBI
peaNpUHIMATEIbCKON
JIeATEITbHOCTH, IIPABOBOU
U (UHAHCOBOM
IPaMOTHOCTH;

npaBuiIa pa3paboTKu
MIPE3CHTAIHH;

OCHOBHBIE 3TAaIlbl
pa3pabOTKH U pean3auu
MIPOCKTA;




paMKax
npohecCHOHATBLHOM
NEeSITeTIbHOCTH, BBISIBIISITh
UCTOYHUKHU
(bUHAHCUPOBAHHS,
MPE3EHTOBATh UCH
OTKPBITUSI COOCTBEHHOT'O
Jiena B
npogeCcCuOHATHLHON
JESITEIIbHOCTH;
OIPENeNATh UCTOYHUKU
JIOCTOBEPHOM IIPaBOBOM
nHpopmanuu;
COCTaBIISITh PA3INIHBIC
NIPaBOBBIC JIOKYMEHTHI;
HAXOJUTh HHTEPECHBIC
NPOCKTHBIC UJICH,
IrPaMOTHO UX
bopMyHpoBaTh U
JIOKyMEHTHPOBATE;
OLICHUBATh
YKU3HECITOCOOHOCTh
MIPOEKTHOM HJIEH,
COCTaBJISITh TUIAH MIPOCKTA;

OK.04 OpPraHU30BBIBATH PabOTY IICUXOJIOTMYECKHE OCHOBBI
KOJUJIEKTHBA U KOMaH/Ibl; JeSITEIIbBHOCTH
B3aMMOJEMCTBOBATH C KOJIJIEKTHBA;

KOJUJIETaMH, MICUXOJIOTHYECKHE
PYKOBOJCTBOM, 0COOEHHOCTH JIMYHOCTH;
KIIMEHTaMH B X0JIe

npodeccuoHaNbHOM

JIeSITEIbHOCTH;

OK.05 IPaMOTHO M3JIaraTb CBOM | MpaBuiia 0(hOpMIIEHUS
MBICITH U 0OPMIISITh JIOKYMEHTOB;
JIOKYMEHTBI 110 IpaBUiIa MOCTPOCHHUS
npodecCuOHATbHON YCTHBIX COOOIIECHUH;
TEeMaTUKe Ha 0COOEHHOCTH
rOCy/1IapCTBEHHOM SI3bIKE; | COLIMAIBHOTO U
HPOSIBJIATH TOJEPAHTHOCTh | KYJIBTYPHOTO KOHTEKCTA;
B pab04YeM KOJICKTHBE;

OK.06 IIPOSIBIIATH TPAXAAHCKO- CYIIHOCTb I'PaKJaHCKO-

aTPUOTUYECKYIO
TIO3UITHIO;
JIEMOHCTPHUPOBATH
OCO3HAHHOE TTOBEJICHHUE;
OIINCBhIBATHh 3HAYNMOCTH
CBOEH CIIEIHaIbHOCTH;
MIPUMEHSATH CTaHIAPTHI
AHTUKOPPYIMIIMOHHOTO
TTOBEJICHMUS;

MaTPUOTHYECKOU
MO3UIINH;
TPATUITHOHHBIX
0011IeYeIIOBEYECKHUX
IICHHOCTEH, B TOM YHCIIE C
Y4€TOM FrapMOHU3AIUY;
MEKHAI[HOHATbHBIX U
MEXPEJIUTUO3HBIX
OTHOIIICHU;
3HAYNMOCTD
po¢eCCHOHATBHON




JESTEIIBHOCTH 110
CIIELUAIIBHOCTH;
CTaHJApThI
QHTUKOPPYNLIMOHHOIO
MIOBEJICHNUS U IIOCIIEACTBUSA
€ro HapyleHus;

OK.07 c00JII0/1aTh HOPMBI MpaBUIa SKOJIOTUYECKOM
IKOJIOTMUYECKOMN 0€301acCHOCTH IIPH
0e30MacHOCTH; BEJICHUU
OTIpEeNIeNIATh HANpaBJIeHUs | MPOo(hecCHOHATBLHON
pecypcocOepexeHus B JeSITEIbHOCTH;
paMkax OCHOBHBIE PECYPCHI,
npodeccuoHanbHOM 3a/IeiCTBOBaHHbIC B
JESTEIbHOCTH 110 npodeccuoHanbHOM
CHEINAbHOCTH; JESITEIIbHOCTH;
OpPraHu30BBIBAThH yTH 00eCIIeYeHHUs
npodeccuoHaIbHYIO pecypcocoepexeHus;
NeSITeTLHOCTD C MPUHIUITBI OEPEXKIINBOTO
cOOIOZICHHEM MIPUHIIMIIOB | MPOU3BOJCTBA;
OepexIInBOro OCHOBHBIE HAITPABIICHHS
MIPOU3BO/ICTBA; WU3MEHEHUS
OpPraHu30BBIBATH KIIMMAaTUYECKUX YCIIOBHIM
npodeccuoHaNbHYIO peruoHa;

JESTENIbHOCTD C YUETOM NpaBujIa MOBEICHUS B
3HaHUH 00 N3MEHEHUU Ype3BBIYAHBIX
KJIMMAaTUYECKUX YCIIOBHH | CUTYaIUsX;

pEruoHa;

3¢ peKTUBHO NEHCTBOBATH

B UpPE3BBIYANHBIX

CUTYaITUSX;

OK.08 HCIIOJIb30BaTh poib GU3UYECKOM
GU3KYITBTYpHO- KYJIBTYPHI B
0370POBUTEIIBHYIO OOIIEKYIbTYPHOM,
JEeSTENIbHOCTD JUISt pohecCuOHaNBbHOM U
YKPEIUIeHUs 3/J0POBbS, COLIMATTbHOM Pa3BUTUU
JOCTIIKEHUS )KU3HEHHBIX | YEIIOBEKa,
U po(ecCHOHANBHBIX OCHOBBI 3/I0pPOBOT0 00pa3za
LeJeit; KU3HU;
MPUMEHSITh YCIIOBHS
panroHaIbHBIE TIPHEMBI npodeccuoHanbHOM
JBUTATETBHBIX (QYHKIMHI B | AEITETLHOCTU U 30HBI
npodeccuoHanbHOM pucka pu3nIECKOoro
NesITeTbHOCTH; 3JI0POBbS IS
M0JIb30BATHCS CPEJCTBAMU | CIIELIUATIBLHOCTH;
npoQUIaKTUKH cpencTBa MpohUITaKTHKH
nepeHanpsHKeHus, NIepeHAINPSHKCHNUS;
XapaKTePHBIMU IS
JTAaHHOM CIEeMaIbHOCTH,

OK.09 MOHUMATh OO CMBICIT | MIpaBHJIA TIOCTPOCHUS

YETKO MPOU3HECEHHBIX
BBICKa3bIBAHUU HA
U3BECTHEIE TEMEI

MPOCTBIX U CIIOKHBIX
MPEIJI0KEHUN HA
PpoeCCHOHAIBHBIC TEMBI;




(mpodeccroHaIbHBIC U
OBITOBBIC), IOHUMATD
TEKCTHI Ha 0a30BbIE
po(hecCHOHAITLHBIC TEMBI,
y4acTBOBAaTh B TUAJIOTaX
Ha 3HAKOMBIC 00ITHE U
npoQeCCUOHATILHBIC TEMBI;
CTPOUTH MPOCTHIE
BBICKa3bIBaHUS O ce0Oe U O
CBOCH npodeccuoHaIbHON
NeSITeTbHOCTH,

KpPaTKO 0OOCHOBBIBATH U
OOBSICHATH CBOU JICUCTBUS
(Texyuue u
IUIAHUPYEMBIC);

MUCaTh MPOCTHIE CBSI3HBIC
COOOIICHUS HA 3HAKOMBIC
WJTH UHTEPECYIOIIHNE
poeCCUOHATIbHBIC TEMBI;

OCHOBHbIE
00IeyTOTpEeOUTENHHBIC
rJ1aroJisl (ObITOBas M
npodeccuoHanbHas
JICKCHKA);

JIEKCUYECKUI MUHUMYM,
OTHOCSIIIIUICA K
OTIMCAHUIO MPEIMETOB,
CPEICTB U MPOLIECCOB
podecCHOHATBLHOM
JESITEIIbHOCTH;
0COOEHHOCTH
MIPOU3HOIICHHUS;
MIPaBWJIa YTCHUS TEKCTOB
npodeccuoHanbHOMI
HAIPABIICHHOCTH;

I1K.3.1

MIPOEKTHPOBATH
JIOKaJIbHYIO CETh;
BBIOMPATH CETEBBIC
TOIIOJIOTUH;
pacCcYUTHIBATH OCHOBHBIE
napaMeTphl JIOKAIbHOM
CeTH;

PUMEHSATH aJTOPUTMBbI
ITOMCKA KpaT4anIero
yTH;

TUTAHUPOBATH CTPYKTYPY
CeTHU C MoMoMIbIo rpada ¢
ONITUMAIIEHBIM
pAacIoIoKEHUEM Y3JI0B;
WCTIOJH30BATh
MaTeMaTHYeCKUH anmapar
Teopuu rpados;
HacTpauBaTh CTEK
npotokosioB TCP/IP u
UCIIOJIb30BaTh
BCTPOCHHBIC YTUJIUTHI
OTIEPALIMOHHOM CUCTEMBbI
JUTSL IMaTHOCTHKH
paboTOCIOCOOHOCTH CETH

oOu1re NpUHIUIIBI
HIOCTPOCHUS CETEH;
CETEBbIE TOIOJIOTHH;
MHOTOCJIOHHYIO MOJIENb
OSl,

TpeOoBaHUS K
KOMIIBIOTEPHBIM CETSIM;
ApPXUTEKTYpy TPOTOKOJIOB;
CTaHJIapTU3ALHIO CETEH;
9Tarbl MPOEKTUPOBAHUS
CeTeBOM
UHPPACTPYKTYPBHI;
3JIEMEHTHI TEOpUN
MaccoBOI'0
00CITy)KUBaHUS;
OCHOBHBIE ITOHATHS
Teopuu rpados;
QJITOPUTMBI ITOMCKA
KpaT4yaluiero nyTy;
OCHOBHBIE ITPOOJIEMBI
cuHTe3a rpadoB arak;
CUCTEMBI
TOMOJIOTHYECKOI0 aHAIN3a
3aIUIIEHHOCTH
KOMITBIOTEPHOU CETH;
OCHOBBI IIPOEKTUPOBAHUS
JIOKAJIbHBIX CETEH,
OecrpoBOIHBIE JIOKAJIbHBIE
CeTH;

CTaHJapThI Kabemnei,
OCHOBHBIE BU/]IbI
KOMMYHHKAIIHOHHBIX
YCTPOMCTB, TEPMUHBI,

IIPOEKTUPOBATH
ApXUTEKTYPY JOKAJIBHON
CETH B COOTBETCTBUU C
IIOCTaBJICHHOW 3a/1a4yei;
UCII0JIb30BATh
CIeUaIbHOE
IpOrpaMMHOE
o0ecrieueHue A
MOJIETUPOBaHUS,
IIPOEKTUPOBAHUSA U
TECTUPOBAHUS
KOMIIBIOTEPHBIX CETEN;
HACTpPauBaTh MIPOTOKOJIbI
IUHAMHYECKOH
MapIIpyTU3aLNN;
OIIPEAEIATD BIUSHUS
MIPUJIOKEHNH HA TPOEKT
CETH;

aHAJIM3UPOBATh,
IIPOEKTUPOBAThH U
HaCTpauBaTh CXEMbl
MOTOKOB Tpaduka B
KOMITBIOTEPHOU CETH




MOHSTHUS, CTAHAAPTHI U
THUIIOBBIC 3JIEMCHTEI
CTPYKTYPUPOBAHHOM
KaOeJIbHOI CUCTEMBI:
MOHTaX, TECTUPOBAHUC;
CpEICTBA TECTUPOBAHMUSI U
aHaJIu3a;

0a30Bbl€ IPOTOKOJIBI U
TEXHOJIOTHH JTOKAIbHBIX
ceTel

[1K.3.2 | BeIOUpATh ceTeBbIC oO11ye NPUHIUIIBI YCTaHABIIUBAThH U
TOIOJIOTUH; IIOCTPOEHHUS CeTEM; HACTpauBaTh CETEBbIC
paccuuThIBaTh OCHOBHBIE | CETEBBIC TOMOJIOTHH, MPOTOKOJIBI U CETEBOE
napaMeTpbl JJOKaJIbHOU CTaH/IapTU3ALUIO CETEH; o0opyioBaHue B
CeTH; 3Tanbl IPOESKTUPOBAHUS COOTBETCTBUHU C
IIPUMEHSATH AJITOPUTMBI CeTeBOt KOHKPETHOH 3a/1aue;
MOMCKa KpaTyaiiiiero UHPPACTPYKTYPHL; BBIOMpATh TEXHOJIOTHUH,
yTH; 3JIEMEHTHI TEOpUU UHCTPYMEHTAJIbHbIE
IUIAHUPOBATH CTPYKTYPY MacCcOBOTO CpeIcTBa MpU
CeTH C moMouIbio rpada ¢ | 00CITy)KUBaHUS; OpraHM3aliy rpoliecca
ONTUMAaJIbHBIM OCHOBHBIE MTOHATHS UCCIIEIOBaHUS 0ObEKTOB
PacIoJIOKEHUEM Y3JIOB; Teopuu rpados; CEeTeBOU
HCIIOJIb30BATh OCHOBHBIE MTPOOIIEMbI UHGPACTPYKTYPHI;
MaTeMaTUYeCKU anmnapar | CMHTe3a rpadoB aTak; CO3/1aBaTh U HACTPauBaTh
TeopHuH rpados; CHUCTEMBI OJIHOPaHIOBYIO CETb,
HCII0JIb30BATh TOMOJIOTUYECKOI0 aHAIN3a | KOMIIBIOTEPHYIO CETh C
MHOT'0()yHKIIMOHAJIbHBIE 3aIUIIEHHOCTH MIOMOIIBIO
npuOOpbI U MPOTrPAMMHBIE | KOMIIBIOTEPHOH CETH; MapIIpyTH3aTopa,
CpEJICTBa MOHUTOPHHTA; apXUTEKTypy CKaHepa 0€eCIIPOBOJIHYIO CETbh;
UCII0JIb30BaTh 0e30MacHOCTH; BBITIOJHATH MOUCK U
IporpaMMHO-aNnapaTHbIe | MPUHLUIBI TOCTPOCHUS ycTpaHeHue npooiieM B
CPEJICTBA TEXHUYECKOTO BBICOKOCKOPOCTHBIX KOMIIBIOTEPHBIX CETSX;
KOHTPOJIS JIOKaJIbHBIX ceTel OTCJIEKHUBATh MAKETHI B

CETH U HaCTpauBaTh
porpaMMHO-annapaTHbIe
MEXCETEBbIE IKPAHBI;
HACTpauBaTh
KOMMYTAlIUIO B
KOPIIOPaTUBHOM CETH

[1K.3.3 WCIIOJIb30BaTh TpeOOBaHUS K o0ecrieunBaTh
pOTrpaMMHO-aNNapaTHbIE | KOMIBIOTEPHBIM CETSM; LIEJIOCTHOCTh
CPEJCTBA TEXHUYECKOTO TpeOOBaHUS K CETEBOU pe3epBUpOBaHUS
KOHTPOJIS 0e30macHOCTH; UHpOpMaLNY;

3JIEMEHTHI TEOPUH oOecrieunBaTh 0€30MMacHOE
MaccoBOI'0 XpaHEHUE U Nepenavy
00CTyXKUBaHUS; nHpopmanuy B

OCHOBHBIE MTOHSTHUS
Teopuu rpadoB;

OCHOBHBIE ITPOOJIEMBI
cuHTe3a rpad)oB aTak;
CHCTEMBI
TOIIOJIOTUYECKOTO aHAJIH3a

rJI00ATBHBIX U JIOKAJTBHBIX
CeTsIX;

CO3/1aBaTh U HACTPAUBATh
OJTHOPAHTOBYIO CETh,
KOMITBIOTEPHYIO CETh C
TIOMOIIIBIO
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3aIUIIEHHOCTH
KOMITBIOTEPHOU CETH;
apXUTEKTypy CKaHepa
0e30macHOCTH

MapIIpyTH3aTopa,
0eCIIpOBOIHYIO CETh;
BBITIOJIHATH TIOMCK U
yCcTpaHEeHHE MPoOIeM B
KOMITBIOTEPHBIX CETSX;
OTCIIC)KUBATh TIAKETHI B
CEeTH M HacTpauBaTh
IPOrpaMMHO-AIIapaTHbIC
MEKCETEBBIC IKPAHBI;
(buIbTPOBATH,
KOHTPOJIUPOBATH U
o0ecrieynBaTh
0€301acHOCTh CETEBOTO
Tpaduka;

OIIPEIETIAT BIUSHHIE
IIPUJIOKEHUIN HA IPOEKT
ceTu

[1K.3.4 | unTaTh TEXHUYECKYIO U TpeOOBaHUS K MOHUTOPHHT
IPOEKTHYIO KOMIIbIOTEPHBIM CETSIM; POM3BOIUTENLHOCTH
JIOKYMEHTAIUIO 110 apXUTEKTypy IIPOTOKOJIOB; | cepBepa U
OpraHu3alii CErMEHTOB CTaHJapTH3ALHIO CeTel; IPOTOKOJIMPOBAHMUS
CeTH; 3Tanbl IPOEKTUPOBAHUS CUCTEMHBIX U CETEBBIX
KOHTPOJIMPOBATh ceTeBoi COOBITHIA;
COOTBETCTBUE UH(QPaCTPYKTYPBbI; UCII0JIb30BATh
pa3pabaTbIBa€MOro OpraHu3aiuio padboT 1o CIeUaIbHOE
MPOEKTa HOPMaTHUBHO- BBOJIY B AKCILTyaTaIHIO IpOrpaMMHOE
TEXHUYECKON 00BEKTOB U CETMEHTOB o0ecrieueHue A
JIOKYMEHTAIUH; KOMITBIOTEPHBIX CETEH; MOJIETUPOBaHUS,
HCII0JIb30BATh CTaHJapThl Kabeneil, IIPOEKTUPOBAHUSA U
IIPOrpaMMHO-aINapaTHbIE | OCHOBHBIE BUIbI TECTUPOBAHUS
CPEICTBA TEXHUYECKOTO KOMMYHHKAIIMOHHBIX KOMIIBIOTEPHBIX CETEN;
KOHTPOJIS; YCTPOMCTB, TEPMUHBI, CO3/1aBaTh U HACTpauBaTh
HCII0JIb30BaTh MOHSITHS, CTAHAAPTHI U OJIHOPaHTOBYIO CETb,
TEXHUUYECKYIO JINTEPATYpy | TUIOBBIE DJIEMEHTHI KOMIIBIOTEPHYIO CETh C
U UH(OPMAIIMOHHO- CTPYKTYpUPOBAHHOMN IIOMOIIBIO
CIIPaBOYHbBIE CUCTEMBI 111 | KaOeJIbHOM cHCTEMBI MaplIpyTHU3aTopa,
3aMeEHBbI (TTIOMCKa (MOHTaX, TECTUPOBaHUE); | OECIIPOBOJIHYIO CETh;
aHaJIOTOB) YCTapeBIIEro CpEeICTBa TECTUPOBAHUS U | CO3/IaBaTh MOJICETH U
000pyI0BaHUS aHaJIN3a; HacTpauBaTh OOMEH

[IPOrpaMMHO-aINapaTHbIe | JaHHBIMH;

CPEJICTBA TEXHUYECKOTO BBITIOJIHATH MIOUCK U

KOHTPOJIS ycTpaHeHHe Mpo0sieM B
KOMIIBIOTEPHBIX CETSX;
aHAJIM3HPOBATH CXEMBI
MOTOKOB Tpaduka B
KOMITBIOTEPHOM CETH;
OLICHUBATh KaueCTBO U
COOTBETCTBHE
TpeOOBaHUSAM MPOEKTA
ceTu

I1IK 3.5. | unTaTh TEXHUYECKYIO U MIPUHLIMIIBI U CTaHIApPThI 0(hopMIIATH TEXHUYECKYIO

MIPOEKTHYIO

ohopmITeHUS

JIOKYMEHTAITHIO;
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JIOKYMEHTAITHIO 10
OpraHU3aIMi CETMEHTOB

TEXHUUYECKYIO JIUTEPATYPy
U MH()OpPMAITIOHHO-
CIIPABOYHBIE CHCTEMBI JIJIs
3aMeHBbI (TTOUCKa
aHAJIOTOB) YCTapeBILIEro
000pyTI0BaHUS

TEXHUYECKOH
IIOKYMGHTaLII/II/I

CeTH; MIPUHIIMIIBI CO3/IaHUS U CceTH;
KOHTPOJIHPOBATH O(OpPMIICHHS TOTIOJIOTUM | AaHATTU3UPOBATH CXEMBI
COOTBETCTBHUE CeTH; MOTOKOB Tpaduka B
pa3zpabaThiBaEMOro nH(OPMAIIMOHHO- KOMITbIOTEPHOM CeTH;
MIPOEKTa HOPMATHUBHO- CIIPaBOYHbBIC CUCTEMBI JIsl | OLIEHUBATh Ka4eCTBO U
TEXHUYECKON 3aMeHbl (ITOKCKa) COOTBETCTBUE
JIOKYMEHTAIUH; TEXHUYECKOTO TpeOOBaHUSAM MPOEKTA
HCII0JIb30BaTh 000py10BaHUs ceTu

OIIPEAEIIATD BIUSHUE
IIPUIOKEHUN HA IIPOEKT

C nenpio mpUBEIEHUs colepikanus pabodel mporpaMMbl MPOPECCHOHATBHOTO MOTYJIIS B
COOTBETCTBUH C NMPO(PEeCCUOHANBHBIM CTAHIAPTOM U TPeOOBAHUSMU PHIHKA TPY/1a, OCBAUBAIOTCS
CJICTYIOIIHE TPYAOBBIE ICHCTBUS, HEOOXOIMMBIC YMEHHUS U 3HAHUS TPO(HECCUOHATLHOTO
cranaapta 06.026 « Cucmemmwiti aOMUHUCIPAMOP UHGOPMAYUOHHO-KOMMYHUKAYUOHHBIX

cucmem

O06o0mennast TpyaoBasi PyHKIUSA
(IMPOPECCHOHAJIBHBIN
CTAHJAPT)

Bua npogeccuoHaILHOM AeATEJBHOCTH
(®rocC CIo)

O6oOmenHass TpymoBas GyHKOu: TexHHYeCKHe

®opmynuposka BII: Hacmpoiika cemeeoit

patoTrsl MO OOCHYKUBAHMI0O HHPOPMALMOHHO- ungpacmpyxkmypot
KOMMYHMKAIIHOHHOI{ CHCTEMBI

Tpynosble QpyHKIHH: [IK:

O06o0menHas TpyZoBas ¢GbyHKIMS: ®opmymuposka BIT/I:

OobcayxxuBaHue ceTeBbIX
YCTPOHCTB HHPOPMALMOHHO-
KOMMYHMKAIIMOHHOI

CUCTEMBbI

JKemiyaranusi 00beKTOB ceTeBOi HHPPACTPYKTYPHI

B/02.5 OGecneuenne pabOTH TEXHHYECKUX U
MPOTPAaMMHBIX CPE/ICTB HH(POPMaMOHHO-
KOMMYHHKAIMOHHBIX CHCTEM

B/05.5 [IpoBeeHne 0OHOBJICHHS TPOrPAMMHOTO
obecrieueHns! TEXHUYECKHX CPEACTB HHPOPMaIMOHHO-
KOMMYHUKALIMOHHBIX CHCTEM TI0 HHCTPYKIHAM
MPOU3BOIUTENEH

MK 3.1. OcymecTBiaTh TPOEKTUPOBAHUE CETEBOM
HHPPACTPYKTYPHL..

A/04.4 BrinonHeHNe KOHTPOJISI HATMYUS 3a11acoB,
CBOEBPEMEHHOT0 IPOBEIEHHS PEMOHTA U HATHYHSI
CEpPBUCHBIX KOHTPAKTOB Ha 00CITy)KUBaHHUE
MH()OPMALMOHHO-KOMMYHHUKAIIMOHHBIX CHCTEM

1IK 3.2. Obcnyocusams cemegwle KOHDU2YPAYUUNPOSPAMMHO-
annapamuslx cpeocms.
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B/06.5/InarHocTrKa HCYEpIIaHUsT THIIOBBIX PECYpPCOB
WHPOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX ~ CHCTEM  C
HCIOJIb30BAHUEM MPUKIIAHBIX IPOTPAMMHBIX CPECTB
U CPEJICTB KOHTPOJIS

IIK 3.3. Ocywecmenamo 3auumy ungopmayuu 6 cemu c

UCNOJIb306AHUEMNPOCPAMMHO- annapammslx cpedcme.

A/01.4  BremonHeHne pa®oOT 1O BBISBICHUIO U
YCTPaHCHUIO TUINYHBIX HHIUJICHTOB
MH()OPMALMOHHO-KOMMYHHUKAIIMOHHBIX cHCTeM

1IK 3.4. Ocywecmensimvycmpanerue HemMUunU4HbIX
HeucnpagHocmeil 8 pabome cemegou UHPPACPYKMYPbl

A/03.4 TlpoBeneHue WHBEHTApHU3ALMU U IIK 3.5.

Be/ICHHE ydera TEXHHYECKHX u MozaepHu3upoBaTh CETEBbIC yCTpOWCTBA
HNPOrPaMMHBIX CPEACTB HH(POPMALMOHHO- HH(OPMALMOHHO-

KOMMYHHKAIMOHHBIX CHCTEM c KOMMYHHKAIIHOHHBIXCUCTEM
UCIIONIB30BAaHUEM  CICLHAIU3UPOBAHHBIX

HpOrpamMm

A/04.4 BrmoigHeHWE KOHTPOJIS HAJIHMIUSI K 3.5.

3allacOB, CBOCBPEMEHHOIO  MPOBEACHHMS MonepHU3UpOBaTh CETEBBIC ycTpoiicTBa
peMoHTa u HaJIMYHUS CEPBUCHBIX HH(OPMALMOHHO-

KOHTPAKTOB Ha o0ciyK1UBaHNe KOMMYHUKaIIMOHHBIXCHUCTEM
MH()OPMALMOHHO-KOMMYHHUKAIIMOHHBIX

cHcTeM

A/05.4 TlomroroBka OTYETOB O NPHOOPETAEMBIX H

pacxosyeMbIX KOMIIOHEHTax, Il0jlaya 3asBOK Ha

npuoOpeTeHne  KOMIUIKTYIOIMX M IPOBE/ICHHE

peMoHTa 00CITy’)KHBaeMBIX KOMIIOHEHTOB

I/IH(I)OpMa]_II/IOHHO-KOMMyHI/IKa].[I/IOHHLIX CUCTEM

2. CTPYKTYPA U COAEP KAHUE ITPOPECCUOHAJIBHOT'O MOAYJIA

2.1. TpynoeMKOCTH OCBOEHHSI MOAYJS

HaumeHoBaHue cOCTaBHBIX YacTeil MOAYJIst O0BeM B yacax B 1.4. B popme npaxr.
NOJATrOTOBKH

YyeOHble 3aHATHS 418 174
KypcoBas pabota (mpoekr) - -
CamocrosiTenbpHas pabora 26 -

ITpakTHka, B T.4.: 360 360

yaeOHast 180 180
MIPOU3BOJICTBEHHAS 180 180
[TpomexyTouHas arTecTanus 6 -

Bcero 804 434
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2.2. CrpykTrypa npodgeccCHOHAJIBLHOI0 MOAYJIs

Kox OK,
TIK I - . N )
2 5 E | =
s | £ |z 28| &|¢s|é
S > = & 3 2 | &
£ s < = ) = é E
HanMeHOBaHUS pa3/elioB g Z =¢ g < S = | 8
Bcero, = 2 = 0 Q a B | E
npo¢ecCHOHANTBEHOTO v © o) L g = = 3
gac. s = =) a S 2 3 A
MOYJIA . g © o - & = S
25| E | 8| £ 2]|¢|%
m L 2 8 2 2 2
. Z ) o S > %)
2 3 U 5
= @) N4 O 2,
m =
1 2 3 4 5 6 7 8 9 10
OK.01 — | Pazzen 1. Dkcrutyaranust
OK.09I1 | cereBoil HUH(PACTPYKTYPEI
K3.1- 154 58 | 146 | 76 8
I1K3.4
OK.01 — | Paznen 2. TexHomoruu
OK.09IT | aBTomMaTu3anuu
K3.1 - TCXHOJIOTHICCKHUX 132 58 124 54 8
[1K3.4 ImpouecccoB
OK.01 — | Pasnen 3. BesomacHocTh
OK.09I1 | ceTeBoii HHPPACTPYKTYPHI
K3.1 - 152 58 142 72 10
I1K3.4
OK.01 — | YueOHas npakTrka
OK.09IT 180
K3.1- 180 180
I1K3.4
OK.01 — | IIpousBojcTBeHHAs
OK.09I1 | mpakTuka 180
K3.1 - 180 180
I1K3.4
[IpomesxyTounas 6
aTTecTalus
Bcezo: 804 | 534 | 418 | 202 | | 26 [180] 180




2.3. Coaep:xanue npodeccuoHaabuoro MmoayJasi [IM.03 DxkcruryaTamusi 00beKTOB ceTeBOi HHPPACTPYKTYPbI

14

HaumeHoBaHMe pa3iesioB U TeM

Coaeprxanue yueOHOr0 MaTepHuaJia, MPaKTHYECKUX H JIA00PaTOPHBIX
3aHATHS, KYPCOBOU npoekm (paboma)

Oo6vém 6 uacax

Oceausaemore
/1eMenmbl
KomnemeHuui

Paznea 1. Dkcrryaranms cereBoil HHPPACTPYKTYPbI

MJIK.03.01. OkcruryaTanus ceTeBoil HHPPACTPYKTYPbI

154

OK.01 -
OK.09IIK3.1 -
I1K3.4

Tema 1.1 Dxcnuryaranus
00BbEKTOB ceTeBOi

HHPPACTPYKTYPHI

Conep:xanue

46

1. ®u3nyecKkue acneKThl IKCILIyATAIUH.

®u3nyeckoe BMEIATeNbCTBO B MHPPACTPYKTYPY CETU. AKTUBHOE U
MIaCCUBHOE CETeBOE 000pyAOBaHMe: KaOellbHbIe KaHaNbl, KaOelb, narTy-
TTAHEJIN, PO3ETKHU.

OK.01 -
OK.09I1K3.1 -
I1K3.4

2. PacimmpsieMmocTh ceTH.
Macmrabupyemocts ceth. Jlo6aBiaeHne OTACIbHBIX 3JIEMEHTOB CETH
(monp30BaTele, KOMITBIOTEPOB, MPUIIOKEHUM, CITYXkKO).

3. HapammBaHue JJIHHBI CCTMEHTOB CETH
3aMeHa CyILECTBYIOIIEH anmnaparypbl. Y BETUUEHHE KOJIMUECTBA y3JI0B
CeTH; yBeIMUYEHHE MPOTSHKEHHOCTH CBSA3eH MEXy 00BEKTaMHU CeTH

4. dusuyeckasi KapTa Beeil ceTH
Jlornueckast TOIONIOrusl KOMIIBIOTEPHOU ceTU. TeXHUUecKas U IPOEKTHAst
JNoKkymeHTanus. [lacrmopT TEXHUYECKHUX yCTPOMCTB.

5. Knaccndukanus perjiaMeHTOB TEXHHYECKHX 0CMOTPOB,
TeXHUYeCKHe OCMOTPbI 00bEKTOB CeTeBOI NH(PPACTPYKTYPHI.
[TpoBepka 00BEKTOB ceTeBOI MHPPACTPYKTYPHI U MPOPUTAKTHUECKHUE
paboTHI.

6. IlpoBeneHue peryJIsipHOro pe3epBMPOBAHUS.
O6cnyxrBanne GU3NUECKUX KOMIOHEHTOB; KOHTPOJIb COCTOSIHHS
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alrrapaTHoro O6€CH€‘I€HI/IH; opraHu3anysa yaaJICHHOI'O OIIOBCUICHUA O
HCIIOJJaJKax.

7. IlporpaMmMHoe o0ecriedeHue MOHUTOPUHIA KOMIIbIOTEPHBIX ceTeH u
ceTeBbIX YCTPOMCTB.

AHanu3 GyHKIIMOHAJIBHBIX 0COOEHHOCTEN TPOrpaMMHOTO 0OecTIeYeHHs
MOHHUTOpHHIA, OMPCACIICHUC MCTOAOB U aJITOPUTMOB, UCITIOJIL3YCMbBIX B
MPOLIECCE MOHUTOPUHTA, U3YUYE€HHUE OCHOBHBIX MIPUHIIMIIOB BBIOOpa
IIPOrpaMMHOT0 OOECTIieueHUsI MOHUTOPUHTA JIJIsl KOHKPETHOM ceTH Win
yCTPOICTBA HA OCHOBE y4yeTa UX MapaMeTpOB U 0COOCHHOCTEH paboThl,
aHaJIN3 BO3MOXHOCTEN COBPEMEHHOI'O ITPOrPaMMHOT0 00eCcieueHus
MOHHUTOpPHHTA U onpeneneHne 3 (HEeKTUBHBIX MOAXO0I0B K UCHIOIB30BAHUIO
9THUX BO3MOKHOCTEH B MPAKTUYCCKUX 3aa4ax MOHHUTOPHHIA
KOMITBIOTEPHBIX CETel U CETEBBIX YCTPOMCTB.

8. IIporokon SNMP, ero xapakrepucTuku, popmar cood1eHuit,
Ha0op ycJayr.

AHaIn3 OCHOBHBIX XapakTepUCTUK mpotokosa SNMP, ero cTpykTypsl U
apXUTEKTYpHl, popmara cCOOOIICHUH U crielMpUKALUY CHHTAaKCUCa

9. ObopynoBanue AJs1 AUATHOCTHUKHU U CePTHPUKANNN KaDeTbHbIX
CHCTeM.

CereBble MOHUTOPBL, TPUOOPHI JUIsl CEPTUPUKALNN KaOEIbHBIX CUCTEM,
Ka0eJIbHbIe CKaHEePhl U TECTEPHI.

B TOoM 4nc/Ie NPaKTHYECKUX 3aHATHI H J1a00paTOPHBIX padoT

30

OK.01 -
OK.09IIK3.1 -
I1K3.4

[TpakTueckoe 3anatue 1. OkoHIIOBKa Kabesis BUTas napa

[TpakTuyeckoe 3anstue 2. 3aaenka kademst BUTas mapa B po3eTKy

[TpakTueckoe 3anstue 3. KpoccupoBaHre 1 MOHTaX NaT4Y-TIaHEIH B
KOMMYTAaIIMOHHBIN IKad, Ha CTEHY

[TpakTrueckoe 3ansTHE 4. DKCIUTyaTallusl TEXHUYECKUX CPEACTB CETEBOI
UHPACTPYKTYPHI (IPUHTEPHI, KOMIBIOTEPHI, CEPBEPHI)
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[IpakTuueckoe 3ansaTue 5. BeinonHeHue 1eUCTBUM 110 YCTPAHEHUIO
HEUCIPABHOCTEH. BhIMOIHEHNE MOHUTOPUHTA U aHAIHM3a PA0OTHI
JIOKQJIBHOM CETH C MOMOIIIBIO MPOTPAMMHBIX CPEJICTB.

[TpakTraeckoe 3ausatue 6. OdopMiaeHNEe TEXHUYECKON JOKYMEHTAIIUH,
npaBuiia 0OPMIICHHS TOKYMEHTOB

[TpakTueckoe 3ansatue 7. Ilporokon ynpasnenus SNMP. OcHoBHble
xapakrepucTtuku npotokona SNMP. Ha6op ycnyr (PDU) npoTtokona
SNMP. ®opmar coobmenuit SNMP.

HpaKTI/IqCCKOG 3aHATUC 8.38,[[3‘11/1 YIIpaBJICHUA: aHAJIU3
MPOU3BOJUTCIIBHOCTU CCTHU, aHaJIM3 HAACKHOCTU CCTU

[TpakTuyeckoe 3ansaTue 9. YnpapieHue 6€30MacHOCTIO B CETH. YUET
Tpaduka B cetn

[TpakTnueckoe 3ansatue 10. CpeacTBa MOHUTOPUHIA KOMITBIOTEPHBIX
cereil. CpeacTBa aHaNM3a CETH € TIOMOIIBIO KOMaH]l CETEBOU
ONEPalMOHHON CHCTEMBI

Tema 1.2 DkcruryaTanus
cucreM IP-reseponnn

Conep:xanue

30

1. Hacrpoiika H.323.

Onucanue H.323 u o6mue pexomengannu. @yHKIMOHATbHBIE
kommoHeHTsl H.323.YcranoBka u noanepxka coenunennst H.323.
Coenunenus 6e3 u ¢ ucnonbzoBanueM GateKeeper. Coeannenus ¢
UCTOIb30BaHNEM HecKonbkux GateKeeper. MHOTOTIOIB30BaTEIBCKHE
koH(pepermu. OdecneyeHne 0TKa30yCTONYUBOCTH.

OK.01 -
OK.09IIK3.1 -
I1K3.4

2. Hacrpoiika SIP.

Onucanne u obume pekomenaanuu. Texunonorus SIP u cBsi3aHHBIE C HE
crangaptel. Dynkiuonanbabie KOMIOHEHTHI SIP. Coobmienus SIP.
Anpecanus SIP. Moaens yctaHoBieHus: coenuHenus. [lnanupoBanue
OTKa30yCTOWYNBOCTH.

3. YcraHoBKa M MHCTAUISIIUS IPOTPAMMHOI0 KOMMYTATOpA.
MomnTaxHnsle npoueaypsl. [Iponenypsl HHCTAUIALMHU. YTIpaBICHAE
anmnapaTHBIMU cpencTBaMu U noptamu. [Iporokonsl ynpasinenus MGCP,
H.248. Co3nanue ananoroBsix aOOHEHTOB. BHyTpucTaHImoHHas
MapuIpyTU3aLusl.
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4. YnpasJ/ieHue NPOrpaMMHBIM KOMMYTATOPOM.

Mapuipyruzanus. ['pynnsl coeIMHATENbHBIX JUHUN. [Toakmoyenue
craniuii ¢ TDM (abonentckuit noctyn TDM). Curnanuzarus SIP, SIP-T,
H.323 u SIGTRAN. IP -a6onentsl. [ pynmnbl aboHeHTOB. JlONOTHUTEIBHbIE
a0OHEHTCKHUE YCIIYTH.

5. Opranusanus sxcruryaranuu cucrem IP-resegonun.
TexHuueckoe 00CIy)KMBaHUE, UTAHOBBIN TEKYIIUN PEMOHT, MJIAHOBBIN
KalUTAJIbHBIA PEMOHT, BHEIUIAHOBBIN PEMOHT

6. BoccranoByienne padoThbl CeTH MOCJIe ABAPUU.

CxeMmplI 1mocieaBapuifHOT0 BOCCTAHOBJICHHUST pabOTOCIIOCOOHOCTH CETH,
TEXHHYECKas U MPOEKTHasl JOKYMEHTAIHS, CIIOCOOBI PE3EPBHOTO
KOITMPOBAHUA JAHHBIX, IPUHIUIIBI pa601,1 XpaHWJIMII JAaHHBIX

B ToM umciie NpakTHYeCKUX 3aHATHI M J1a00PATOPHBIX padoT

28

[TpakTueckoe 3ansatue 1. Hactpoiika anmapaTHbIX U IporpaMMHbIX [P-
TenedoHOB, pakcoB

[Ipaktuueckoe 3anstue 2. Pa3BepThiBanue ceTH ¢ ucmnoiab3oBanneM VLAN
st [P-tenedonnn. Hactpoiika nuto3a

[TpakTrueckoe 3ansTue 3. YCTaHOBKA, OAKIIOUYEHUE U IEpBOHAYAIbHbIE
HACTPOUKHM roJI0COBOT0 Mapuipyruzaropa. Hactpoiika Tabmuiibt
MOJIh30BaTeNIEeH, HACTPOMKA TPYIII, HACTPOMKA TOJIOCOBBIX COOOIIECHHI B
r0JI0COBOM MAapIIPYTHU3aTOPE.

[TpakTueckoe 3anstue 4. Hactpoiika nporpammuo-annaparsoit [IP-ATC.
VYcranoBka 1 HacTpoiika nporpamMHoi [P-ATC (manpumep, Asterisk).

IIpakTrueckoe 3aHaTHE 5. MOHUTOPHUHT U aHAIU3 COSAUHEHUH 10
Pa3IMYHBIM TPOTOKOJIAM. MOHUTOPHUHT BBI30BOB B TPOTPAMMHOM
KOMMYTaTOpe

[Tpaktuyeckoe 3anstue 6. Co3naHue pe3epBHBIX KOMUIM 0a3 JaHHBIX

[IpakTnueckoe 3ansaTue 7. /lnarHocTuka U yCTpaHEHUE HEUCIIPABHOCTEN B
cucremax IP-renedonnn

CamocrosiTeibHas paGora

KoncyabTanun

(o3}

Ix3amen no MJIK 03.01
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Pa3nen 2. TexHO10THM AaBTOMATH3AIMN TEXHOJOTMYECKUX MPOIECCOB 132
OK.01 -
OK.09IIK3.1 -

M/K.03.02. TexH0JIOTHH ABTOMATHU3ANUH TEXHOJOTHYECKUX NMPOLECCOB [1K3.4

Tema 2.1. Conep:xanue 18

ABTOMATH3HPOBAHHbIE >

1. [TonsTue 06 00bekTe ynpanneHusi. CBOWCTBa 00bEKTa YIPaBICHHUS.

CHCTEMBI YIIPaBJIeHUs

TeXHOJIOTH4YeCKUMH 2. Knaccugukaius TeXHOIOTHYECKHX 00BEKTOB YIIPABJICHUS IO THITY,

npoueccamu (ACY TII) XapakTepy TEXHOJIOTHYECKOTo MpoIlecca, 0 XapaKTepUCTHKE apaMeTpoB

YIIPaBJICHUS

3. Knaccugukarus cucrem ynpaBieHUs] TEXHOIOIMYECKUMU
00BbeKTaMH 10 c11oco0y, IENIH U CTENIEHH [ICHTPAIN3aIiH yIPaBICHHsL.
4. OOu1me cBefeHust 00 aBTOMATU3UPOBAHHBIX CUCTEMAaX YIPABJICHUS

texHojoruueckumu npoueccamu (ACYTII) u cucremax aBTOMaTu4ecKoro
ynpasiieHus (CAY)

5. OcnoBuble pynkunn ACYTII u CAY. Texnuueckoe, mnporpaMMHoOe
u uHpopmanmonnoe oodecneuenue ACYTII

6. Crpykrypa ACYTII Ha 6a3e MUKPOIIPOLIECCOPHOM TEXHUKH.

7. CpenactBa nu3mepeHus: npeodpa3oBaHus U PEryIUpOBaHUs B
ACYTII

8. OcHOBHbIE IOHATHS aBTOMAaTU3UPOBAHHOM 00pabOTKH
uHbopMauu

9. MeTo/b1 U CpecTBa MOJECIUPOBAHUS TEXHOJIOTHUYECKHUX IIPOIIECCOB
B ACVYTII

10. 0O0630p COBpeMEHHBIX TeXHOJOTUI 1 TeHaeHIui pa3sutust ACYTII
11. IIporpammupoBanue u Hactporika ACYTII: sa3bikn

InporpaMMupoOBaHus, MECTOAbI U HHCTPYMCHTLI

12. Wnrerpamus ACYTII ¢ npyrumu cuctemamu 1 000pyZA0BaHUEM B
IIPOU3BOJICTBEHHOM IIPOLIECCE

13. Onenka 3 (HEeKTUBHOCTH ¥ DKOHOMHYECKAs OIICHKA BHEPCHUS
ACVYTII
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14.  OcobeHHOCTH ynpaBlieHUs TPOU3BOJCTBEHHBIMU CUCTEMaMU B
YCIIOBUSIX HEOMPEJICIICHHOCTH Y IEPEMEHHBIX YCIOBHI paObOTHI
15. [Ipumenenue cucteM nckycctBeHHOTro uHtesiekra B ACYTII:

HCprOHHBIC CCTU, TCHCTHYCCKUC AJITOPUTMBI, SKCIICPTHLIC CUCTCMbI

B ToM unciie NpakTHYeCKUX 3aHATHI U J1a00PaTOPHBIX PadoT

16

OK.01 -
OK.09IIK3.1 -
I1K3.4

[Tpaktuyeckoe 3ansatue 1. OnpexneneHue CBOWCTB OOBEKTOB YIPABICHUS
Ha IIPaKTHUKE

HpaKTI/IquKoe 3aHATHE 2. KJ'IaCCI/I(l)I/IKaI_II/IH TEXHOJIOTHYECKUX OOBEKTOB
YHpaBJICHUA HAa MIPUMCPE NPOU3BOACTBCHHOI'O NPCAIIPUATHA

[IpakTuueckoe 3aHsTHE 3. AHalNM3 W CpPaBHEHHE CHCTEM YIPAaBICHUS
TEXHOJIOTUYECKUMHU OO0BEKTaMH Ha IpUMEpe pa3IMuHBIX OTpaciei
IIPOMBIILIIEHHOCTH

[Tpaktuyeckoe 3ansatue 4. M3ydyenne npunuunos padotsl ACYTII u CAY
Ha IpHUMepe peasIbHbIX CUCTEM YIPABJIECHUS

[Mpaktuyeckoe 3anstue 5. Co3gaHue MPOCTON MOJEITH TEXHOJIOTHYECKOTO
nporiecca

[TpakTueckoe  3ansatThe 6. O3HAKOMJIIEHHE C  COBPEMEHHBIMH
texHonorusiMu  ACYTII Ha mnpumepe CylIEeCTBYIOIIMX MPOEKTOB U
HCCIIEA0BAaHUN

[Ipaktuueckoe 3anstue 7. IlporpammupoBanue snemenToB ACYTII Ha
s3bIKaxX NPOrPaMMUPOBAHUS HAa TPAKTUKE

[IpakTtuueckoe 3anstue 8. Hactpoitka m mpoBepka pabOTOCTIOCOOHOCTH
anemeHToB ACYTII Ha npumMepe KOHKPETHON CUCTEMBI YITPABJICHHUS

IIpaktnueckoe 3anstue 9. Uaterpanus ACYTII ¢ npyrumu cucremamu u
000py1I0BaHUEM B IPOU3BOICTBEHHOM IIpOLIECCE

[Ipaktuueckoe 3ansitue 10. Onenka 3(h(HEKTUBHOCTH M 3KOHOMHUYECKAs
oneHka BHenpenust ACYTII

[Ipaktnueckoe 3ansarue 11. Pa3paboTka cuctembl  yrpaBiieHUS
MIPOM3BOJICTBEHHBIMU TIPOIIECCAMU B YCJOBHSIX HEOINPEAEICHHOCTH H
MIEPEMEHHBIX YCIOBUN pabOTHI
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IIpaktnueckoe 3anstue 12. [IpumeHeHHe HEHPOHHBIX CETEH B CHUCTEMax
YIPABJICHUS TEXHOJOTUYECKUMH MPOIECCaMu

IIpakTnueckoe 3anarue 13. [IpuMeHeHNE SKCIEPTHBIX CUCTEM B CUCTEMAX
YIPABJICHUS TEXHOJOTUYECKUMH MPOIECCaMu

IIpaktnueckoe 3anstue 14. Co3gaHue NOpoeKTa aBTOMaTU3AlUU
yIpaBJIEHUs TEXHOJOrn4eckuM nporeccom Ha ocHoBe ACYTII

Tema 2.2. [IpoMbllILUIeHHBbIE
ceTeBble TEXHOJIOTUH U
npotokojsl B ACY TII

Conep:xanue

36

1. Posib 1 MeCTO ceTeBBIX TEXHOJIOTHH B NPOMBILIJICHHOM
aBTOMATH3ALHHU

O030p ceTeBBIX TEXHOJIOTUH, UX POJb B MPOMBIIUIEHHON aBTOMaTH3allUy,
a TaKKe HX I[pPEeUMyllecTBa M  HeNOCTaTKu. (OCHOBHBIE  THUIIBI
IIPOMBIIIJICHHBIX CETEH, UX XapaKTEPUCTUKHM U OCOOEHHOCTH, a TaKXKe
MeToAbl MX peanu3auuu. IIpoToKonabl  CBA3M, UCHOJIB3yEMbIE B
MPOMBIIIJICHHON aBTOMATHU3alluH, UX OCOOCHHOCTH M TPUMEHECHHE.

OK.01 -
OK.09IIK3.1 -
I1K3.4

2. TpeGoBaHusi K NPOMBINLIEHHBIM ceTsiM. bazoBble moaxoabl K
UX peajin3anuu

Onucanne  OCHOBHBIX  TpeOOBaHMM K  CETIM  MPOMBIIUICHHOM
ABTOMATH3AIMH, B TOM YHUCJIC TT0 HAJIEKHOCTH, MPOITYCKHON CIIOCOOHOCTH
U YOpaBIsieMOCTH, a Takke 0a30BbIX IMOAXOAOB K MPOEKTUPOBAHUIO H
peanmaupm HpOMBIHIJ'ICHHI)IX CCTeﬁ, BKJIHO4Yasa BBI60p TUIIa CCTH,
TOTIOJIOTHUIO, CPEACTBA TIEpeaul JaHHBIX, CETEBbIE MPOTOKOIBI U CUCTEMbI
0€30IaCHOCTH.

3. IIporoxkon MODBUS

Onucanne  OCHOBHBIX  XapakTePUCTHUK U IPUHLHUIIOB  pabOTHI
MPOMBIIIIEHHOTO MpoTokoia cBsazn MODBUS, Bxitouast gopmar kazpa,
ajpecalyio, KoJasl GyHKIMI, METOJbI Mepeadyn TaHHBIX U BO3MOKHOCTH
pacmmpenus. Taxke paccMaTpUBAarOTCSl THUIIOBBIE IIPUMEHEHMS U
yCTpoKcTBa, padboTtaromiue mo nporokoiary MODBUS.

4. OO01mme NPUHIMIIBI OPraHU3AIUHA PA0OTHI Pa3INYHBIX
YCTPONCTB IPU MCNOJIb30BaHNU npoTokoesa MODBUS

[TpuHIMIBI B3aUMOJECHCTBUS YCTPOMCTB, pabOTAIOUIMX Ha IMPOTOKOJIE
MODBUS, Bkitouas mpaBmia oOMeHa JaHHBIMH, (GoOpMar aapecaluu,
TUIBl 3alPOCOB M OTBETOB, a TAK)KE THUIIBl JAHHBIX, MOAJIEP’KUBAEMBbIE
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IIPOTOKOJIOM.

S. Opranunsanus padorsl B nporokoje MODBUS konTpoJsuiepa
(slave) u onepaTopHoii manesu (master)
OcHOBHBIE TPHUHLUIBI PabOTHI B pexuMax slave um master, a TaKxe

npoucaypnbl obMeHa JaHHBIMH MCXKIY HUMH C UCIIOJIb30BAHHUECM ITPOTOKOJIA
MODBUS.

6. BoipaBHuBaHue agpecoB MepeMEeHHbIX B M0J1e NaMITH
NMPOTOKOJIA

[TpuHtumel paboTHI ¢ aapecanuel mepeMeHHbIX B npoTtokose MODBUS.
OcHoBHBIE TpeOOBaHUS K aJIpecallid W BHIPABHUBAHUIO JIAHHBIX B I10JIC
MaMsATU MPOTOKOJIA, a TaKXkKe CIOCOObI pelIeHHs] BO3HUKAIOIIUX MpobIeM.
Tunossie omMOKM pH paboTe ¢ aapecareil 1 uX NpeaoTBpalieHuE.

7. Pabora koHTpOJLIIEepa (master) B ceTH ¢ MOAYJISIMH
BBO/a/BbIBOIA (Slave)

OcHOBHBIE IPUHIUIIBI B3aUMOJEHCTBUS KOHTPOJIJIEPA U YCTPOUCTB BBOJA-
BBIBOJIa TOCPEACTBOM CETEBBIX MPOTOK0JOB. [IpoTokonst MODBUS RTU
u MODBUS TCP, ux 0coO€HHOCTH 1 IpaBUJIa UCIOIb30BaHUS MPH padboTe
KOHTpOJJIepa Kak B pexkuMe master, Tak U B pexxume slave. Ilopsaok
HacCTpOWKM TapaMeTpOB COEAMHEHUS U OOMEHa JaHHBIMH MEXIy
KOHTPOJUIEPOM M YCTPOWCTBAaMH  BBOJA-BBIBOJA, AHAIM3UPYIOTCS
BO3MOJKHBIE MPOOJIEMBI ITPU pabOTE B CETH M CIOCOOBI X YCTPAHEHHUS.

8. Padorta B ceTn mo nporoxkosry MODBUS RTU c¢ paziuuabivu
YCTPOMCTBAMHM

OcHoBaeble acniekTsl mpoTokosia MODBUS RTU, Bxitouas dopmat kaapa,
azipecanuio, QyHKINHU, a TaKKe U3ydeHUE PabOThl pa3iIMYHBIX YCTPOMCTB
(KOHTpOJIIEpOB W MOJyJied BBOJA-BbIBOJA) B CETH, MHCIONb3YyS OSTOT
npoTtokon. Hactpoiika ¥ KoH(uUrypamus yCTpoMCTB, aHalIM3 NPOTOKOJA
oOMEHa W METOJIbl TUAarHOCTHKH MPOOJIEM, BOZHHUKAIOIIUX B paboTe CeTH
MODBUS RTU.

9. PaGora B ceTu nmo nporokoay MODBUS TCP

OcnoBel mpotokona MODBUS TCP, Bkitouas ¢opmarsl cooOIIeHuid,
CTPYKTYpPy  TpaH3aKIMid, CmOcOObl  OOMEHa  JaHHBIMH  MEXKIY
yCTpONCTBaMHU, a TaKkKe HAacTpoiiky u KoHburypamuio cetu MODBUS
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TCP u ee yctpoiictB. COBpEMEHHBIE TEXHOJIOTUM U HMHCTPYMEHTHI IS
MoHuTopunra u ynpasieHus: cerbto MODBUS TCP, Takue xak SCADA-
cuctemsl 1 [10 ns cereBoro ananusa.

10.  TunoBble MpPOMBILLJIEHHbIE NPOBOIHBIE U Ka0eIbHbIE ceTeBbIe
MPOTOKOJIbI

Pasznuunble ceTeBble MPOTOKOIIBI, UCIIOJIB3YEMBIE B IIPOMBILIUIEHHBIX CETAX
Ui OOMEHa JaHHBIMH MEXJy YCTPOMCTBAMM aBTOMAaTH3allUd MU
yIOpaBiIeHUS TEXHOJOIMYecKUMHU Mpoueccamu (npotokoisl, PROFIBUS,
CAN, Ethernet/IP, DeviceNet, Modbus, Foundation Fieldbus, AS-i u
apyrue). OCoOEHHOCTH M MPHHLIUIBI Pa0OThI KaXIOTO MPOTOKOJA, €ro
IpEeUMyILIecTBa W HEAOCTaTKH, a TaKKe CHocoObl HACTPOMKH H
KOH(HUTYPHUPOBAHHS CETEH C MCIIOJIB30BAaHUEM ITHUX IPOTOKOJIOB.

11.  BecnmpoBoaHbIe JOKAJTbHBIE CETH A MPOMBIILIEHHOTO
NpUMeHeHHs

TexHomnornu OGeCIIPOBOIAHON CBSA3M, HCIIOIB3YEMbIX B MPOMBIIUIEHHOCTH,
takux kak Wi-Fi, Bluetooth, Zigbee, LoRa, NB-IoT u np. Ocobennoctu
UCMOJIb30BaHUSI OECIPOBOAHBIX CETe B MPOMBIIUICHHOM OKpPY)KEHUH,
Takhe Kak TpeOOBaHMA K HAJEKHOCTH U OE30MaCHOCTH, OCOOEHHOCTH
pa3BepTHIBaHUS U KOH(QHUTYPUPOBAHHUS, @ TAK)KE€ METOAbl MOHHUTOPUHTA U
yIpaBiieHus: 0€CIIPOBOTHBIMH CETSIMH.

12. Crnenmnann3npoBaHHble ceTeBble HHTEPQeHChbl 1JIs1 YMHOTO
aoMa

Paznuunsnie ITPOTOKOJIBI U TEXHOJIOTHH, UCITIOJIb3YECMbIC B CUCTECMAaX YMHOI'O
noma (ZigBee, Z-Wave, Thread, Bluetooth, Wi-Fi wu npyrue).
Oco0eHHOCTH UX NPpUMCHCHUA B CUCTEMAX ABTOMATU3AllMU YMHOI'O JOMa.
AcnekTbl 0€30MacHOCTH U 3al0UTEl JAaHHBIX B CHCTEMax YMHOI'O JOMa,
BO3MOXXHOCTH MHTCTPpAllUU Pa3JINIHBIX YCTpOﬁCTB 1 CUCTEM B OIHY CCTh.

13. IIpeodpa3oBaresn nHTEpPeiicoB

[TpeoOpa3zoBarenu uHTEp(ENUCOB I pa3IUUHBIX CTaHIApTOB cBA3H (RS-
232, RS-485, Ethernet, USB). Bsibop u HacTpoiika mpeoOpa3zoBaTescit
uHTEep(EiiCOB B COOTBETCTBUHU C TPEOOBaHUSIMHU KOHKPETHOH 3a/1a4H.

14. CoBpeMeHHbIE TeH/ICHIMN PAa3BUTHUSI CeTeBbIX TEXHOJIOTHIl B
ACY TII — web-cepBepsl u 06/1a4HbI€e pelIeHUs
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[Tonxonpl K OpraHU3alUU CETEBBIX TEXHOJIOTMH B aBTOMAaTHU3MPOBAHHBIX
CUCTEMax YIpPaBJIEHUS TEXHOJOTMYECKUMHU IMPOILIECCAMH, OCHOBAHHBIX Ha
UCIIOJIb30BaHUU web-cepBepoB M 00nauHbIX perieHuil. OCHOBHBIE
MPUHIMIBL  TIOCTPOSHUST Web-cepBepoB W UX  B3aUMOJICHCTBUS  C
yctporictBamu  ACY  TII, BO3MOXXHOCTH HCIIOJIB30BaHUS OOJAYHBIX

peLieHuin JUIS YIAJIEHHOIO MOHUTOPHHIA u YIPABIICHUS
TE€XHOJOTHYECKMMH ITPOLIECCaMHU.
15. KongurypupoBanue 1 HAaCTPOMKA CEeTEBbIX YCTPOUCTB s

aBTOMATH3AI[UHM TEXHOJIOTHYECKUX MPOLECCOB

[Tpouecc HacTpolkM M KOH(QUIYPUPOBAHHS CETEBBIX YCTPOMCTB IUid
ABTOMATH3AllMM TEXHOJOTHYECKHX TMPOIECCOB B IMPOMBIIUICHHOCTH:
M3y4YeHUE Pa3INYHBIX MTPOTOKOJIOB CBA3HM, HACTPOHKA YCTPOMCTB HA paboTy
B CETH, a TaK)Ke OMNpeJeleHHe HACTPOeK Oe30MacHOCTH M MOHUTOPUHTA
CETEBON aKTUBHOCTH.

16. Oco0eHHOCTH NPUMEHEHHS NTPOMBILIVICHHBIX CETeBBIX
NPOTOKOJIOB B YCJIOBHAX BBICOKHX HATPY30K M IIOX0H CBA3H
[TpoGnembl, BO3HUKAOLIME MpH TMeperadye JaHHBIX B IMPOMBIIUIEHHBIX
CEeTAX B YCJIOBMAX BBICOKMX Harpy3oK M IUIOXOM CBs3H. M3ydyeHune meTonoB
pemeHust 3TUX MpoOleM C HUCHOJb30BAHHUEM CHELHATU3UPOBAHHBIX
MPOMBIIIJIEHHBIX ~ CETEBBIX  IPOTOKOJOB.  MeToAbl  ONTHUMH3ALUU
MIPONYCKHOM CIIOCOOHOCTH ceTe M YMEHBUICHHUs 3aJiepXKeK Iepeaadu
JTAHHBIX.

17. CpaBHuTeabHBII aHAIU3 poMbIIIeHHBIX Ethernet-
TexHoJioruii: EtherNet/IP, PROFINET, Modbus TCP

O630p u aHanu3 OCOOEHHOCTEW Tpex mpoMbinuieHHbIX Ethernet-
nporokoisioB: EtherNet/IP, PROFINET u Modbus TCP. Paznuuus mexny
STUMU TPOTOKOJAMM, MX TIPEHMYLIECTBA U HEJIOCTaTKH, OO0JIACTH
IIPUMEHEHHUsI B IPOMBIILIEHHBIX ceTsax 1 ACY TII.

18.  IlpumeHeHMe MPOMBIILIEHHBIX MAPIIPYTH3ATOPOB [JIsI
olecreyeHusi 6e30IIaCHOCTH U HA/IE:KHOCTH PadoThI ceTeBOil
HH(PPACTPYKTYPBHI.

Posib mpoMBINIUIEHHBIX MapIIPyTU3aTOPOB B 0OeCTIeYeHUN O€30MacCHOCTH U
HA/ISKHOCTH padOThl ceTeBOM MH(PACTPYKTYphl B MPOMBIIIIICHHOH cpere.
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OcHoBHBIE (DYHKIIMH TMPOMBIIUICHHBIX MapIIPyTH3aTOPOB (BUpPTYyalbHas
gactHas ceth (VPN), Opannmayasp, NAT-tpancnsnus), nX KoH(UTyparws
U HacTpoiika. MeToJpl 3amuThl OT BHEHNIHMUX aTak M 00ecredeHus
HA/IKHOCTH PabOThI CETEeBON HH(PPACTPYKTYPHI.

B ToM 4nc/ie IpaKTHYECKUX 3aHATHI U J1a00paTOPHBIX padoT

42

OK.01 -
OK.09I1K3.1 -
I1K3.4

HpaKTI/I‘{CCKOG 3angTue 1. Pabora ¢ OCHOBHBIMH CETEBBIMHU TEXHOJIOTUSIMU
B HpOMI:IHIJICHHOfI aBTOMaTu3alnuu

[TpakTuueckoe 3ansitue 2. Pa3paboTka cxeMbl MPOMBIIUIEHHON CETH U
BBIOOp CPE/ICTB €€ peaTn3aIiu

[IpakTrueckoe 3anstue 3. IlpakTHyeckoe NPUMEHEHHE IPOTOKOJIA
MODBUS st oOMeHa JaHHBIMH MEX]Ty YCTPOHCTBAMHU

[Mpaktuuyeckoe 3anstue 4. Co3maHue KOHPUTYypaluu CeTH C
ucnoJyib3oBanueM nporokosa MODBUS

[Ipaktrueckoe 3anarue 5. Opranuzamusi paboTel KOHTposuiepa (slave) u
orneparopHoi nanenu (master) no nporokory MODBUS

[IpakTnueckoe 3anstue 6. BrlpaBHUBaHUE a/lpecoB MEPEMEHHBIX B IOJE
namsatu nporokoiaa MODBUS

[Ipaktrueckoe 3ansitue 7. HacTpoiika paboThl KOHTpoyuiepa (master) c
MOJyJISIMH BBOJa/BbIBoJIa (slave) mo mporokony MODBUS RTU

[Ipaktuueckoe 3anstue 8. IlpakTuueckas paboTa ¢ pa3IU4YHBIMHU
ycrpoiictBamu 1o nporokory MODBUS RTU

[TpakTrueckoe 3austue 9. Pabora ¢ nporokoiom MODBUS TCP

[Tpaktnueckoe 3anarue 10. Pabora ¢ THUMOBBIMM NPOBOJHBIMH H
Ka0eJIbHBIMU MPOTOKOJIAMU B IPOMBIIIIJICHHOCTH

[TpakTueckoe 3anarue 11. M3yueHue OecrpOBOIHBIX JIOKAJIbHBIX CETEH
JUIS IIPOMBIIIJIEHHOTO TPUMEHEHUs

[TpakTuueckoe 3aHSTHE 12. [IpakTyeckoe MPUMEHEHNE
CHEIMATM3UPOBAHHBIX CETEBBIX MHTEP(ENCOB Al YMHOTO IoMa

[IpakTuueckoe 3anstue 13. Pabora ¢ mpeoOpazoBaTensiMu HHTEPPEHCOB B
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HpOMBIHIJICHHOﬁ CCTHU

[Tpaktueckoe  3anstue 14. O3HaKOMJIEHHME C  COBPEMEHHBIMU
TEHJICHIIUSIMH B pa3BUTHH ceTeBbIX TexHoorui B ACY TII, Bkmtouas web-
cepBepbl U 00JIAYHBIC PEIICHUS

[Tpaktuueckoe 3anstue 15. OCOOCHHOCTH MPUMEHEHHS TMPOMBIIUICHHBIX
CETEBBIX NMPOTOKOJIOB B YCIOBUSIX BHICOKUX HArpy30K U IJIOXOM CBS3U

[Tpaktuyeckoe 3ansrue 16. CpaBHUTECIBHBIM aHAIM3 MPOMBIIUICHHBIX
Ethernet-rexunomnoruii: EtherNet/IP, PROFINET, Modbus TCP

IIpakTrueckoe 3aHATHE 17. [IpumeneHne IIPOMBIIIEHHBIX
MapuIpyTU3aToOpOB [yl oOecrieyeHHs 6€301MacHOCTH U HaIeKHOCTH pabOoThI
CeTeBOM MH(PACTPYKTYPHI

IIpakTrueckoe 3aHATHE 18. IIpakTrueckoe UCIIOJIb30BaHUE
IIPOMBIIIIEHHBIX MAPIIPYTH3aTOPOB

[Ipaktuueckoe 3anarue 19. Opranuzanus y1ajJe€HHOTO JIOCTYIA K CETEBbIM
YCTPOMCTBAM B MPOMBINUIEHHON CETH

[Tpaktuyeckoe 3anstue 20. PazpaboTka W TecTUpOBaHME COOCTBEHHOTO
MIPOMBIIIJIEHHOTO MPOTOKOJA /JIsi 0OOMEHA JaHHBIMH MEXly YCTPOMCTBAMHU
B CETH

[Tpaktnueckoe 3ansThe 21. OpraHuzanus Kiaactepa HTPOMBIIITIEHHBIX

KOMIIBIOTEPOB ISl BBIIIOJHEHUs BBICOKOIIPOU3BOAUTEIIBHBIX BBIYUCICHUN
B ACY TII

CamocrosiTenbHas padora 8
KoncyabTanuu 6
Ix3amen mo MJIK 03.02 6
Pa3nea 3. BesonacHocThb ceTeBoil HHPPACTPYKTYPbI 152
MJK.03.03. be3onacHoCcTb ceTeBOM HHPPACTPYKTYpPHI OK.01 -
OK.09I1K3.1 -
[1K3.4
Tema 3.1. be3onacHocTb Conep:xanue 26
KOMIIBIOTEPHBIX ceTei 1. dyHaaMeHTAIbHbIE MPUHIUIIBI 0€30MaCHOi ceTH 2
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CoBpeMeHHbIE yrpo3bl CeTeBOM Oe3omacHOCTH. Bupycel, uepBu u
TPOSIHCKHE KOHU. MeTo/bI aTak.

2. Be3onacHocthb ceTeBbIX yeTpoiictB OSI

be3zomacHeiii goctyn k ycrpoiicTBam. Ha3HaueHune aIMUHUCTPATHBHBIX
poneii. MOHUTOpPUHI U yIpaBjieHUE YycTporcTBaMu. Mcmosib3oBaHue
(GyHKIMS aBTOMAaTU3UPOBAHHON HACTPOMKYU 0€30MTaCHOCTH.

3. ABTOpHU3anus, ayTeHTH(PUKaNua 1 ydeT gocTyna (AAA)
CpoiictBa AAA. JlokanpHas AAA ayrentudukamms. Server-based AAA
4, Peanuzaunus rexnoJioruii Opanamayispa ACL.

Texnonorust O6panamayspa. KonrtekctHblii koHTposnb goctryna (CBAC).
[Tonutuky OpaHnMayspa, OCHOBaHHbBIC Ha 30HAX.

S. Peanu3zanus TexHoJI0ruii MpPeI0TBPALIEHUS] BTOPKEHUS
IPS rtexnonoruu. IPS curnarypel. Peanuzauus IPS. Ilpoepka wu
MOHUTOPHHT IPS

6. Be3onacHocTh JIOKAJIBLHOM ceTH

ObecnieueHne  0€30MACHOCTH  TOJB30BATENBCKUX  KOMIIBIOTEPOB.
CooOpaxenusi 1o  OesomacHoctd  BToporo  ypoBHs  (Layer-2).
Kongurypauuss  6e3omacHOCTM ~ BTOpOro  ypoBHA.  besomacHocTh
O6ecnipoBoHbIX ceret, VoIP u SAN

7. Kpunrorpadpunueckne cucremsbl
Kpunrorpaduueckue cepBuchl. ba3oBas 11€OCTHOCTh U ayT€HTHYHOCTD.
KondunennmanbHocts. Kpunrorpadust OTKpbIThIX KiIHOUeH

8. Peanm3anus texuoJsiornii VPN

VPN. GRE VPN. Komnonentsl u ¢QyHnkuuonupoBanue I[PSec VPN.
Peanmzamusa Site-to-site IPSec VPN ¢ ncnons3oBanuem CLI. Peanmmsanus
Site-to-site IPSec VPN ¢ wucnons3zoBanueM CCP. Peamusanus Remote-
access VPN

9. YnpasieHue 0e30nacHOi CeTbIO

[TpuHtIMTIBI 0€30MaCHOCTH CETeBOro au3aitHa. be3omacHas apXHTEKTypa.
VYnpaBieHue mporeccaMd M 0e30macHOCTb. TecTUpoBaHHE CETH Ha
ysI3BUMOCTH. HemnpepsIBHOCTh OW3HECa, IMJIAHWPOBAaHHE BOCCTAHOBIICHUS
aBapuifHbIX cUTyanuid. JKW3HEHHBIH 1WKI CeTH U IJIaHHUPOBAHHE.
Pa3paboTka periiaMeHToB KOMIaHUHU U TIOJMTUK 0€30MMaCHOCTH.
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10. bBe3onmacHOCTb 00JIaYHBIX BHIYHCIEHUI

OcobenHocT 6€30MacHOCTH OOJIAYHBIX BBIYUCICHUH, PUCKA U YTPO3BIL.
3amuTa OT aTaK B 00JIAYHON CpeJie, UCTIONIb30BAHNE MEXaHHU3MOB KOHTPOJIS
J0CTyNa, MOHUTOPUHTA U ayJuTa, a TaKKe METOJOB KpUNTOrpaduIecKoi
3aIlMTHI IaHHBIX.

11. MexceTeBasi 0€30MaCHOCTD
Metoasl  obecreueHusi  O€30MACHOCTH  B3aUMOACHCTBHS  MEXIY
pa3IMYHBIMM  CeTsAMHU. Peanusanus TEXHOJOIMM MaplIpyTH3alUd U
[IIJFO30B, HCIOJIb30BaHHE MEKCETEBBIX  DKPaHOB, TEXHOJIOTHH
BUPTYAJIbHBIX JIOKAIBHBIX CETEH.

12. be3onacHOCTH BeO-NIPHJIOKEHUH 1 MOOMJIbHBIX YCTPOMCTB
Oco0OeHHOCTH YSI3BUMOCTEN BEO-IIPUIIOKEHUN, METOBI UX SKCILTyaTalluy,
a TakKe cpeincTBa 3amuThl. PazpaboTka 0e30macHbIX BeO-TPUIIOKEHUH,
HCIOJIb30BAaHNE METOJI0B aBTOMAaTHUECKOI'0 TECTUPOBAHUS U YSI3BHUMOCTH.
VYrpo3bl 0e30MacHOCTH MOOWJIBHBIX YCTPOMCTB, METOABI 3allUThl OT
BPEIOHOCHBIX MPOrpamMM, 3alUTa JaHHBIX M KOMMYHHKAIMM, a TaKxke
0e301acHOe UCIOJIb30BAHUE MOOMIIBHBIX YCTPOMCTB.

13. 3amuTa oT cOUATBLHON HHKEHEPHH

Mertonbl conManbHON MHXEHEPUH, OTACHOCTH, CBSI3aHHbBIE C MOJIEIKON U
MAaHUITYJIUPOBAHUEM JIOaHHBIMH, a TaKXKC MCTOAbI 3alllUThl U O6y‘I€HI/I$[
HepcoHaa.

B Tom unciie npakTHYECKUX 3aAHATHI U J1a00pPaTOPHBIX padoT

18

OK.01 -
OK.09IIK3.1 -
I1K3.4

HpaKTI/ILICCKOC 3aHsgTue 1. COI_II/IaJ'IBHaH HHXKCHCPUA

IIpakTnueckoe 3ansaTHe 2. VccmenoBaHnue CETEBBIX ATAK U MHCTPYMEHTOB
IIPOBEPKU 3ALUTHI CETH

[Ipaktuueckoe 3amsitue 3. Hactpoiika 0Oe3omacHOr0 JOCTyma K
MapHIpyTHU3aTOPy

[MpakTrueckoe 3ansTHe 4. OOecrnedeHUe aJIMUHHUCTPATHBHOIO JIOCTYIA
AAA u cepsepa Radius
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[Ipaktnueckoe 3ansTue 5. HacTpoiika MOMMTHKA  OE30MACHOCTH
OpaHaMay’poB

IIpakTnueckoe 3anstue 6. HacTpoilka cuCTEMbl TpeAOTBpAIICHUS
Brop>keHuit (IPS)

[TpakTnueckoe 3anstue 7. HacTpoiika 6€30macHOCTH Ha BTOPOM YPOBHE Ha
KOMMYTaTOpax

HpaKTI/I‘{eCKOG 3aHsATHE 8. Hccnenoanue MeTo10B IJ_II/I(l)pOBaHI/ISI

[Tpaktueckoe 3anartue 9. Hacrtpoiika Site-t0-SiteVPN wucnons3ys
uHTEepEiic KOMaHTHOW CTPOKH

[Tpaktueckoe 3austue 10. ba3oBas HacTpoiika muTI03a 0E30MACHOCTH
ASA wu HacTpoiika OpaHIMay’IpOB HCHOIB3Ys WHTEpdeiic KOMaHIHOM
CTPOKH

[Ipaktnueckoe 3anstue 11. basoBas HacTpoiika nuro3a 0€30mMacHOCTH
ASA u HacTpoiika 6panaMay’poB ucnoiabzys ASDM

[Ipaktrueckoe 3anstue 12. Hacrpoiika Site-t0-SiteVPN ¢ onHOM cTOpOHBI
Ha MapLIpyTH3aTope HCIOoJb3ysl MHTepdeidc KOMaHIHOM CTPOKHM U C
JpYroil CTOPOHBI HCIHONB3YS HUII03 Oe3omacHOCTH ASA TNOCPEICTBOM
ASDM

[Mpaktuueckoe 3anstue 13. HacrpoiikaClientless Remote Access SSL
VPNs ncnons3ys ASDM

[Ipaktrueckoe 3anarue 14. Hactpoitka AnyConnect Remote Access SSL
VPN ucnonszys ASDM

[Ipaktrueckoe 3amstue 15. KommiekcHast naGopartopHast paboTa 10
0€30MacHOCTH

Tema 3.2. Od0ecrieuenne
ceTeBoi 0€30MacCHOCTH

Copepxanue 46 OK.01 -
OK.09I1K3.1 -
[1K3.4

1. Opranu3anys 3alMIIeHHBIX KaHAJIOB Mepeau JaHHbIX JUIs 2

00bETMHEHNSI TEPPUTOPHATEHO PACTIPEICIICHHBIX 0(DHCOB B O/THY CETh.

2. MexaHu3mbl UG POBaHUS U ayTeHTU(DUKALUY [T 00ecrieueHHs 4

3AIMUIICHHOI0 YAAJICHHOI'O JOCTYIIAa K KOPIIOPATHUBHBIM
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MH(OPMALIMOHHBIM PECypcaM U CepBHUCaM.

3. Hcnons3oBanue (aepBOIOB U MEKCETEBBIX IKPAHOB JIJIS 2
KOMIUIEKCHOM 3aIUThl KOPIIOPATUBHOM CETH OT HECAHKIIMOHUPOBAHHOTO
noctyna yepe3 HTepHeT.

4. AHanu3 coep>kuMoro Tpaduka u KOHTPOJIb MPHIIOKEHUN U 2
M0JIb30BaTENIeH B CUCTEMaX 0e30MacHOCTH CETH.

5. MeTo 151 MUHUMU3ALIUK PUCKOB BHEApEeHUs BpeaoHocHoro [10 2
gyepe3 OrpaHNueHHE OMTACHBIX KOMMYHUKAIUH B MTyOIMYHBIX CETSIX.

6. BBenenue cucrembl 0OHapYKEHHSI U IPEAOTBPALICHUS CETEBBIX 2
BTOP>KEHHUM.

7. TexHonoruu NCNoJib30BaHus BUPTyanbHbIX yacTHbIX cetell (VPN) | 4
Ui obecriedeHnst 0e30MacHOro y1ajJeHHOro JOCTYMa.

8. Vcrionp30BaHue CUCTEMBI YIPABICHUS JOCTYIIOM JJIsl KOHTPOJIS 4
JIOCTYIAa K KOPIMOPATUBHOM CETH.

9. Ooecnieuenue 6e3onacHoctr Wi-Fi-ceteid. 4
10.  Peanm3anus mep 1o obecredeHuto 6€30MacHOCTH 3JIEKTPOHHOMN 2
MOYTH B KOPIIOPATUBHOM CETH.

11. 3amuTa OT aTak TUna "GummHr". 2
12. [IpyMeHeHre aHTUBUPYCHOTO MPOTrPAMMHOI0 00ecrieueHus Jis 2
3alIUThI OT BUPYCOB U APYT'MX BPEJOHOCHBIX IPOTPAMM.

13. Hcnonb3oBaHue cucteM oOHapy>KEHHs BTOPKEHUHN JJIs1 paHHETO 2
OOHapyKEHHS U TIPEAOTBPAIICHHUS YTpo3 0€30NacCHOCTH.

14. 3amuTa o DDoS-arak. 2
15. Peanuzarus mep mo obecrneueHno 6€30macHOCTH MOOMITBHBIX 2
YCTPOMCTB, UCTIOJIb3YEMBIX B KOPIIOPATUBHOM CETH.

16. 3ammuTa OT BHYTPEHHHUX yIrpo3 O€30MacHOCTH. 2
17. ObecneueHue 6e30MacHOCTH 0OJAYHBIX CEPBUCOB. 2
18. Opraau3anysi MOHUTOPHHTA CETEBON O€30MaCHOCTH U ayAuTa. 2
19. BBenenue cucTemMbl KOHTPOJIS IIEIIOCTHOCTH (halIoB JIJIsl 3aIIAThI 2
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OT UIBMCHCHMS UJIKW BHEAPCHUA BPEAOHOCHEIX IIpOIrpaMMm B (baﬁHOBBIe
CHUCTCMBEI.

20. [Ipumenenne MeTo0B MU(PPOBAHMS TAHHBIX JIJIS1 3aIIATHI OT 2

HECaHKIIMOHHPOBAHHOTO JIOCTYIA K KOHPUACHINATHHONW HHPOPMAIUH.

B ToM umciie npakTHYECKHUX 3aHIATHI U JIa00pPaTOPHBIX padoT 40 OK.01 -
OK.09I1K3.1 -
I1K3.4

[Ipaktuueckoe 3anstue 1. Hacrpoiika VPN-TyHHenel nns opraHusanuu
3alIMUICHHBIX KAaHAJIOB IE€peJayd JaHHBIX MEXAY TEPPUTOPHAIBHO
pacnpeieieHHbIMHA OhucaMu.

[Ipaktuueckoe 3anstue 2. PabGora ¢ MexaHusmMamu WWU(QPOBAHUA U
ayTeHTU(UKauuu Juid obecredeHns 0e30MacHOro yJaJeHHOIo JI0CTyna K
KOpHOpaTUBHBIM HH(GOPMAIIMOHHBIM pECypcaM U CepBUCaM.

[Ipaktnueckoe 3anarue 3. Hactpoiika u ucmonb3oBaHue (HaepBOJIOB U
MEXCETEBBIX PKPAHOB JJI1 KOMIUIEKCHOM 3alllUThl KOPIIOPATUBHON CETH OT
HECaHKLMOHUPOBAHHOTO JjocTyna yepe3 MHTepHeT.

[TpakTueckoe 3ansTHe 4. AHaNU3 COAEPKUMOro Tpaduka U KOHTPOJb
NPUJIOKEHUH W TIONIb30BaTeNed B CHCTeMax O€30MacHOCTH CEeTH C
UCIOJIb30BaHUEM TPOTPAMMHOIO oOecredyeHusl [Uisi MOHUTOPHHTa H
0OHApYXEHHS yTpo3.

[TpakTuueckoe 3anstue 5. PazpaboTka v BHEIpeHHE Mep IO MUHUMH3AIHH
pUCKOB BHeApeHus: BpemoHocHoro [IO depe3 orpaHWyYeHUE OMACHBIX
KOMMYHHKAIUH B MyOJIWYHBIX CETAX.

[Ipaktuueckoe 3ansitue 6. HacTtpoilika u pabora ¢ cucTeMaMu
OoOHapyKeHHs] W TPEIOTBPAIICHHUS] CETEBBIX BTOPKEHHHA I PAHHETO
oOHapyKeHHsI U MTPeIOTBPALEHHS YTP03 O€30MaCHOCTH.

IIpaktueckoe 3anstue 7. Hactpoilka M HCIOIB30BaHUE BUPTYaIbHBIX
gactHbix ceredt (VPN) nns oOecnedenuss 0Oe30MacHOro yAal€HHOTO
JOCTyNa K KOPIOPATUBHBIM HH(POPMALIMOHHBIM PECYpCaM U CEpBUCAM.

[TpakTrueckoe 3anstue §. Hactpoiika u paboTa ¢ cucreMaMu yIpaBJIeHUS
JOCTYIIOM JJIs KOHTPOJISI JOCTyNa K KOPIIOPAaTUBHOM CETH.
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[Tpaktuyeckoe 3amstue 9. OOGecmeuenue OesomacHoctn Wi-Fi-cereii:
HAcTpoWKa 0e30MacHBIX TOYEK JOCTyIa, HWCIOJIb30BAHUE CETEBOM
ayreHTH(UKanuu, mudpoBanus TpaduKa U JPYrUX METOOB.

[Mpaktuueckoe 3amstme 10. Pa3paborka u BHempeHWe Mep IO
o0ecrniedyeHnto 6€30MacHOCTH 3JIEKTPOHHOM MOYTHI B KOPIOPATUBHOM CETH:
HACTPOWKa AHTUBHPYCHOT'O MPOTPAMMHOTO OOECIeueHHs, IMpOBEpKa Ha
HaJIM4Yue BPEIOHOCHBIX BJIOKEHUH, OOy4YeHHE I0JIb30BaTeNeii OCHOBaM
0€30MaCHOCTH AJIEKTPOHHOM TOYTHI.

[Tpaktuyeckoe 3ansarue 11. OOydyeHue Moib30BaTENIIM OCHOBAM 3alUTHI
OT atak tuna "¢GumuHr".

[TpakTueckoe 3anatue 12. PabGora ¢ aHTUBHPYCHBIM MPOrPAMMHBIM
oOecriedeHHeM Ui 3allUThl OT BUPYCOB M JPYTUX BPEIOHOCHBIX
MporpaMM: YCTaHOBKa, HAcTpoiika, OOHOBIeHHWE 0a3bl  JIaHHBIX,
CKaHUPOBAHUE U yJAJIEHUE BPEIOHOCHBIX IPOrpaMM.

[pakTrueckoe 3anstue 13. HacTpoilika W HCIOJIB30BAaHHE CHCTEM
oOHapyXeHHsI BTOPKEHUH JUIsl paHHET0 OOHapyXEHUs U MPEJOTBpAIICHUS
yrpo3 0€30MacHOCTH.

[TpakTueckoe 3anstue 14. HacTpolika M HUCHOIB30BAaHUE MEKCETEBBIX
9KpaHOB U (aepBOJIOB Il  OOeCredYeHusi KOMIUIEKCHOW —3allluThI
KOPIOpPaTUBHOW CETH OT HECAHKIIMOHUPOBAHHOTO JOCTyMa dYepes
WutepHer.

[TpakTueckoe 3aHsATue 15. BHeapeHue cucTeMbl yIpaBIEHHs TOCTYIIOM
JUIsL KOHTPOJIA JOCTyna K KOPIHOpPAaTUBHOM CETH: HACTpPOMKa IIpaBUII
J0CTyNa, ayTeHTU(PHUKAIMS T0JIb30BaTeseH, yIpaBieHHe NPUBUIIETUSIMH.

IIpakTnueckoe 3aHsaThe 16. Mcrnonb3oBaHHE TEXHOJOTHA BHPTYAIBHBIX
gactHbiXx cereit (VPN) nns oOecnedeHus O€30MacHOro  yAaleHHOTO
JIOCTyTa: HAacTpoiika W ymnpaieHue VPN-TyHHensiMH, 3aliuTa JaHHBIX,
MapuIpyTusanus Tpaduka.

[MpakTrueckoe 3ansartue 17. OOecmnedyenue OesomacHoctn Wi-Fi-cereii:
HAcTpoWKa M YyIpaBlieHHEe OECHpPOBOJHBIMU TOYKAMHU JIOCTYIA, 3alluTa
ceTeBoro Tpaduka, ayTeHTU(HUKaLUs M0JIb30BaTeNeH.

[Ipaktnueckoe 3anstue 18. 3ammra or DDoS-arak: wncnosb3oBaHue
CIEMANIM3UPOBAHHBIX CpeACTB 3ammThl OT DDoS-arak, HacTpoiika
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MapuIpyTU3aluu Tpauka, MOHUTOPUHT CETEBOM aKTUBHOCTH.

[Ipaktuueckoe 3anstue 19. Peamuzanmus Mep 10 00ecredeHHIO
0€3011aCHOCTH MOOWJIBHBIX YCTPOWCTB, UCHOJIb3yEMBIX B KOPIOPATUBHOM
CeTH: HACTPOWKA MOJUTUK OE€30MacHOCTH IJIsi MOOWJIBHBIX YCTPOMCTB,
yIpaBIE€HUE YCTPOHCTBAMH M TNPUIOKEHUSAMH, 3allUTa JAaHHBIX Ha
YCTPONCTBAX.

[Tpaktueckoe 3anstue 20. OOecneueHue O€30MACHOCTH OOJIAYHBIX
CEpBUCOB: BBIOOpP HAJIEXKHBIX IPOBAHACPOB OOJAYHBIX CEPBHCOB,
HACTpOIKa MpaBUJl JOCTyNa W ayTeHTHU(UKALWHU, HU(PPOBaHUE TAHHBIX,
MOHHUTOPHUHI aKTUBHOCTH B 00JIAUHBIX CEpBHUCAX.

CamocrositesibHas padora 10
KoncyabTanuu 6
Ik3amen mo MJIK 03.03 6

Y4yeOHasa npakTuKa
Buael pador
1. Hacrpoiika npaB nocrtymna.
2. OdopmieHne TEXHHYECKON TOKYMEHTAIINH, TIpaBuiia ohopMiIeHus
JIOKYMEHTOB.
3. Hactpoiika anmapaTHOTO H TPOrPaMMHOTO 00ECTIEUEeHUS CETH.
4. Hactpoiika ceTeBoil KapThl, UMsI KOMIIBIOTEpa, pabouas rpymmna,
BBeJIEHUE KOMIIbIoTepa B domain.
5. IIporpammHas AMarHOCTHKA HEUCIIPABHOCTEH.
6. AmnmapaTHast JHarHOCTHKA HEUCTIPABHOCTEH.
7. Tlouck HeUCHpaBHOCTEH TEXHUUYECKUX CPEICTB.
8. BrmonHeHne neicTBHiA IO yCTPpaHEHUIO HENCIIPAaBHOCTEH.
9. Hcnonp3oBaHue aKTUBHOTO, TACCUBHOTO 00OPYI0BAaHUS CETH.
10. Ycrpanenue nmapa3uTupyronied Harpy3ka B CETH.
11. [loctpoenue pu3nUecKoit KapThl JIOKATbHON CETH. AHAIN3
COJIEP’)KUMOT0 TpaduKa U KOHTPOJIb MPHIIOKEHUN U TIOJIb30BaTeIen
B cHCTeMax 0€30I1aCHOCTH CETH.
12. Opranu3anus 3alIAIICHHBIX KaHAJIOB TIepeaayl TaHHBIX IS
00bEIMHEHNS] TEPPUTOPUATIBHO PACHIPEECIEHHBIX O(PHCOB B OAHY

144
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CeTh
13. Obecneuenne 6e3omacuoctu Wi-Fi-cereii.
14. Peanu3zamus Mep 1o odecnedeHnio 0e30macHOCTH SJEKTPOHHOM
I10YTHI B KOPIIOPATUBHOM CETH.
15. 3amuTa ot aTak Tuna "dummHr".
16. OGecrieuenue ceTeBoi 0€30I1aCHOCTH

IIpou3BoACTBeHHAs] MPAKTHKA

Buasbi pador

1. VYcranoBka Ha cepBepbl U pabouyne CTAaHIMU: ONIEPALUOHHBIE CUCTEMBI U
Heo0XoauMoe 111 paboThl IPOrpaMMHOE 00eCTIeUeHHE.

2. OcymiecTBieHrne KOH(PUTYpUPOBaHUS POrPaMMHOI0 00ecTIedeHus

Ha cepBepax U pabouMX CTaHIMSIX.

3. [Tonneprxkka B pabOTOCIIOCOOHOM COCTOSTHUM ITPOrpaMMHOE

o0ecrieyeHre cepBepoB U pabouuX CTaHLUH.

4. Perucrparnus nonb3oBateneil J0KaaIbHON CETH M TOYTOBOTO

cepBepa, Ha3HauaeT UACHTU(UKATOPHI U MAPOJIH.

5. YcTaHOBKa MpaB JIOCTYINA U KOHTPOJIb UCIIOIb30BAHUS CETEBBIX

peCypCoB.

6. ObecnieueHne CBOEBPEMEHHOTO KOIIMPOBAHMUS, ApXUBUPOBAHUS U

pe3epBUPOBAHUS TaHHBIX.

7. [TpunsTHE MEp 110 BOCCTAHOBJIEHHIO pabOTOCIIOCOOHOCTH

JIOKAJIbHOM CETH MPH COOSX MITH BBIXOJIE U3 CTPOSI CETEBOTO

000opyT0OBaHUs.
8. BrisiBieHrne ommoOOK moap30BaTeieil 1 mMporpaMMHOTO
o0ecTieYeHns U IPUHSITHE MEP 10 MX HCIIPABIICHHIO.

[IpoBeneHne MOHUTOPUHTA CETH, Pa3pabaThIBATh MPEATIOKEHHS 11O

Pa3BUTHIO HHOPACTPYKTYPHI CETH.

9. OO6ecrieueHue ceTeBoi 6€30MaCHOCTH (3aIIUTY OT
HECAaHKIIMOHUPOBAHHOTO JOCTYMa K HH()OPMAIIH, IPOCMOTpA HITH
M3MEHEHMsI CUCTEMHBIX (DaiiIoB U TaHHBIX ), 0€3011aCHOCTh
MEKCETEBOT'O B3aUMO/ICHCTBHSI.

144
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10. OcymiecTBiIeHHE aHTUBUPYCHOM 3alTUTHI JIOKAJTLHON BHIYUCIUTEIBLHON
CETH, CEpBEPOB U pabOUYUX CTAHIIUH.

11. JlokyMeHTHpOBaHUE BCEX MPOU3BEACHHBIX ICHCTBU.

IIpoMe:xxkyTOYHAasI aTTEeCTAIUSA IK3aMEH 10 MOIYJII0
Bcero:

804
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3. YCJIOBUA PEAJIMBAIINU TPOPECCHOHAJIBHOI'O MOAYJIA

3.1. MaTepuaJIbHO-TeXHUYECKOe oOecrevyeHue

Kabunersr «OO0menpodeccHoHaNbHBIX TUCHMIUIMH U TPO(PECCHOHATBHBIX MOIYJIEH»
OCHAIIICHHBIE B COOTBETCTBUU ¢ TipuiioxkenueM 3 OOIL.

Jlaboparopun  «MHPOpPMAIIMOHHBIX  TEXHOJNOTHITY, «HampaBnsoomux  cucTem».
Jlabopatopun «H(DOpMAIIMOHHBIX TEXHOJOTHI», «HampaBisSrONMX CHCTEM)» OCHAIICHHBIC B
cootBeTcTBUU ¢ npuiioxeHuem 3 OOIL.

OcHarnieHnnblie 0a3bl MPAKTUKHU, OCHAIIICHHAs] B COOTBETCTBHHM C npuiioskerneM 3 OOIL.

3.2. YyeOHO-MeTOAMYECKOE 0O0eclmeYeHn e

Jlnga peanuzanuu MporpaMMbl OUONMHOTEUHBINH (GOHI 00pa3oBaTENbHON OpraHu3aluu
JOJKEH MUMETh MeuYaTHbIe W/WIN 3JIEKTPOHHBIE 00pa3oBaTeNbHbIe U HH(GOPMAIMOHHBIE PECYPCHI
JUTSL KICTIOJIb30BaHMs B 0Opa3oBaTenbHOM mporiecce. [Ipu dopmupoBannu 6ubiarnorednoro Gouga
o0pa3oBaTeNnbHOl OpraHu3aluy BbIOMpaeTcs HE MEHee OJHOTO HU3JaHUs M3 MEePEeUMCICHHBIX
HWKE MEeYaTHBIX M3JaHUM M (WJIM) 3JIEKTPOHHBIX M3JaHUNA B KAa4ECTBE OCHOBHOIO, IPH 3TOM
CIIUCOK MOXET OBITh JOTIOJIHEH HOBBIMU M3/IaHUSIMHU.

3.2.1. OcHOBHBIE T€YATHDBIE H3TAHUS

1. Hazapos, A. B. OkcryaTtanus o0beKTOB ceTeBOM HH(pPACTPyKTyphl: yueOHuk / A.B.
Hazapos, A.H. Enransrues, B.I1. MensaukoB. — Mocksa: KYPC: UHOPA-M, 2023. — 360 c.
— (Cpennee mpodeccuonanbaoe oopazopanue). - ISBN 978-5-906923-06-6. - Tekcr:
anekTponHbIi. - URL: https://znanium.com/catalog/product/1999922.

2. llanbrun, B.®. UHpopmanronHas 6€301MacHOCTh KOMIIBIOTEPHBIX CUCTEM U ceTeil: yueOHoe
nocobue/ B.®. lllansrun. — M.: Ul «®OPYM» - UHOPA-M, 2023. - 416 c.

3.2.2. OcHOBHBIE 3JICEKTPOHHbIC U3IAHUSA

1. Kyns, T. I1. Onepaunonnsie cuctemsl. [Iporpammuoe obecneuenue yueouuk mis CITIO / T. I1.
Kynb. — 3-e u3zn., crep. — Cankr-IlerepOypr: Jlans, 2023. — 248 c. — ISBN 978-5-507-46005
2. Tekct: anekTpoHHbIH // JlaHb: anekTpoHHO-0MOMMOTeUHast cuctema. — URL:
https://e.lanbook.com/book/2929943.2.2. OcHOBHBIE 3JIEKTPOHHbIE U3TaHUS

4. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHMUSA
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

Kon IIK, Kpurepun oueHku pesyibTara @DopMbI KOHTPOJIS U METOABI
OK (moxa3aTejii OCBOEHHOCTH KOMTIETEHIIN ) oleHKH"

I1K 3.1 Onpenenenue npodeccuoHanbHOM 3a1auu U DOk3ameH/3a4et B popme

I1K 3.2. JTaIOB €€ BBINOJHEHUS co0ece/10BaHus: TPAKTUUYECKOE

1K 3.3. D¢ dhexTuBHBINA TOUCK UHPOPMALTUH JUIS 3aJlaHu€E 10 TOCTPOEHHUIO

TIK 3 4. pemcHus HpO(l)eCCI/IOHa.HLHoﬁ 3aga4n aIropuT™Ma B COOTBETCTBHH C

I1K 3.5. Omnpenenenne pecypcoB i peLICHUs TEXHUUYECKUM 33JJaHUEM
poeCCHOHAIBHON 3a/1auu DKCrepTHOE HAOIIOIeHUE U
OneHka «OTJIINYHO» - TEXHUUYECKOE 3a/1aHNE OLIeHKa Ha J1a0opaTopHO -
IIPOaHAIN3UPOBAHO, AJITOPUTM pa3padoTaH, MIPaKTUYECKUX 3aHATUAX, IPU
COOTBETCTBYET TEXHUUECKOMY 3aJaHUI0 U BBITOJIHEHUH padoT MO
0(OpMJIEH B COOTBETCTBUU CO CTAaHAAPTAMH, y4eOHOI ¥ IPOM3BOJICTBEHHOM
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MOSICHEHBI €70 OCHOBHBIE CTPYKTYPBHI.
O1eHKa «XOpOIIOY» -aITOPUTM pa3paboTaH,
0(OpMIIEH B COOTBETCTBUU CO CTaHAapTaMH U
COOTBETCTBYET 33JJaHUIO, IIOSCHEHBI €r0
OCHOBHBIE CTPYKTYPBI.

OneHka «y10BIETBOPUTEIILHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJJaHUIO.

MPaKTHKaM
3ammra OT4YETOB 110
NPaKTUYECKUM U
nabopaTopHBIM paboTam
WuTepnperanus pe3yibTaToB
HaO0JII0IeHUH 32
JeSITeIbHOCTBIO
o0yyJaroIerocs B mpouecce
OCBOCHHS 00pa30BaTEIILHOM
IIPOrPaAMMBI

I1K 3.6.
OK 01. [TonGop BapuaHTOB pelIeHUs] KOHKPETHOM OreHKa MOJTHOTHI TEPEUHS
npodecCHOHATBLHOM 3a/1a4M WM IPOOIeMbI 110JJOOpaHHBIX BAPHAHTOB
OK 02. JIeMOHCTpanysi HaBBIKOB UCIIOJIB30BaHUS OneHka NOJHOTHI IEPEUHs
MH(POPMALIMOHHBIX MOPTAIOB B ceTH MIHTEepHET, | MOJOOpaHHBIX BAPHAHTOB
BKJTI0Yast OHUIHAaIbHbIE HH(POPMAIIMOHHO-
IIPaBOBBIE MOPTAJIbI
OK 03. JleMoHCTpanys HHTEpeca K BHIOpaHHOM VYyactue B MEpOIPUSITUSIX
CHELHaTbHOCTH, K MHHOBAllUOHHBIM (onmuMIIuabl, KOHKYPChI
TEXHOJIOTUSIM B 00J71acTH PO(eCcCHOHATBHOM npodecCnOHaIHLHOTO
JeSITeIbHOCTH MacTepcTBa, CTAXKUPOBKHU U
Ip.), TPOBOJIUMBIX KaK
o0pa3oBaTeNbHBIM
3aBEJICHHEM, TaK U BEIYIIUMHU
NPEANPUATHIMU OTPACITH
OK 04. JIeMOHCTpHUPOBATh HABBIKK MEKINYHOCTHOTO DkcnepTHOe HaOIro1eHNe
0011IeHUsI ¢ COOJTFOACHUEM OOIIETPUHSATHIX OBEIEHYECKNX HABLIKOB B
IPaBUJI CO CBEPCTHUKAMU B 00pa30BaTEIbHOM Xojie 00yueHHs
rpymine, ¢ IpernoaaBaTeasiMu BO BpeMs
00y4YeHHUsl, C pyKOBOJIUTEIISIMU
IIPOU3BOJCTBEHHON NPAKTUKH
OK 05. JleMOHCTpalys HaBbIKOB TPAMOTHOM YCTHOM U DkcnepTHOe HaOIro1eHNe
MUCHbMEHHOW peyH HaBBIKOB YCTHOTO U
NUCbMEHHOTO OOIIEHUS B X0J1€
oOyueHus
OK 06. dopMHpOBaHUE YyBCTBA IATPUOTU3MA, YyacTte B MEPOIPUATUAX
IpaXIaHCTBEHHOCTH, YBAXKEHHUSI K MTAMSITH MaTPUOTUIECKOH
3anTHUKOB OTevecTBa U nojasuram ['epoes HaNpaBJICHHOCTH, B
OtedecTBa, 3aKOHY U MTPABOIOPSIIKY, YETIOBEKY | MIPOBEIEHUU BOCHHO-
TpyZa U cTapiuieMy MOKOJICHHIO; CIIOPTUBHBIX UID; y4acTHe B
MporpaMmax
B3aMMHOTO YBa)KEHHsI, 0EPEKHOTO OTHOIIEHUS K | aHTUKOPPYILUOHHOM
KYJIbTYPHOMY HAacJ€IUI0 U TPAIULIUAM HaIpaBJIEHHOCTH
MHOT'OHALIMOHAJIBLHOTO Hapoaa Poccuiickon
denepannu;
HETEPIMMOCTH K KOPPYIIIMOHHBIM IPOSIBIEHUSIM
OK 07. dopmupoBaHue 6€peKHOTO OTHOIICHUS K DKcrnepTHOE HAOII0IeHUE

NPUPOJIC U OKPYIKAIOIIIEH cpejie

JIEMOHCTpAINU HaBBIKOB
COOJIIOICHHSI TTPABHIT
9KOJIOTMYECKOH OE30MacHOCTH
B BEJICHUU NPO(eCcCHOHATBHOM
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NeSATeTLHOCTH; (POPMHUPOBAHNE
HaBBIKOB (P PEKTHUBHBIX
JICUCTBUI B UpE3BbIYAHBIX
CUTYaIUIX

OK 08.

dopmupoBaHue 0epeKHOT0 OTHOIICHUS K
3/10pOBBIO

VY4actue B CHOPTUBHBIX
MEPONPHUITUAX, TPOBOJIUMBIX
o0pa3oBaTebHBIM
YUPEKIACHUEM; BEICHUE
3JI0pOBOT0 00pa3a )KU3HU
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