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1. OBIIIASI XAPAKTEPUCTHKA PABOYEM ITPOT'PAMMBI
NPO®ECCHUOHAJIBHOI'O MOAYJIA
«IIM.02 OPTAHM3AIMA CETEBOI'O A AMUHUCTPUPOBAHUW A

1.1. Iens u nnanupyemole pe3ynomamot 0C60EHUA NPOPECCUOHANLHOZ0 MOOYNA

B pesynpraTe wu3ydeHUs NPOo(ECCHOHATBHOIO MOIYJS CTYACHT JO/DKEH OCBOMTH OCHOBHOH BUJ
nesitenbHOocTH  OpraHusanus CETEBOr0  aJMUHUCTPUPOBAHUS M COOTBETCTBYIOIIME €My OOIIme
KOMIICTCHIIUU ¥ MTPO(HEeCCHOHATBHBIE KOMITETCHIIUH

1.1.1. IlepeyeHb OOLIMX KOMIIETCHIUI

Kon HaumMmeHoBaHue 00IUX KOMIIETEH NI

OK 1. Boeibupate cmocoObl  pemieHuss 3a7ad  Npo(ecCHOHATBbHON  JESITENBbHOCTH,
MPUMEHHUTENIBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 2. OcymiecTBIATh NOUCK, aHAINU3 U MHTEPIPETALUI0 HHPOpMAIK, HEOOXOAUMOMN J1J1s
BBITIOJIHEHUS 3aJ1a4 TPO(ECCUOHATILHOM eSITEIbHOCTH

OK 3. [InanupoBaTh U peayn30BbIBaTh COOCTBEHHOE MPO(PECCHOHANBHOE U JIMYHOCTHOE
pa3BUTHE.

OK 4. PaGortatp B KOJUIEKTHBE U KOMaH/e, 3)()EKTUBHO B3aMMO/IEHCTBOBATD C KOJIETaMH,
PYKOBOJICTBOM, KJIIMEHTaMH.

OK 5. OcymecTBiIATh YCTHYIO M NHCBMEHHYH0 KOMMYHHMKAIMIO Ha TOCYAApCTBEHHOM
A3BIKE C YYETOM OCOOEHHOCTEN COLMAIbHOTO U KYJbTYPHOTO KOHTEKCTA.

OK 6. [IposiBiATE IpakJAHCKO-IIATPUOTUYECKYIO MO3ULIHIO, JIEMOHCTPUPOBATh
OCO3HAHHOE MOBEJICHHE Ha OCHOBE OOIIeUEI0BEYECKUX IEHHOCTEH.

OK 7. ConeiicTBOBaTh  COXPAHEHHUIO  OKpPYKAIOIIEH  Cpelbl, PecypcocOepekeHHIO,
3¢ (hEeKTUBHO eCTBOBATH B UYPE3BHIYAMHBIX CUTYAIIUSX.

OK 8. Hcnonws3oBath cpeacTBa (GU3MUECKOW KYJIBTYPHI JUIsl COXPAHEHUS U YKPEIUJICHUS
3I0pOBbsl B IMpolecce MNpodecCHOHANbHON NEATENbHOCTH U MOJJIEp’KaHue
HEOOXOMMOTO YPOBHS (PU3NUECKOM TIOATOTOBICHHOCTH.

OK 9. Hcnonp3oBath HHGOPMAIIMOHHBIE TEXHOJIOTHH B TPO(GECCHOHAIBHON JIEATEHHOCTH

OK 10. [Tonp30BaThcsi MpodecCHOHANBHOW JOKYMEHTAIlMEH Ha TOCYAapCTBEHHOM U
WHOCTPAHHOM SI3bIKE.

OK 11. [InanupoBaTh IPEeANPUHUMATEIBCKYIO IEATEILHOCTh B ITpodecCHoHaIbHON chepe

1.1.2. [Tepeuens mpodeccHOHATHHBIX KOMIIETCHITHI

Kon HanMeHoBaHUE BU/IOB JAeATEJbHOCTH H PO ecCHOHANBbHBIX KOMIIETCHIU

BJI 2. Opeanuzayus cemegozo aOMUHUCMPUPOBAHUS

IK 2.1 IAIMUHHACTPUPOBATH JIOKATIbHBIC BEIUUCIUTEIBHBIE CETU U IPUHUMATh MEPHI [0 YCTPAHEHUIO
BO3MOXKHBIX COOEB.

1K 2.2 |ATMIHHICTPHPOBATH CETEBBIE PECYpPCHl B MH(OPMAIIMIOHHBIX CHCTEMAX.

K 2.3 OOGecrieunBaTh CcOOp JMaHHBIX JUIA aHANIM3a WCHOJNB30BaHHWS W (PYHKIIMOHUPOBAHUS
[POrpaMMHO-TEXHUYECKUX CPEACTB KOMIIBIOTEPHBIX CETEH

K 2.4 B3aumozelicTBOBaTh CO CIIENHANMCTAMHA CMEXHOT0 mpoduiss mpu pa3pabOTKE METOIOB,

CPCACTB 1 TEXHOJIOTUH ITPUMCHCHMU L 00BEKTOB HpO(l)GCCPIOHaJII)HOfI JACATCIIBHOCTH.

1.1.3. B pe3ynbTare ocBoeHHs TPOGECCHOHAITBHOIO MOAYJISl CTYIEHT AOJIKEH:

Hmers HpaKTI/ILICCKI/Iﬁ OIIBIT B YCTaHOBKE, HaCTpOfIKC " COIIPOBOXJICHUH,

KOHTPOJIE HCIIONIb30BAHUS CepBepa U paboImnx
CTaHIMA JUIs1 Oe30MacHON Tiepeauu




UHOPMAIIH.

YMETh

aJIMAHUCTPUPOBATH JIOKAIBHBIC BEIYUCITUTETbHBIC
CETH;

IIPUHUMATDL MEPBI 10 YCTPAHEHUIO BO3ZMOXKHBIX
cOoeB;

o0ecIieunBaTh 3alUTy MPH NOAKITIOYCHUH K
MH(POPMAIOHHO-TEIEKOMMYHUKAIIMOHHON CEeTH
"UnTepuer".

3HaThb

OCHOBHBIE HaIIPABJICHHSI aIMUHUCTPUPOBAHUS
KOMIIBIOTEPHBIX CETEH;

YTUINTHL, QYHKIUH, YAaJCHHOE YIpaBJIeHUe
CEPBEPOM;

TEXHOJIOTUI0 0€30MaCHOCTH, IPOTOKOJIOB
aBTOpHU3alvu, KOH(bI/I)IeHHI/IaHI)HOCTI/I u
0e301acHOCTH TIpU PabOTE ¢ CETEBBIMU
pecypcamu.

1.2. KoimmuecTBoO yacoB, OTBOAMMO€C HA OCBOCHUEC l'lpO(l)eCCPlOHaJleOFO MOoAayJist

Bcero wacos 834

W3 Hux Ha ocBoenne MJIK. 02.01 272
Ha ocBoenue MJIK. 02.02 104
Ha ocBoenne MJIK. 02.03 194

Ha TIPaKTHKH, B TOM uncie yueOnyio 108 qacoB u mponsBoacTBeHHyro 144 gaca.




2. CTpyKTypa U cojiep:KaHue NPpohecCuHOHAIBHOr0 MOy ISl
2.1. Ctpykrypa npodeccuonHanbuoro monyis «IIM.02 OPTAHU3SAIIHA CETEBOI' O AJIMUHUCTPUPOBAHU»

O06BeM MpohecCHOHATBHOTO MOYJLS, Yac.

Konpt HaumenoBanus CymMapHsI Obyuenue no MIK Lparxmuxu IIpoMeskyTO | KOHCYJIBT
npodecCHOHaTBHBI pasfienos it 06BeM 126 IIpou3BOACTBEHHAS | ypaq aluu Cawmocto
X 00X PO eCCUOHATHFHOTO Harpy3ku Beer APOPATOPHELX Kypcosbix (ecnu ATCIBHAA
y ’ H 6 VuebHast 5 aTTecTanus pabora!
KOMIETEHIUHN MOJYJIA qac. 0 NPaKTHYECKHX paoor npedycmompena
sansTHi (TIpOEKTOR) paccpedomoueHnas
npaKkmuxa)
1 2 3 4 5 6 7 8 9 10
OK 01-11 Pazpen 1.
K 2.1-24 AJIMUHUCTPUPOBAHUE
CETEBBIX 272 256 100 30 63 16 16
onepanuoOHHbIX
CHCTEM
OK 01-11 Paznen 2. 104 96 38 8
I[IK2.1-24 ITporpamMmmHOe )
3
obecnieueHne
KOMIIBIOTEPHBIX CeTel
OK 01-11 Paznen 3. 194 182 44 12
11K 2.1-2.4 Opranuzanus
AIMUHUCTPUPOBAHUS 03
KOMITHIOTEPHBIX
CHCTEM
OK 01-11 VYueOHast mpakTHKa 108 108 03
K 2.1-24 (o mpodmiro
CIEIMAIILHOCTH),
4acoB (ecnu
MpeycMOTpeHa
HTOrOBast
(KOHIIEHTPHpPOBAaHHAS )
MIPAKTHKA)
OK 01-11 [IpomsBoncTBeHHAs 144 144 03
K 2.1-24 npakThka (1o
TIPOGIITIO
CHENHAIBHOCTH),

1

O0BeM caMOCTOSTENFHON paOOThI 00YJAFOIIIXCS OTIpeeNsieTcst 00pa3oBaTeNbHON opraHm3almeil B cootBeTcTBrH ¢ TpeboBanmsiMu OI'OC CIIO B mpenenax odbema yuaeOHON

JVCIIUIUIMHBI B KOTMYECTBE YacoB, HEOOXOIMMOM JUISl BBIIOTHEHHS 3aJJaHNH CaMOCTOSITEITbHON pabOThl 00yJaOMMXCs, TPEAYCMOTPEHHBIM TEMATHIECKUM IUTAHOM U COJEpKaHNEM
y4eOHOH TUCIUITIMHBI (MEXIUCHUIUINHAPHOTO Kypca).




4acoB (ecnu

MpenycMOTpeHa
UTOrOBast
(KOHIIEHTPHPOBAHHAS )
MIPaKTHKA)

[Ipomexxyrounas

aTTecTalys

DK3aMeH 110

MOZYJIIO

Bcezo: 834 546 182 30 108 144




2.2. TemaTn4yecknii IVIaH U coaepaxaHue npodeccuonanbHoro MonyJsi <IIM.02 OPITAHU3SAITUA CETEBOI'O A/IMUHHUCTPUPOBAHUA»

HaumenoBanue pasjiesioB u
TeM NpodecCHOHAIBHOIO

Conep:xanue yueOHOro MarepuaJa,

O0bém B
monyJas (IIM), JlabopaTopHbie padoThl H MPAKTHYECKHUE 3aHATHSA, CAMOCTOsAITEeIbHAasA yyeOHAasA padoTa 00yyarommuxcs,
MEKIMCUUILTHHAPHBIX KypcoBasi padora (IPOEKT) (eciu npedycmMompeHul) Hacax
kypcoB (MK)
1 2 3
Paznen 1.
AJIMHHHCTPHPOBaHHE
ceTeBBIX ONepPalHOHHbBIX
cHcTeM
M/JK.02.01. 272
AJIMUHHCTPHPOBaHHE
ceTeBBIX ONepPanOHHbIX
CHCTEM
Tema 1.1 YcraHoBka u Cooeporcanue 62
HacTpoiika Windows Server | 1 PazBepTriBanue u ynpasiaeHue Windows Server 2012 R2
2012 R2 0630p Windows Server 2012R2. Vcramoska Windows Server 2012R2. Hactpoiika Windows Server
2012R2 mocne ycranoBku. O030p 3amau mo ympasieHuio Windows Server 2012R2. Bpenmenue B
Windows PowerShell
2 Beenenne B nomeHHble cepeuchl Ciy:k0b1 KaTanora
Beenenune B AD DS. O030p hyHKIHi KOHTpOIIepa JOMeHa. Y CTaHOBKA KOHTpOJUIEpa TOMEHa
3 Ynpasienune o0bekTaMu J10MeHHBIX cayx0 Ciayxobl KaTtanora
VYnpaBieHue y4ETHBIMHU 3alUCSIMH IONb30BaTENCH. YIpaBi€HHE IpyNIaMu. YIPaBJICHUE YYETHBIMU
3aIuCsIMU KOMITBIOTEpOB. JlenernpoBanue aAMUHIUCTPATUBHBIX 33134
4 ABTOMATH3aIUsl AIMHUHHCTPUPOBaHMS TOMEHHBIX ciryk0 Ciyx0b1 KaTanora
Hcrionp3oBanre CpeAcTB KOMAaHIHOM CTpokW i aaMmuHHCTpupoBanms AD DS. Hcmonb3oBanme
Windows PowerShell mis anmuauctpupoBanuss AD DS. Ilpon3Benenrne MHOKECTBEHHBIX OIEpanuii ¢
ncnonszoBanneM Windows PowerShell.
5 Ipumenenue nporoxona DHCP
YcranoBka pommm DHCP cepep. Hactpoitka DHCP obnacreii. Ympasienue 6azoit mamasrx DHCP.
3anmTa u MoHuTOopuHr DHCP
6 IIpumenenne DNS
[Ipouecc pazpemenust umed B Windows. YcranoBka cepsepa DNS. Ynpasnenue 3oaamu DNS
7 I[IpuMeHeHMe JTOKATBHOTO0 XPAHUJIMIIA TAHHBIX

O630p MCTOAOB XPAHCHUS INAHHBIX. yr[paBJ'[eHI/Ie JUCKaMHM M TOMaMH. Hcnons3oBanue IIPOCTPAHCTB
XPpaHCHUA




IIpumenenne ¢aiinoBoii c1y:K0bI U CJY:KOBI HEYATH
3ammra ¢aioB W Mamnok. 3aliuTa MamoK CPeACTBAaMH TeHEBOro KomupoBanusa. Hacrtpoiika Pabounx
nanok. Hactpoiika cereBoi nevatu

9 IIpuMeHeHHe rPyNIIOBO MOJMTHKH
O0630p rpynmnoBoil monmuTHkH. OOpabOTKa TPYMIIOBBIX NOMUTHK. [IpUMeHeHHWe NEHTPaTU30BaHHOTO
XpaHWIUIIa AJMUHUCTPATUBHBIX 1a0JIOHOB
10 | 3ammuTa cepeepoB Windows npuMeHeHHEM 00HEeKTOB IPYNMOBOI MOJTUTHKHI
O0630p Oe3onacHocTH omnepanuoHHbIX cucteM Windows. Hacrpoiika mapaMerpoB 0e30MacHOCTH.
Orpanunuenue npukiaanoro I10. Hacrpoiika Opanamayspa Windows ¢ pacuiipeHHoH 0€301acHOCThIO
11 | IpumeHeHnue cepBepHOii BupTyanu3anuu ¢ Hyper-V
O0630p TexHomnoruii Buptyanmusanuu. [lpumenenneHyper-V. YmnpaBieHue XpaHWINIIEM BUPTYaTbHBIX
MallluH. YHpaBneHHe BUPTYAJIbHBIMU CETAMU
Tema Cooepocanue 120
1.2AAMUHHCTPUPOBAHHE 1 Hacrtpoiika u ycTpaneHHne HemoJIaAoK cay:k061 DNS
Windows Server 2012 R2 Hacrpoiika cepepnoii ponu DNS. Hacrpoiika 305 DNS. Hactpoiika nepenauu 3oa61 DNS. Yipasnenne
ciryx60it DNS n ycTpaneHrne Henosiaok
2 Monnep:kka noMmeHHbIX cayx0 Cay:xonl Katanora
O630p AD DS. Hcnonp3oBaHne BUPTYaJHM3UPOBAHHBIX KOHTPOJUIEPOB JoMeHa. llpuMmeHenue
KOHTPOJUIEPOB JOMeHa ¢ moctynmoM Toimbko Ha uteHne (RODC). AmmunuctpupoBanmme AD DS.
Yupaeienue 6a3oi qaHabix AD DS
3 YnpagsJeHnne 1oJb30BaTeJIbCKHMHI U CJIYKeOHBIMH YYeTHBIMHU 3aNIHCAMMU
Hacrpoiika [Tomutuku maposeit u [lomutukn 010KHpOBKH yUeTHOM 3amucu. Hactpoiika Ypasisemoit
CITY’)KEOHOW yUETHOH 3aIicH
4 BHeapenune unppacTpyKTypsbl I pynnoBpix NoJIuTHK
O630p ['pymmoBoit monmutuku. BHenpenwme n aamuHuCcTpupoBaHue [ pynmoBbix momutuk. O6IacTh
JOEUCTBUSL M TOPSiAOK 00paboTku ['pynmoBbIX MOJMMTHK. YCTpaHEHHE HEMOJAZO0K IPUMEHEHUS
I'pynnoBeIX MOJUTUK
5 YnpasieHnue noJib30BaTe/ibCKUM palo4uM €T0JI0M Yepe3 ['pynnoByro moJuTuKy
[Ipumenenne AMMUHUCTPATUBHBIX IA0IOHOB. HacTpoiika mprMeHeHHs! CKPUIITOB U TepEeHAIpaBICHUS
manok. HacTpoiika mpenmourenuii B [ pynmoBoit moiautuke. Y npaBiieHHe IPOrpaMMHBIM 00ecTiedeHueM
yepe3 [ pynnoByro nonuTuKy
6 YcraHoBka, HacTpoiika U ycTpaHeHue HenoJiaiok posin Cepsep CeTeBoil OJIMTHKH.
VYcranoBka u Hactpolika ponu Cepep Cereort nonutuku. HacTtpoiika kmieHToB U cepBepoB RADIUS.
Meronbl IpOBEPKH MOTMHHOCTH cepBepa CereBoil MOMUTUKH. MOHUTOPHHT U YCTPaHEHHE HEMOIal0K
ponu Cepep CereBoi NONUTHKH
7 IIpuMeHeHMe 321U THI AOCTYNA K CeTH

0O630p 3ammrtel moctyna K cetn (NAP). O630p mporecca nprMEHEHHs 3alIMThl JOCTYNa K CETH.




Hacrpoiika NAP. Hactpoiika npumenenus NAP uepe3 npunyaurensHele [PSec B3ammopeiicTBus.
MOHUTOPUHT U ycTpaHeHue Henonaaok NAP

8 Hcnonb3oBaHue yIaaeHHOr0 10CTyNnA
O030p TEXHOJIOrWU yIAIEHHOro aocTymna. BHenpenue texnonorun DirectAccess ¢ moMonipo macrepa
HaYyaJbHOW HACTpOiKW. BHenpenue um ympamieHue paclIMpeHHOW uH(ppacTpykTypoir DirectAccess.
Buenpenue VPN. Bueapenue Web Application Proxy

9 OnTuMu3sanus (paiIoBBIX CEPBHCOB
0030p aucneryepa pecypcos (aiisioBoro ceppepa — FSRM. Ucnonb3oBanne FSRM miis ynpasiieHus
KBOTaMH, q)aﬁHOBLIM OKpaHHUPOBAHUEM M OTUCTAMU 110 HCIIOJIBb30BAHUIO XpaHWJIMIIA. HpI/IMeHeHI/Ie
knaccudukaru (aisioB ¥ 3amad mo ympasieHuto Qaitmamu. O030p pacrpeneieHHON (aiioBoi
cucrembl DFS. Hactpoiika nmenoBannoro mpoctpanctBa DFS. Hactpoiika u ycTpaHeHune Hermonaagok
perummkanmuu DFS

10 | Hacrpoiika mudpoBanusa U pacliMnPeHHOro ayauTa
Iugposanne muckor ¢ ucnoib3zopanueM BitLocker. Illugposanue daitioB ¢ ucrnonp3oBanuem EFS.
Hactpolika pacimpeHHOro ayura.

11 | Pa3sBepThIBaHHE H NMOJJEPKKA CEPBEPHBIX 00pa3oB
0030p cinyx0bl pa3epThiBanus Windows. Ympaienue oOpasamu. [IpuMeHeHHe pa3BEPTHIBAHUS C
ITOMOIIBIO CITY)KOBI pa3BepThiBaHus Windows. AIMHUHHCTPHPOBAHHE CITY)KOBI pa3BepThIBaHUS Windows.

12 | BHenpenue ynpasJjieHUsI OGHOBJIEHUSIMHU
00630p WSUS. PazseptriBanme 00HOBIeHUH TTocpencTBoM WSUS

13 | Mouutopunr Windows Server 2012

Cpenctea MoHuTOpHHTa. Vcmons3oBanue MOHHUTOpA MPOM3BOAUTECILHOCTH. MOHHMTOPUHI KYPHAJIOB
COOBITHH.

KypcoBas pa6ora

30

B mom uucne npakmuueckux 3anamuil u 1a60pamopHsIx padom

Hacrpoiika n ycrpanenne Hemonaaok ciaykoe1 DNS

IToxmepxka ADDS

anaBneHHe II0JIB30BATCIbCKMMH U CJ'Iy)Ke6HI>IMI/I YYE€THBIMU 3allUCAMU

Buenpenune nappacTpyKTyph! I pyNOBBIX MOIUTHK

YnpasieHue noibp30BaTeIbCKUM PadOYUM CTOJIOM uepe3 I pynnoByro NOIUTUKY

YcranoBka u HacTpoiika ponu CepBep CeTeBOil NOTUTHKU

[IpumeHeHue 3amnThI JOCTYTA K CETH

Brenpenue texaonorun DirectAccess ¢ TOMOIIBI0 MacTepa Ha4aIbHON HACTPOIKH

OO |N|O|OIB|W|IN|F

PasBeprriBanne pacmmpeHHON HHPpacTpyKTyphl DirectAccess

[EEN
o

Buenpenue VPN

[E=Y
[E=Y

Buexnpenne Web Application Proxy

100

10



12 | Hacrpoiika KBort u ¢aitnoBoro sxpanuposanus B FSRM
13 | [Ipumenenue DFS
14 | Hacrpolika mmdpoBaHus 1 pacClIMpPeHHOT0 ayIuTa
15 | UcnonezoBanue ciyxObl pazBepToiBanust Windows aiis pazBepteiBanust WindowsServer 2012
16 | Bueapenue yrnpabiieHHs] OOHOBJICHUSMU
17 | Monutopunr WindowsServer 2012
Tema 1.3. OcnoBs1 Linux. Cooepocanue 20
1 | Beenenne
Beenenue B mucnmiummHy. 3HakomctBo ¢ VM Ware vSphere.
2 | ®aiiaosbie cucrembl OC Linux
daitoesie cucrembl OC Linux. Co3aaHue U pa3MeTKa jKeCTKOro JUcKa
3 | HoaroroBka cepepa OC Linux
BapuanTsl ycranoBku. PezepBHoe konupoBanne. Co3aanue CHUMKOB. Pa3meTka jKecTKoro Jucka.
4 | Hacrpoiika web-cepsepoB B OC Linux
[porokon HTTP. Beb-cepBep Nginx. O6paTHOE npokcupoBaHue B Nginx.
5 | Hacrpoiika cepsepa DNS B OC Linux
IIporokonx DNS
6 | Hacrpoiika cepsepa DHCP B OC Linux
IIporoxon DHCP
7 | Hacrpoiika ¢aiijoBbix cepsepoB B OC Linux
IIporokosn FTP. daitnopas cuctema NFS. daiinoBsiii cepeep Samba.
8 | Hacrpoiika cepsepoB BJI B OC Linux
CYBJ MySQL. CYBJl MongoDB
9 | KonTteiinepsl Docker
Konretinepsr Docker.Crioco0b1 cBsi3u KoHTEHHEpOB Docker.
10 | IIpoekTHpoBanue
[IpoextupoBanue. Beenenne. Anannu3 tpedoanmii. Peannsanys cuctempl. CocTaBIeHHE TOKYMEHTAIIHH
aug.3ager 2
Pazpen 2.1Iporpammuoe
ob0ecneueHmne
KOMIIBIOTEPHBIX ceTeil
M/IK.02.02. [IporpaMmmHOe 104
obecrieyeHme
KOMIIBIOTEPHBIX ceTeil
Tema 2.1. Peanusanus Cooepotcanue 42

11



KJIHEHTCKOM
UH(PACTPYKTYpPbI

Ouenka u onpeejieHle NapaMeTPOB pa3BepThiBaHus KJaueHTcknx OC

0O0630p ’)KU3HEHHOT O LIUKJIa KIMEHTCKUX KOMIBIOTEPOB npeanpustud. OueHka o00pyI0BaHUS U
TOTOBHOCTH MH(PaCTPYKTYphI K pa3pepThiBanuto kKiueHTCKux OC. O030p METONIOB pa3BepThIBAHHUSI
kiauenTckux OC B cpene opranu3anyi. TeXHONIOruU JTMLEH3NOHHON aKTHUBAIUU 11 KIIMEHTCKUX
KOMITBIOTEPOB B opranu3anuu. [InaHupoBanue ctpateruu passeprbiBanus kineHTckux OC. Coop
JaHHBIX 00 HHPpacTpykType. Peanusanus peneHnst JUIEH3NOHHON aKTHBAIH

IlnanupoBaHue CTPATErHH yIpaBJeHus o0pazaMu
0030p popmaror obopaza Windows. O030p cpencts ynpasienus oopa3amu (Image Management).
Oterka Ou3Hec-TpeOOBaHMH VIS TIOICPKKH CTPATErHH YITPaBJICHHs 00pa3aMHu.

Peanuszanus 6e30mMacHOCTH KJINEHTCKUX CHCTEM

Peasnu3arus neHTpaaIn30BaHHOTO penieHus mo 0e3onacHocTy kimeHTckux OC. [InanupoBanue u
peanuzanus BitLocker. [TnanupoBanue u peanuzanus mudposanus ¢ nomonipio EFS. Hactpoiika
6ezonacHocTH kiueHTckrnX OC ¢ moMoIIIbio TpynmoBoi monmuTuku. Hactpoiika mmdpoBaHus aucka ¢
nomotpio BitLocker. Peanu3anus pemenns nentpaiu3oBanaoro ynpasienus EFS. Peanuzanus
pereHus A BocCTaHOBIIeHU (haityioB, 3amumieHHbx EFS.

3axBar u ynpasJieHHe oopazamu KaueHTckux OC

00630p Windows ADK. Yupasnenue cpenoit npenycranosku Windows (Windows PE). Co3nanue
ncxomHoro oopasza ¢ momomibio Windows SIM u Sysprep. 3axBat u 00CTyKHBaHHUIO dTAIOHHOTO 00pasa.
Hacrpoiika u ynpaienue ciyx0oii pazsepteiBanus Windows (Windows Deployment Services).
Hacrpoiika Windows PE. YcranoBka 3TajoHHOTO KOMIIBIOTEpA ¢ MOMOIILIo (aitma orBeToB. OOpaboTka
3TAJIOHHOI'0 KOMITbIOTEpa ¢ moMolsio Sysprep. Cosznanue ¢aiiaa orBeroB ¢ moMorinpio Windows SIM.
YcTaHOBKA STAJIOHHOTO KOMITBIOTEPa ¢ TIOMOIIBI0 (haiina orBeroB. OOpadOTKa STAJIOHHOTO KOMIIBIOTEpa
¢ momornsio Sysprep. Services [Tnanuposanue cpeast WindowsDeploymentServices. YcranoBka u
HacTpoiika cepepHOoil port WDS. 3axBat aTaioHHOr0 odpasa ¢ momomrsto WDS. Pa3sepTeiBanne
obpasa ¢ momoripio WDS

IInanupoBaHue U peanu3anusi MUTPALUHU N10/1b30BaTE]bCKOMH Cpebl

00630p cr1ocoO60B MUTpaIK IOIB30BATENBCKOM cpepl. [InmannpoBaHne MUTpaK 0Ib30BATENbCKOM
cpenpl ¢ noMotpo USMT. Murpanus coctostHust nosb3oBareis ¢ noMoribto USMT. [InanupoBanue
MUTPAIIH TTOJIb30BaTeNbCKOM cpenbl. Cozmanue u HacTpoiika XML-daitmos USMT. C6op naHHBIX 1
BOCCTaHOBJIEHHUS TTPOIIIS TToNb30BaTeNs ¢ momoribio USMT. BeimmonHerre MUTpaIii ¢ CO3TaHuEM
KECTKUX CCBUIOK

IInanupoBanue u pasBeproiBanue kianenTckux OC ¢ momombio Microsoft Deployment Toolkit
ITnanupoBanue cpensl Lite Touch Installation. Peanusamust MDT 2012 st Lite Touch Installation.
WnTerpanus coyx6 passepreiBanns Windows ¢ MDT. IInanuposanue cpenst Lite Touch Installation.
Ycranoska MDT 2012 u HeoOxonumbIx koMmitoHeHToB. Coznanue u HacTpoiika MDT 2012 Deployment
Share. Pa3BepToiBanue u 3axBat o0pasa stanonHoi OC. Murerpanus WDS ¢ MDT 2012 st
obecnieueHms Bo3MoxkHOCTel 3arpy3ku PXE.
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IlnannpoBanue u pa3BeprbiBanue kianenTcknx OC ¢ momomsio System Center Configuration
Manager 2012

ITnanuposanuecpenst Zero Touch Installation. Toaroroeka catita mis passepteiBanus OC. IToctpoenne
3TaJIOHHOTrO 00pa3a Ha OCHOBE MocieaoBarenbHoCcTH 3a1ay Configuration Manager. Mcnons3oBanue
nociaenoBaTeabHOCTH 33134 MDT a1 pa3BepThIBaHUS KIIMEHTCKUX 00pa30B. [ImanupoBanue
UHPACTPYKTYPHI pa3BepThIBaHUS onepannonHol cucteMbl. [loaroroBka cpeapl Zero Touch Installation.
Hacrpolika nmakeroB pa3BepTbhiBaHus 1 00pa30oB cucteMbl. [loaroroska cpenst ZeroTouchlnstallation

IlnanupoBanue U peaau3anus cay:x0 ynajiennoro gocryna (Remote Desktop Services)

0030p cnyx0b! yaaenHoro padouero crona. [Lnanuposanue cpenst Remote Desktop Services.
Hacrpoiika pa3zsepTeiBanus HHPPACTPYKTYPHI BUPTYAIBHBIX pabounx cronoB. Hactpoiika moctyna k
KJIMEHTaM Ha OCHOBe ceaHcoB (Session-Based Desktop). Pacumpenue cpensl Remote Desktop Services B
Wurepuer. [Tnanuposanue cpeapt Remote Desktop Services. Hactpotika ciienapus HHPpacTpyKTypbl
BHPTYaJbHBIX pabouux cToioB. HacTpoiika cieHapus AocTyrna Ha OCHOBE ceaHcoB. [IpoekTnpoBanue
noymTHK TwTr030B RDS. Hacrpoiika mumrozoB RDS

YnpaBjenue BUPTyaau3alnueil moib30BaTe/IbCKOro COCTOSIHUS AJ1s1 KaueHnTcknx OC opranuzamumn
0030p BUpTyanu3anuu npoduis noib3osarens. [I1aHupoBaHre BUPTyaIu3alui MPodus
ronp3oBaTens. HacTtpoiika nepeMeriaeMbix poduiiel, mepeHanpaBieHus Iarnok 1 aBTOHOMHBIX
(offline) aitnos. Peanm3arus BupTyanu3anuy padboTsl moib3oBatens ot Microsoft (Microsoft User
Experience Virtualization). [lnanupoBanue BUpTyanu3anuy IpoQuiis mojab30BaTes. Peamuzarms
BHPTYaJIU3AIMH PO UIIS TOT30BaTENSI.
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IlnanupoBanue u peanusanus HHGPACTPYKTYPHI 00HOBJIEHHIA 1Sl MOAAePKKH KaneHTCcKUX OC
opraHu3anuu

[InannpoBanre MHGPACTPYKTYPH OOHOBIIEHHH TSl OpraHU3auy. Peanuzaius moaaepxku 00HOBIEHUI
porpaMMHoOro odecredenus ¢ momompio Configuration Manager 2012. Ypasnenue oOHOBIEHUSIMA
IUTS BUPTYaJIbHBIX MAIIMH M 00pa3oB. Mcmons3oBanue Windows Intune amnst ynpasieHusi 0OOHOBJIIEHHE
mporpaMMHoOro obecrnedenus. [lmannpoBanne nHGPaCTPYKTYpsl OOHOBIIEHUS. Peanm3amus oOHOBIEHUH
porpaMMHoOro obecredeHus ¢ momorbio Configuration Manager 2012. Peanu3zarwst oOHOBIEHUI
MIPOrpaMMHOT0 oOecTiedeHus sl OMOINOTEK BUPTYaIbHBIX MAIIWH.

11

3amuTa KOMNBIOTEPOB MPEANPHATHS OT BPEJOHOCHBIX MPOrPaMM M NMOTEPb JAHHBIX

O630p System Center 2012 Endpoint Protection. Hacrpoiika Endpoint Protection Client Settings u
MoHuTopuHra cocrosiaus. McnonszoBanue Windows Intune Endpoint Protection. 3amunTa KIneHTCKHX
OC ¢ momomipto System Center 2012 Data Protection Manager. Hactpoiika 1 pa3BepThIBAHHE MOJIUTHK
EndpointProtection. Hactpoiika napamerpoB kineHTa s moiepskku Endpoint Protection.
MOHHTOPHUHT 3aIMTHI KOHEYHBIX ToueK. HacTpoiika u mpoBepka 3aluThl JaHHBIX KIMEHTA
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MOHHMTOPUHT MPOU3BOAUTEIHHOCTH U Pa00TOCTIOCOOHOCTH HHPPACTPYKTYPHI KaneHTcKkux OC
[Ipou3BoAUTENEHOCTH B PAOOTOCTIOCOOHOCTh HHPPACTPYKTYpPHI KineHTCKuX OC. MOHUTOPHHT
UHQPACTPYKTYPhI BUPTYaJIbHBIX KiHeHTOB. Hactpoiika Operations Manager a5l MOHUTOPHHT
BUPTYaJIbHBIX CPE]l.

B mom uucne npakmuueckux 3anamuii u 1a60pamopHsIx pabom

1 O1ieHKa ¥ ONpe/IeIICHUE TapaMeTPOB Pa3BEPThIBAHHUS

2 [TnanupoBaHue CTpaTeruu ypaBieHus o0pa3aMu

3 Hacrpoiika 6€301acHOCTH KIIMEHTCKHX CUCTEM

4 Hacrpoiika mmdposanus ¢aiinor ¢ momorisio EFS

5 [ToxroroBka obpasa u cpeabl npeaycraHoBku Y cranoBka Windows ADK

6 Cosaanue >TaloHHOro odpasa ¢ nmomoripio Windows SIM u Sysprep Co3nanue ¢aiisia OTBETOB ¢
nomoinpeo Windows SIM

7 Co3anue 1 00CIy)KUBaHUE 3TAJOHHOIO 00pa3a

8 Hacrpoiika u ynpasieane Windows Deployment Services ITnanuposanue cpenst Windows Deployment
Services

9 [InaHupoBaHKe U peasIn3alyisi MUTPALMU [OJIb30BATENBCKOM Cpebl 38

10 | Murpanus COCTOSIHHS IT0JIb30BATENS C CO3JaHMEM HKECTKUX CCBHUIOK

11 | IlmanupoBanue u paspepTeiBanue KHeHTCKHX OC ¢ momompsio MDT

12 | loaroroBka cpelbl JJsl pa3BePTHIBAHUS ONMEPAITUOHHON CUCTEMBI

13 | Ucnonszosarre MDT u Configuration Manager ms noarorosku Zero-Touch Installation

14 | IlnanupoBanue u peanusaiys uHGpacTpykTypsl Remote Desktop Services

15 | Pacmmpenune nocryna k Mateprer s uabpactpykrypsl RDS

16 | PasBepThiBaHME M IOAJEPKKA BUPTYyTH3aIMU TPOGUIIS IONTB30BaTENS

17 | llpoexTupoBanue u peanu3arws (PaiJoBbIX CIIYKO

18 | Peammszamusa Client Endpoint Protection Hacrpoiika Touxu Endpoint Protection

19 | Hacrpoiika Data Protection st JaHHBIX KIMEHTCKOI'O KOMIIbIOTEpa

20 | MOHUTOPUHT MPOU3BOJAUTEILHOCTH U PA0OTOCIOCOOHOCTH HHMPACTPYKTYphI KireHTckux OC
Hactpolika

Tema 2.2. Peanu3zanus Cooepitcanue 14
cpeabl HACTOJbHBIX 1 Pa3pa6oTka cTpaTerun pa3BepThIBAHUS MPUJIOKEHH It

NPUJIOKEHH .

Onpenenenvie OM3HeC-TpeOOBaHUI IS pa3BepPTHIBAHUS MPIITOKeHNI. O030p CTpaTeTuu pa3BepTHIBAHUS
npuoxeHni. Beibop moaxonsiueil crpaTeruu pa3BepThIBaHMsI NPUIIOKEHUN 17151 oduca.
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JAunarnocTuka u odecrevyeHre COBMeCTHMOCTH NPHJIOKeHUH
Juaraoctuka npo0iieM COBMECTUMOCTH MpHtoxkeHui. OlieHKa U pean3anus peeHni no

BOCCTaHOBJICHUIO. PerieHue mpobieMbl COBMECTUMOCTH ¢ momoriibio Application Compatibility Toolkit.

YcranoBka u Hactpoiika ACT. AHau3 NOTEHIMATBLHBIX TPOOJIEM COBMECTUMOCTH. Perienue npodiem
COBMECTUMOCTH MPHIIOKEHUH. ABTOMATH3aIUS Pa3BEPTHIBAHUS POIPAMMHBIX CPEJICTB O0eCTICUeHUS
COBMECTUMOCTH (shims)

Pa3zBepThIBaHMe NPUJIOKEHUI ¢ MOMOIIBIO TPYNNOBBIX MOJAUTHK U Windows Intune
Pa3BepThIBaHME NPUIIOKEHHM C IIOMOILBIO IPYIIIIOBBIX OJIMTHK. Pa3BepThIBaHUE NPUIIOKEHUN C
nomonipio Windows Intune. Pa3BepThiBaHrE NPUIOKEHNH C TOMOIIBIO TPYITIOBBIX TOJIUTHK. 3aITycK
cumyasir Windows Intune.

PasBepThiBaHue NpUJIoKeHuii ¢ momombio System Center Configuration Manager
Konuenmuu pa3epteiBanus npuiioxkenuit ¢ momortpto Configuration Manager 2012. Pa3epTeiBanue
npuiiokeHuit ¢ momoinsio Configuration Manager 2012. Co3nanue 3anpocos Configuration Manager
2012. Co3nanue KoJuIeKIIMi nonb3oBatenel u yerporicts Configuration Manager 2012.

Pa3zBepThIBaHHMA caM00OCTYKMBAEMBIX NPHJI0KEHU

Konnenmmu pa3BepTeIBaHMS caMOOOCTYKHBaEMBIX MPIITOKeHNH. HacTpoiika caMmoobcmyKuBaeMbIX
npuiokeHuit ¢ Windows Intune. Pa3sepreiBanust camooOciykuBaeMbix npuiioskenuit ¢ Configuration
Manager 2012. Pa3BepThiBaHUsI cCaMOOOCTYKHBaEMbIX IIpUJIOKEeHUH ¢ Service Manager 2012,
IToarororka System Center Configuration Manager 2012 s mognepsxku Service Manager 2012 Self-
Service Portal. Hactpoiika ServiceManager 2012 Self-ServicePortal. TIpoBepka Bo3MOKHOCTH
MPEAOCTaBICHUS IPUIIOKEHUH TTONTb30BaTeNIM ¢ moMoInsio Self-Service Portal.

IIpoexTupoBaHue U peanu3aiusi HHPPACTPYKTYPHI BUPTYAIN3ANMU NPeICTABIEHH

Onenka TpeOoBaHMI BUpTyaIu3auu npeacrasieHnii. [itannpoBanne nHPpacTpyKTypsI
BHUPTYaJIU3aIUU TIpeNcTaBieHni. Pa3BepThiBaHue HHPPACTPYKTYPHI BUPTYAIHU3AIHH TPEACTABICHHH.
PasBepThiBaHre HHOPACTPYKTYPHI BEICOKOH TOTOBHOCTH JIJIsl BUPTYAJIM3AIMH MPEJCTABICHUH

IMoaroroBka, HACTPOMKA U pa3BepThIBAHUE NPEACTABJICHUNH BUPTYAJIU3ALUN PHJIOKEHU I
Omnpenenenue cTpaTeruy NpeACTaBICHUN BUPTyaIn3aliy IPUIOKEHUH. Pa3BepThiBaHNE YAaTICHHOIO
pabouero croma, RemoteApp, 1 RD Web Access. Pa3seprriBanne npunoxennii Ha RD Session Host.
Hacrpoiika u pa3septeiBanue npuiokeHnit RemoteApp. [IpoBepka BO3MOXKHOCTH HCIOIb30BaH U
nprtokeHni ¢ momomsio RD Web Access.

IIpoexTUpOBaHUe U pa3BepPTHIBAHME CPeAbl BUPTYAJU3aLMH NPUJI0KEHHU I

O0630p Mozenel BUPTyaTr3alliuy IPIIIOKEeHH. Pa3BepThiBaHNEe KOMITOHEHTOB HHPPACTPYKTYPHI
BUPTYyaJlu3alyu npuiioxenuil. Hactpoiika KnmeHTCKoNH NOAIep KKH BUPTYaIU3al il TPUI0KEHHUH.
[ImanupoBanue pa3BepThIBaHUsS App-V posel 1 KOMIOHEHTOB. PasBepTriBaHue HHPPACTPYKTYpBI App-
V. Hactpoiika knuerra App-V
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IMoaroroBka K BUPTYaJH3alHH U Pa3BepThIBAHNE BUPTYAIBHBIX MPHJI0KEHHI

[MoaroToBka MpHIOKEHUI 1S BRIMOIHEHHS B cpesie App-V. Pa3BepreiBaHue npuiokeHuit App-V.
YcranoBka u HacTpoiika App-V Sequencer. [lonroroBka npuaoKeHu K BUPTyaTHU3aIIH.
PasBeptriBanue App-V npunoxenuii ¢ momomnpio Configuration Manager.

10

IlnanupoBanue u peaausanus 6e30MACHOCTH U 0OHOBJIEHMSA MPUJIOKEeHUH

[TnanupoBanne oOHOBNIEHUS TpUIIOKeHNH. Pa3BepThiBanne oOHOBNeHUH ¢ moMompio WSUS.
PasBepreiBanme o0HOBIeHMI ¢ ToMolbio Configuration Manager 2012. Peanu3anus 6€30macHOCTH
npuioxennii. OOHOBJIEHUE pa3BepHYTHIX NpuiiokeHnid. OOHOBJIEHUE TPUIIOKEHHH App-V.
PasBeptriBanue momutuk AppLocker fi1st ynpaBieHus 3aIycKoM MPHIIOKEHUH.

11

IlnanupoBanue U peaju3anus 0OHOBJEHUS U 3aMeHbI MPUJIOKEH Uil

[TnanupoBanue U peayinzains 0OHOBJICHUS MPUIIOKEHUH U 3aMellleHus npuiokenuid. [InanupoBanue u
peanu3alys CoCyIecTBOBAaHUS MpriiokeHnid. OOHOBIIEHNE pa3BEPHYTHIX MPUIIOKEHHUN. 3aMeHa
pa3BEepHYTHIX NpUiiokeHUH. HacTpoiika cocyliecTBOBaHUS Pa3IMyHbIX BEPCUI MPUIIOKEHUS

12

MOHHMTOPUHT Pa3BePTHIBAHNS, HCIIOJIb30BAHUA H MPOU3BOAUTEILHOCTH MPHIIOKEHMIT
[MnanupoBanue u peanuzaiys HHYPACTPYKTYPbl MOHHTOPUHTA TIPHIIOXKEHUH. MeTpHKH,
MHBEHTApU3ALMS U aHAJIU3 PECYPCOEMKOCTHU MPUIIOKEHUI. MOHUTOPUHT HCIIONb30BAHUS PECYPCOB
npmiokeHuii. [ImannpoBanne nHBeHTapU3aMK NpuioxkeHnd. OpraHu3anys MHBEHTapU3AITUT
MpOrpaMMHOTo obecrieueHus. MeTpUKH UCIIOIb30BaAHUS MPUIIOKEHMH. MOHHTOPUHT HCIIONB30BaHHE
pecypcoB cepBepoB RD Session Host nmpuinoxerusmu. CHIKEHIE TMKOBOW HArPy3KH Ha PECYPCHI
MPHIIOKCHUSIMH

aud.3auer

Pa3zaen 3.0pranu3aunus
aIMHHHUCTPUPOBAHUS
KOMIbIOTEPHBIX CHCTEM

M/IK.02.03. Opranu3anusi
aIMUHUCTPHPOBAHUS
KOMIBIOTEPHBIX CHCTEM

194

Tema 3.1 IIpoexkTupoBanue
U peaju3anusi cepBepHOi

UHGPACTPYKTYpbI

Cooe

HCaAHUue

IlnanupoBaHue anrpeiiia ¥ MUTpPaliy cepBepa
Pekomennmauuu mno anrpeiimy u Murpauud. Co3gaHue IUIaHa anrpeiija U Murpaldd cepBepa.
[ImaHupoBaHue BUPTyaIU3alUU

IInanupoBanue u BHeApeHHe HHPPACTPYKTYPHI AJ1s1 pa3BepThIBAHUS cepPBePOB
Bri0op moagxonsieil cTpateruu co3gaHus oOpas3oB cepBepa. BHeapeHue cTpaTeruu aBTOMAaTHYECKOrO
pa3BepTHIBAHUS

I[InanupoBanue W pa3BepThIBaHHE CEPBEPOB C HCHOJb30BaHMEM JHcCIeTYepa BHUPTYAIbHBIX
mamuH (VMM)
O0630p aucnerdyepa BUpTyanbHbIX ManmH B System Center 2012 R2. Peanuzanms O6ubimorek u

52
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npoduiiel qucnerdepa BUPTyaIbHBIX MaluH. [InanupoBanue u pa3sepTeiBaHue ciryxx0 VMM.

4 IIpoexTHpOBaHNEe M BHeApeHHe HH(PACTPYKTYPHI JecoB U J0MeHOB Active Directory Domain
Services
IIpoextupoBanue neca AD DS. IlpoexTtupoBaHue u peanu3aiiisi JOBEPUTEIbHBIX OTHOIICHUNA MEXTY
necamu. [IpoextupoBanue unterpauuu ADDS ¢ WindowsAzureActiveDirectory. TlpoektupoBanue u
coznanue gomeHoB AD DS. IIpoextupoBanue mnpoctpanctB umeH DNS B cpege AD DS.
[IpoexkTupoBanue noBepuTenbHbIX oTHomeHn AD DS.

5 IIpoexTHpOBaHMe U peaau3anus HHPpacTpyKTyphbl noapazaeaenunii (OU) n paspemennii AD DS
IInaHupoBanve  neNerupoBaHus  aAMMHMCTPATUBHBIX  3amad.  IIpoekTupoBaHME  CTPYKTYpBI
noapasnaenenuid OU. TIpoextupoBanue u BHeApeHue crpareruu rpynn AD DS

6 I[IpoexkTUpOBaHUe U BHEPEHHE CTPATErHH IPYNNOBLIX MOJUTHK
COop Tpebyemoii WHGOPMALMK JUII TPOCKTUPOBAHWS TPYNIIOBBIX IOJMUTHK. [IpoeKTHpoBaHUE WU
BHEJIPEHUE TPYIIOBBIX MOJUTHK. [IpoekTHpoBaHue 0OpabOTKH TpPYNIOBHIX MOJNHTHK. [lnanupoBanue
YIIPAaBJICHUA I'PYIIIIOBBIMU NOJIMTUKAMU

7 IIpoexTUpoBanue U peaausanus pusndeckoii Tonosorun AD DS
[IpoextupoBanue u peanu3anus caitoB Active Directory. IlpoektupoBanue peruinkanuu Active
Directory. IIpoekTupoBaHHE pa3MemeHUs KOHTPOUIEPOB JOMEHA. BupTyanm3aius KOHTPOJUIEPOB
noMena. [IpoekTrpoBaHre BRICOKOH JOCTYITHOCTH KOHTPOJIEPOB JIOMEHA

8 IlnaHupoBaHue U peanu3anus XpPaHWINII JAHHBIX
ITnanupoBanne u BHenpenne iISCSI SAN. InanupoBanue u BHenpeHue Storage Spaces. OnTumMu3anys
(halIoBBIX CITY:KO JIIS (DHITHAJIOB.

9 IlnanupoBaHue U peaju3alnus 3alIUTHI ceTel
0O0630p MPOSKTUPOBAHMS Oe30IMacHOCTH ceTeil. [IpoekTupoBanre 1 BHEApEHUE UCTIONB30BaHusT Windows
Firewall. IIpoextupoBanne n BHeApeHUE HHPpacTPYKTYpsl NAP

10 | ITpoexTHpOBaHHE U PeaJUu3alHs 3AUATHI CIYKO J0CTYNA K CETH
IInanupoBanme n BHeapenue DirectAccess. IlLmanmpoBanme m BHemperwme VPN. IlmanupoBanue wu
BHeapenue Web Application Proxy. [InannpoBanue cioxHOM HHYPACTPYKTYPHI YAAICHHOTO JOCTYIIA

Tema 3.2. Peanu3zamus Cooepitcanue 76
NPOABUHYTOH cepBepHOii 1 00630p ynpasiaenus HenTpom O0padorku JJaHHBIX NpeANPUSTHS
HH(QPACTPYKTYPHI 0630p O/ mpeampusitus. O630p xommorent SystemCenter 2012 R2

2 IlnanupoBanue u peaau3anus CTPaTernu BUPTyaTu3allii CEPBEPOB
[InanmpoBanre pa3BepThIBAHHUS UCIeTYepa BUPTyanbHBIX MammH (VMM). IlnmanupoBanune u
peann3anys CepBepHON BUPTYaJIN3allny.

3 I[nanupoBanne u peaau3anus ceTeBoil HHPPACTPYKTYPHI H CHCTEM XPaHEHUS JAHHBIX 151

BUPTYATU3AL UM
[ImaHupoBaHue cUCTEM XpaHEHMsI Uil BUPTyaau3auy. Peannsanus cucteM XpaHeHust Juist
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BHUPTYyaJIrM3alluu. HHaHI/IpOBaHI/IG " pcajin3anus CETeBOM I/IH(bpaCprKTypI)I JJI BUpTyaJlu3alu.
HJ'IaHI/IpOBaHI/Ie 1 pcajin3alivsl BUPTyaJIn3alluu CCTU

IlinanupoBanue U pa3BepThIBAHME BUPTYAJIbHBIX MALIUH

IInaHupoBanue mnapaMeTpoB BUPTYaJlbHbIX MalMH. IIOArOTOBKa K pa3BEpTHIBAHUIO BUPTYAIBHBIX
MaIIMH C UCIOJb30BAHMEM JHUCIeTYepa BUPTyaslbHbIX MamnH (VMM). Pa3BepTriBaHnEe BUPTYyaIbHBIX
mamuH. [InanupoBanue u peanuszanus pertuka Hyper-V

I[nanupoBaHue U peanu3anus peuieHUs MO AAMUHUCTPUPOBAHMIO BUpPTyanu3auuu [lnanupoBanue
U peann3aiys aBTOMaTH3aIH ¢ ucroib3oBanueM System Center 2012 R2. [InmanupoBanue u
peammsarms MicrosoftSystemCenter Administration. ITnanupoBanue u peanusarus Self-Service ¢
ucnoip3oBanreM System Center 2012 R2. [TmanupoBanue u peanusanusi yCTaHOBKH OOHOBJIEHUH B
UHPACTPYKTYpE CEpPBEPHON BUPTYaIH3aALUU

IliianupoBanue U peaan3anys CTPATErMd MOHUTOPHHIA CEPBEPOB
ITnanuposanne morutopuara B Windows Server 2012 R2. O630p SystemCenterOperationsManager.
[InaHupoBaHKe U HACTPOMKa KOMIIOHEHT MOHUTOpHHra. HacTpoiika B3aumoneiicteus ¢ VMM

IlnanupoBanue W peanu3anus pelieHUd BBICOKOH MOCTYNMHOCTH I (ailjIoBBIX CIYKO H
NPUJIOKEHU I

IInanupoBanme n peanmsarmst Storage Spaces. [lmannpoBanme u peanm3arus DFS. IlmanupoBanue u
peanuzanus NLB

IlnaHupoBaHue U peaau3anus peuleHii BHICOKOI JOCTYNHOCTH HA OCHOBE KJIACTEPOB
[TnanupoBanre HHPPACTPYKTYPhl OTKA30yCTOMYMBBIX KIJIACTEPOB. BHEApPEHHE OTKa30yCTOMYHUBOrO
knactepa. [lmanmpoBanvne W peanv3anys CHCTEMBl YCTAaHOBKM OOHOBJICHHWU Ui OTKa30yCTOMYUBOTO
kimactepa. MHTerpanmus  OTKa30yCTOWYHMBBIX  KJIAcTEpOB W BuUpTyaim3auuu. [lmanupoBaHue
pacnpenenéHHbIX 0TKa30yCTONYMBBIX KIIACTEPOB

IlnanupoBanue u peanusanus crparernu 0ecnepedoiinoii padorsl (Business Continuity Strategy)
O030p crparernm OecrepeOoitHON paboThl. [lmaHMpoBaHWE W peann3anusi CTPATETHil Pe3epPBHOTO
KonupoBaHus. [lIaHUpOBaHWE | peanu3anus BOCCTAHOBICHUsA. [IIaHWpOBaHWME W peanu3aiys
pPE3epBHOT0 KOMMPOBAHHUS M BOCCTAHOBIICHUSI BUPTYaJIbHBIX MAaIIHH

10

IlnannpoBanue U peaju3auus HHPPACTPYKTYPbI OTKPBITHIX KJIKOYel

[InmanupoBanue U pasBepThIBAaHUE yAOCTOBEPAIOLINX LEHTPOB. [InaHupoBanne u peanusanus m1adIIOHOB
ceprudukaros. [lmanupoBanue M peanmsanus BblAAYM U OT3bIBa ceprudukatoB. [lmanupoBanue u
peanu3anys apXUBallui U BOCCTAHOBJICHUS KIIIOUeH

11

IlnanupoBanue u paseproiBanue AD FS

[InanupoBanue u peanuzanus uHppacTpykrypsl AD FS. Ilnannposanue u peanuzauus AD FS Claim
Providers m Relying Parties. IlnanupoBanne u peammzamus AD FS Claims u Claim Rules.
[TnanupoBanue n peanmsanus Web Application Proxy

18



12 | InanupoBaHue U peaTU3AIHUs AOCTYNA K JAHHBIM JUISl OJIb30BaTeJIel U YCTPOiicTB
[TnanupoBanne u peanmsanus DAC. IlnanupoBanue noakmroueHust k padouemy mecty (Workplace
Join). [Inanuposanue pabounx namnok (Work Folders)

13 | IlnanupoBanue U peaiM3anusi CJIY:KObI yIpaBJIeHUsI IPaBaMu

0O630p AD RMS. [InanmpoBanue u peanuzanusi kaacrepa AD RMS. IlnanupoBanue u BHEIpEHHE
mabmonoB AD RMS u momutuk AD RMS. IlnanupoBanue W peanuzanusi BHEIIHEro noctymna Kk AD
RMS. InanupoBanue u peanuzanus B3aumoaerictsusi AD RMS u Dynamic Access Control.

B mom uucne npakmuyeckux 3anamuii u 1a60pamopHsIx pabom

1. OcymectBiienne KOHGUTYPUPOBAHUS TPOTPAMMHOTO 0OecIieueHusl Ha cepBepax u pabouux
CTaHLIMSIX.

VYcTaHoBKa IpaB JOCTYIa U KOHTPOJIb UCIIOJIb30BAHUS CETEBBIX PECYPCOB
AJMUHUCTPUPOBAHUE CEPBEPOB

Pacuér croumoctu cetreBoro 060pyA0BaHUs U IPOrPaMMHOTO 0OecTeueHus

Peructpanus nonp3oBaTenei JOKaTbHOW CETH

OcyiiecTBiIeHHE AaHTUBUPYCHOM 3aIIUTHI

o~ wN

44

YuyeOHas MpaKTHKA

nepeyeHb padoT:

AJIMUHHUCTPUPOBAHUE CEPBEPOB U PAOOUUX CTAHIIUM.

Opranu3zanus J0CTyna K JOKaJbHBIM ceTsaM U HTepHery.

VYcTaHOBKA U COMPOBOK/ICHNUE CETEBBIX CEPBUCOB.

Pacuér croumocTtu ceteBoro 060py1oBaHuUs U MPOrPaMMHOI0 00€CIIEUeHHUS.

COop maHHBIX JUIA aHAIKM3a UCITIOJIb30BAHMS POTPAMMHO-TEXHUYECKUX CPEJICTB KOMITBIOTEPHBIX CETEH.
Ob6ecniedyeHne ceTeBoi 6€30MacHOCTH

Qo wMNE

108
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ITpon3BoacTBEHHAsI MPAKTHKA pa3jesia

nepeyeHb padoT:

YcraHoBKa Ha cepBepbl  paboune CTaHIMU: ONIEPALMOHHBIE CUCTEMBI U HEOOX0IMMOE [T paboThI TPOrpaMMHOE 0OecIieueHHe.
OcymecTBiieHue KOHPUTYpUPOBAHUS MPOTPaMMHOTO 00ECTIEYeHHUsI Ha cepBepax v pabounX CTAHIIUSX.

[Monnepxka B pabOTOCTIOCOOHOM COCTOSTHHH ITPOTPAMMHOTO 00ecIieueHIe CEPBEPOB U PadOYMX CTAHIIHIA.

Peructpanus nonap3oBaTesiell J0KaJIbHOM CETH U MIOYTOBOTO CEpBEpa, Ha3HAYaeT UACHTU(PUKATOPHI U IapOJIH.

YcTaHOBKa IIPaB IOCTYIA U KOHTPOJIb MCIOJIB30BAHMS CETEBBIX PECYPCOB.

ObecrieyeHrie CBOEBPEMEHHOIO KOITMPOBAHUS, apXUBUPOBAHUS U PE3EPBUPOBAHMSI JAaHHBIX.

[IpunsTHE MEp MO BOCCTAHOBJIEHNUIO PaOOTOCIIOCOOHOCTH JIOKAJILHOM CETH MU COOSX UM BBIXOJIE U3 CTPOSI CETEBOTO
000pyI0BaHUA.

BrisiBnenue omm0ok nojp30BaTeNnell 1 IporpaMMHOTO 00eCIedeHNs U IPUHITHE MEpP 10 UX UCIPABIICHUIO.

[IpoBeneHne MOHUTOPUHTA CETH, pa3padbaThIBaTh MPEATIOKEHUS M0 PA3BUTHIO HH(PACTPYKTYPHI CETH.

ObecrieyeHne ceTeBOi 6€30MaCHOCTH (3alIMTY OT HECAHKIIMOHUPOBAHHOTO J0CTYMA K MH(GOPMAIIUU, TIPOCMOTPA UM U3MEHEHHUS
CUCTEMHBIX (DalijIOB M JTaHHBIX), OE30MIaCHOCTh MEKCETEBOTO B3aUMOICHCTBUSI.

Ocy1iecTBiieHne aHTUBUPYCHON 3allIUThI JTOKAJIbHOM BEIYMCIUTENILHOMN CETH, CEpBEPOB U pabOUMX CTaHLUH.
JIoKyMEeHTHpOBaHHE BCEX MPOU3BEACHHBIX ICUCTBUMA.

144

HpOMe)KyTO‘lHaH aTTecTanus IK3aMEH M0 MOAYJ/II0

12

Bcero

834
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3. YCJIOBUASA PEAJIM3ALIUU TPOT'PAMMBI TPO®ECCUOHAJIBHOI'O MOAY JIsA
«IIM.02 OPTAHU3ALIUA CETEBOI'O AAIMUHUCTPUPOBAHMUS

3.1. las peaqu3anuy nporpaMMbl pogecCHOHAIBLHOI0 MOAYJISA JOJKHBI ObIThH
NpeAyCMOTPEHBI cJIeyIouue crenrajbHble MOMelleHus:

Ha60paTOpI/II/I ((OpFaHI/I?)aHI/I}I U TMPUHOUNBI MOCTPOCHHA KOMIIBIOTEPHBIX CUCTEM), OCHAIICHHBLIC B
coorBercTBuH ¢ 1. 6.1.2.1. [IpumepHoii nporpamMmel 1o crienranbHocTd 09.02.06 «CeTeBoe U CHCTEMHOE
aIMUHUCTPUPOBAHUECY.

OcHamienHble 0a3bl MPaKTHKHA, B COOTBETcTBUM ¢ 1 6.2.1.3 IlpumepHON mnporpamMmsl TO
cnennanbHOCTH 09.02.06 «CeTeBoe U CUCTEMHOE aIMUHICTPUPOBAHHEY.

3.2. Undopmanuonnoe odecnedeHue peain3alui NPporpaMmbl

s peanuzanuu mporpamMmbl OMOIMOTeUHBIH (OHA 00pa30BaTEIBHON OpPraHHM3AIMU JIOJDKEH
HMMETh TICUaTHBIC U/UJIH JICKTPOHHBIE 00pa30BaTebHbIC U UH(OPMAIIHOHHBIC PECYPChI, PEKOMEHTyEMbIE
JUISL KCTIONIB30BaHKs B 00pa30BaTELHOM IIPOLIECCE.

3.2.1. lleuaTHbie U3gaHUA

bapanunkoB A.W., bapanunkos [1.A., 'pomoB A.1O. Opranuzanus ceTeBoro
agmuaucTpupoBanus 2016 OUL] «Axkanemusy.
Upteros /I.B. Benenue B onepanuonnsie cuctemsl, CI16 BBX,ITetepoypr, 2002r.
Menexun B.®. BeruncnurensHple MallluHEI, CHCTEMEI B ceTH, M., Akagemus», 2007,10r.
INopuen H.U. Opranuzanus 9BM u cucrem, yu. noc., M., «Akagemusi», 2008r.

[TapTeikaT.JI. OneparinoHHBIE CUCTEMBI, CpeAbl U 000J10YKH, y4. TIoC., M.,«Dopym: Uubpa -
Mp,
2007,08r.

Omudep B.I'. CeteBbie onepannonubie cuctemsl, yueoHuk, CI16 [Tutep,2009r.
bapanuukoB A.U. Opranu3anus ceTeBoro aAMUHUCTPUPOBAHMS, YUeOHUK, 2017T.
Menexun B.®. BeruncnurensHple MalllnHEI, CHCTEMEBI B ceTH, M., Akagemusy», 2007,10r.
E.B.MuxeeBa Undopmaruka, yaeonuk, M., Akagemus», 2007,08r.
E.A.KonmeikoBa UHpopmaTuka, yueOHuk, M., «Axagemus»,2007r.
E.B.Muxeesa [Ipaktukym o uHGOpPMATHUKH, Y4. 1TOC., M., «Akagemus», 2007,08r.
®énoposa I'.H. Mndopmarmonsslie cucteMbl yueOHUK, M., «AkaneMus»,
2013r.

I'pebentok E.W. Texuudeckue cpeacta nndopmanuu yueOHuk, M., «Akanemus», 2013r.
JlaBpoBckas O.b. Texuunyeckue cpeacta nundopmanuu. [Ipakruka y4. noc., M.,
«Axagemus»,2013r.

[ToroB B.b. OcHOBBI KOMIIBIOTEPHBIX TEXHOJIOT U, yueOHUK, M., OUHAHCHI I CTATUCTHKA,
2002r.
[TnaronoB FO.M. Jluarnoctuka, peMoHT u npo¢unaktuka [1K, npaktuueckoe pykoBoacTso, M.,
I'opsiwas muauns-Tenexom, 2002r

3.2.2. DyIeKTpPOHHbIEe H31aHUS (3J1eKTPOHHbIE Pecypchl)
3.2.3. JlonoTHUTEIbHBbIE HCTOYHUKH (NpU HEOOXOOUMOCTUL)

4. KOHTPOJIb H OLHEHKA PE3YJIBTATOB OCBOEHHA IPO®ECCHOHA/JIBHOI' O MOAYJIA
«IIM.02 OPTAHU3SAITUA CETEBOI'O A/IMUHUCTPUPOBAHHUA»

21



Kon u HanmeHoBaHne

npoheCCHOHATBHBIX U

OOIINX KOMITETCHIINH,
(hopMHPYEMBIX B paMKax

Kpurepuu ouenku

MeTtoapl OLIEHKHU

MOIYJIS
TIK 2.1. O1ieHKa «OTJIHYIHOY - DKk3aMeH/3a4eT B hopMe
AIIMHHHUCTPHPOBATh TEXHUYECKOE 3a/1aHUE co0eceloBaHus: MPAKTUISCKOS
JIOKAJIBHBIC

BBIYUCIUTCIIBHBIC CCTU U
NIPUHUMATB MEPBHI 110
YCTPaHEHHIO BO3MOYKHBIX
cOoes.

HPOAHAIM3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHHYECKOMY 3aJ[aHUI0 U
oopmIieH B COOTBETCTBHH CO
CTaHJapTaMH, MMOSACHCHBI €T'0
OCHOBHBIE CTPYKTYPBL.

OreHKa «X0pOMI0» -aJTOPUTM
paspaboTas, opopMIICH B
COOTBETCTBHH CO CTaHAAPTAMH
U COOTBETCTBYET 3aJIaHHIO,
IIOSACHEHBI €I'0 OCHOBHBIC

CTPYKTYDBI.

Orenka
«yIOBJIETBOPUTEIBLHO -
aJTOPHUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

3aJaHuC 110 MMOCTPOCHUTIO
aJIropuTMa B COOTBETCTBHUU C
TCXHHUYCCKUM 3aJJaHUEM

3aiuTa OTYETOB MO MPAKTUICCKUM
1 J1abopaTOpHBIM padboTam

TIK 2.2.
AITMUHUCTPUPOBATH
CETEBBIE PECYPCHI B
HHPOPMAITHOHHBIX
crcTeMax.

OlLICHKa «OTJIHMYHO -
TEXHUYECKOE 3a/IaHHE
[IPOAHATM3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJIaHUI0 U

o opMIIEH B COOTBETCTBUHU CO
CTaHJaPTaMU, MMOSICHEHBI €ro
OCHOBHBIE CTPYKTYPBHI.

OLEHKa «X0POLLO» -AJITOPUTM
pazpaboraH, ohopMIiIeH B
COOTBETCTBHH CO CTAaHAAPTAMH
1 COOTBETCTBYET 3a/1aHUIO,
MIOSICHEHbI €10 OCHOBHBIE

CTPYKTYPBHI.

Ornenka
«yIOBJIETBOPUTEIHHO -
AJTOPUTM pa3paboTaH u
COOTBETCTBYET 3aJ[aHUIO.

DK3aMeH/3a4eT B hopme
cobeceIOBaHHMS: TIPAKTHIECKOES
3aJ[aHuUE 110 MOCTPOCHUIO
QJITOPUTMa B COOTBETCTBUH C
TEXHUYIECKHM 3a/IaHHEM

3amuTa OTYETOB MO MPAKTUIECKUM
1 J1abopaToOpHBIM paboTam
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IIK 2. 3. ObecrieunBaTh
cOOp MaHHBIX IS aHAIN3a
HCIIONIB30BAHUS 1
(YHKIIHOHUPOBAHUS
MPOrpaMMHO-
TEXHUYECKHX CPEICTB
KOMIIBIOTEPHBIX CETEH.

O11eHKa «OTJIMYHO -
TEXHUYECKOE 3aIaHHE
MIPOaHAIM3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3a/IaHUI0 U
oopmIIeH B COOTBETCTBHH CO
CTaHapPTaMU, MOSICHEHBI €ro
OCHOBHBIE CTPYKTYPHI.

OreHka «X0pomo» -ajJropuTM
paspaboTas, opopMIICH B
COOTBETCTBHHU CO CTaHAAPTAMH
Y COOTBETCTBYET 3aJIaHHIO,
IIOSACHEHBI €I'0 OCHOBHBIC

CTPYKTYPBI.

Orenka
«yIOBJIETBOPUTEIBLHOY -
aJNTOPHUTM pa3paboTaH U
COOTBETCTBYET 3aJIaHUIO.

Ok3amMen/3auer B hopme
co0Oece10BaHUs: IPAKTUIECKOE
3a1aHHE IO TOCTPOCHUIO
QJITOPUTMA B COOTBETCTBUU C
TEXHUYCCKUM 3aJaHUEM

3amuTa OTYETOB MO MPAKTUICCKAM
1 J1abopaTOpHBIM paboTam

1IK 2.4.
BzaumoneiictBoBaTh CO
CHEeHaATUCTaMU
CMEXHOT0 TTpodruIs Ipr
pa3paboTKe METOIOB,
CpEACTB U TEXHOJIOTUH
MIPUMEHEHHUS 00bEKTOB
npodeccruoHanTbHOM
TeSITeTbHOCTH.

OreHKa «OTJAMYHO -
TEXHHUYECKOE 3a1aHUE
MPOAHATM3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJIaHUI0 U
oopmIIeH B COOTBETCTBHH CO
CTaHJAPTAMU, ITOSICHEHBI €ro
OCHOBHBIE CTPYKTYPBHI.

O1eHKa «X0POII0» -aJITOPUTM
paspaboraH, opopMIICH B
COOTBETCTBHH CO CTaHAAPTAMH
Y COOTBETCTBYET 3aJIaHUIO,
MOSICHEHBI €r'0 OCHOBHBIC

CTPYKTYPBHI.

Onenka
«yIOBJIETBOPUTEIbHO -
aJropuTM pazpaboTaH u
COOTBETCTBYET 3aJaHUIO.

DOk3amen/3auer B hopme
co0eceloBaHUS: IPAKTUIECKOE
3aJ[aHue TI0 TOCTPOCHUIO
QJITOPUTMA B COOTBETCTBUU C
TEXHUYECKUM 331laHHEM

3ammTa OTYETOB IO MPAKTHYECKUM
1 71ab0paTOpHBIM padoTam
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OK 01. Beibupats

CIIOCOOBI peuieHud 3aaa4

npoheccroHaIbHON
JIeITEIbHOCTH,
MPUMEHHUTETBHO K
Pa3iinUHbIM KOHTCKCTaM.

— 000CHOBaHHOCTh TIOCTAHOBKH IICJIH,
BBIOOpA U MPUMEHEHUS METO/IOB U
Croco0O0B pelIeHus MPOPECCUOHATBLHBIX
3ajad,

- aJleKBaTHAas OLICHKA M CAMOOIICHKa
3((peKkTUBHOCTU 1 KayecTBa
BBITNIOJTHEHU S TPO(ECCHOHANIBHBIX 33134

OII 02.0OcymiecTBasTH
MIOWCK, aHaJN3 U
HWHTEPIPETANIO
uHpOpPMAaIUH,
HEOOXOJIMMOM ISt
BBITIOJTHEHUS 32/1a4

- UCIIOJIb30BAHUE PAZTUYHBIX
HNCTOYHUKOB, BKJIIOYAA 3JICKTPOHHBLIC
pecypcsl, menuapecypcesl, THTepHer-
pecypchl, NEPUOANYECKHUE U3TAHUS 11O
CIIEHUAIIBHOCTH JJI pEeUICHUs
npod)eCCHOHATBHBIX 3a1a

npoheccroHaIbHON

JEATETHLHOCTH.

OK 03. I[InanupoBats 1 - IEMOHCTpAIIHsI OTBETCTBEHHOCTH 32
peain30BbIBATH MIPUHSATHIC PELICHUS

COOCTBEHHOE - 000CHOBAaHHOCTH CaMOaHaIN3a U

npodeccruoHaasHOe U
JINYHOCTHOE Pa3BHUTHE.

KOPPEKIHUS Pe3ysIbTaTOB COOCTBEHHOI
paboTHI;

OK 04. Paborath B
KOJJIEKTHBE ¥ KOMaHJIE,
s dexTnBHO
B3aMMOJEHCTBOBATH C
KOJJIeraMu,
PYKOBOJICTBOM,
KJIUCHTAMH.

- B3aMMOJIEHCTBHUE C 00YJAIOIIUMUCS,
IPENoaBaTelsIMU U MacTepaMu B X0JIe
o0ydeHusl, ¢ pyKOBOIUTEIIAMH YIeOHOM
1 TIPOU3BOJICTBEHHON TIPAKTHK;

- 000CHOBaHHOCTh aHAIN3a PaOOTHI
YJICHOB KOMaHIBI (ITOTYNHEHHBIX )

OK 05. OcyriecTBIsTh
YCTHYIO U TINCHMEHHYIO
KOMMYHHKAIIUIO Ha
rOCyIapCTBEHHOM SI3BIKE
C Y4eTOM OCOOEHHOCTE!
COLMABHOTO U
KyJIbTYPHOTO KOHTEKCTA.

-TPaMOTHOCTb YCTHOM M MUChbMEHHOMN
peun,

- ICHOCTh (DOPMYITMPOBAHUS H
W3JI0KEHUS MBICIIEN

OK 06. IIposBisiaTh
IpaXxIaHCKO-
MATPUOTHYECKYIO
MO3HIINIO,
JIEMOHCTPUPOBATH
OCO3HAHHOE MOBE/ICHHE
Ha OCHOBE

- COOJTIO/ICHNE HOPM TIOBEICHHSI BO
BpeMs yIeOHBIX 3aHATHH U
MIPOXOXKIEHUS yIeOHOH U
MIPON3BOJICTBEHHON TPAKTHK,

00111eUET0BEYECKIX

LIEHHOCTEM.

OK 07. CogneiicTBOBaTh - 3(ppeKTUBHOCTH BHITTOTHEHUS TTPABILIT
COXPaHEHUIO Tb B0 Bpemst y4eOHBIX 3aHATHIH, TPU
OKpYXXarolen cpeapl, NPOXOXKICHUH y4eOHOH U
pecypcocOepeKeHnIo, IPOU3BOACTBEHHOM MPAKTHK;

3¢ deKTUBHO - 3HaHUE U UCII0JIb30BaHUE
JeCTBOBAThH B pecypcocOeperaromumx TeXHOJIOTHil B
Ype3BhIYAHBIX 00J1aCTH TeTeKOMMYHHUKAIUH
CUTYyaLUsIX.

OK 08. Ucnonp3oBaTh
cpeacTBa Gpu3MUECKON
KYJIBTYPBI JUIS
COXpaHEHUS U
YKPETUICHHS 3/I0POBbS B
poriecce

- 3¢ ¢EeKTUBHO UCTIONB30BATH CPENICTBA
(u3nvecKol KyabTypHI U1l COXPaHEHHS
1 YKPEIUIEHUS 3[J0pOBbS B NPOLECCE
podecCHOHANBHON AESITEIbHOCTH U
nojyiepKaHue HeoOX0ANMOro YPOBHS
(u3nUecKol NOArOTOBICHHOCTH. ;

NHuTepnperanus
pe3yabTaTOB HAOMIOACHU I
3a JICITEIbHOCTHIO
00yJaroIierocst B mporecce
OCBOCHHS
00pa3oBaTeNbHON
IIPOrpaMMBl

DKcrnepTHOE HAOI0IeHUE U
OlleHKa Ha J1ab0paTOPHO -
NPAKTHYECKUX 3aHSATHSIX,
MIPU BBINIOJIHEHUH PAa0OT 110
y4eOHOH U
MPOU3BOJICTBEHHOMN
paKkTHKaM

DK3aMeH
KBaJTM()MKALIMOHHBII
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npoheccroHaIbHON
JIeITETbHOCTH U

HoAJepKaHue
HEOOXOJMMOT0 YPOBHS

¢duznveckoi

MOJrOTOBJICHHOCTH.

OK 09. lcnonp3oBath - 3((heKTHBHOCTH UCTIONB30BAHUS
nH(POPMAITUOHHBIE MHPOPMATHOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTUU B TEXHOJIOTUH B MPOeCCHOHATBHON
npodeccuoHaIbHOM JEATEIbHOCTH COTJIACHO (POPMUPYEMBIM
JACATCIIBHOCTH. YMCHUAM U IOJIYy4aEMOMY

IIPAaKTUYECKOMY OIBITY;

OK 10. ITons3oBathes
npoheccroHaIbHON
JIOKyMEHTaIleN Ha
rOCyJIapCTBEHHOM U
WHOCTPAHHOM SI3BIKE.

- 3(pPeKTUBHOCTH MCITOJIL30BAHUS B
poeCCUOHANTBHOM eITEIbHOCTH
HEOOXOIUMON TEXHUYECKOH
JIOKYMEHTAIIMH, B TOM YHCJIC Ha
AHTJIMHACKOM SI3BIKE.

OK.11. IInanupoBath
MPEANPUHUMATETBCKYIO
JeSTEebHOCTh B
npodeccruoHanbHOM

chepe

- 3(pPEeKTUBHO TUIAHUPOBATH
MPpEANPUHUMATEIIBCKYIO ACATCIbHOCTL B
npodeccuoHaNbHOM chepe mpu
MPOBEACHUHN PabOT 110
KOHCTPYHUPOBAHUIO CETEBOM

UHPPACTPYKTYPHI
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JIMCT U3BMEHEHWH 1 JOTIOJTHEHWI, BHECEHHbBIX

B PABOYVYIO [TPOIPAMMY

Ne HU3MCHCHU, JaTa BHCCCHUA U3MCHCHUA, No CTpaHULIbI C ©BMCHCHUCM,

BbLJ1IO

CTAJIO

OcHoBanue:

IMoanucky Jua BHeCHIET0 U3MEeHEHHUSs]
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