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1. OBIIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI

MNPO®ECCHUOHAJIBHOI'O MOAYJIA

«IIM.01 HACTPOMKA CETEBOI HH®PACTPYKTYPbI»

1.1. Heabp u mecTo nNpodeccCHOHATBHOT0 MOAYJS B CTPYKTYype
o0pa3oBaTe/ibHOW NMPOrpaMMbl

Lenb Mmomynst: ocBoeHue Buaa AestenbHocTu « HacTpoiika cereBoit HHGPACTPYKTYpPbhL».
[Ipodeccuonanbuplii MOIYIb BKIIOYEH B 00s3aTENIbHYI0 4YacThb 0OOpa3oBaTENbHOM

IIPOrpaMMBI.

1.2. Inanupyemble pe3yJbTaTbhl 0CBOCHHUS NPO(PecCHOHATBHOI0 MOAYJIS

PGSYJ'IBTaTbI OCBOCHHA HpO(i)eCCI/IOHaJ'ILHOFO MOAyJsL COOTHOCATCA C INIAHUPYCMbIMU

pe3ysbTaTaMu  OCBOEHHS 00pa30BaTENbHON IPOrpPaMMBlI,

KOMIIETEHIINH BBITYCKHHKA.
B pesynbrare ocBoeHUs MpodecCHOHATBHOTO MOl 00YJarOIIUICS JOIDKEH:

npeacCTaBJICHHBIMU B  MaTpULC

Kon YmMmerhb 3HATD Baaners HaBbIKAMH

OK, IIK

OK.01 pacro3HaBaTh 3a1aqy aKTyaJbHBIN
u/unm npoOiemy B npoeCCUOHATBHBIN U
po¢eCCHOHATILHOM H/UIIM | COLIMAIbHBINA KOHTEKCT, B
COLIMAJIbHOM KOHTEKCTE, KOTOPOM TPUXOAUTCS
aHaJIM3UPOBaTh U paboTaTh U KUTb;
BBIJICJIATH €€ COCTaBHBIC CTPYKTypa IUIaHa AJis
4acTH; peleHus 3a1ad,
OTIpEEIISATh ATAIIbI QJITOPUTMBI BHITIOJTHEHUS
peleHus 3a/1auu, pabot B
COCTaBJIATH IJIaH poeCCHOHATFHON U
JeWCTBUS, peaTi30BbIBaTh | CMEXHBIX 00JacTsX;
COCTaBJICHHBIN IUIAH, OCHOBHBIE UCTOYHHUKH
OIpeJIeNIATh HE0OX0UMbIE | HH(OPMAIIMU U PECYPCHI
pecypchl; JUTS peIeHus 3a/1a4 U/uiu
BBISIBIIATH ¥ 3((EKTUBHO | pobiieM B
UCKaTh MH(OPMALIHUIO, npodeccnoHanTbHOM U/UIU
HEO0XO0AUMYIO ISt COLIMAJIbHOM KOHTEKCTE;
pelIeHus 3a/1auu U/ Ui METO/]Ibl pabOTHI B
poOIEMBI; npo¢eCCUOHATILHON U
BJIQJIETh aKTyaJIbHBIMU CMEXHBIX chepax;
METOAaMHU paboThI B MOPSIOK OLIEHKU
npodeccroHalbHOMN U Pe3yabTATOB PEIICHUS
CMEXHBIX chepax; 3a7a4 npoQeccuoHaIbHOM
OLICHHUBATb PE3yJbTaT U TeSITeTbHOCTH;
MOCTIEJICTBHS CBOMX
NENUCTBUAN
(caMOCTOSITETHHO HITH C
TTOMOIIIbIO HACTABHHKA);

OK.02 OTIpEAEIATh 3aJa4u JUIs HOMEHKJIaTypa
MoucKa MH(POPMAIIHH, WH(pOPMaITMOHHBIX
IUTAHUPOBATh MPOIIecC HCTOYHHUKOB,

TTOMCKa, BEIOUPATH
HEOO0XO0IMMBIE UCTOYHUKHA

MPUMECHSEMbIX B
npodeccrnoHabHOM




nH(popManuu;

BBIJICTISITH Hanbouee
3HaYMMOE B IIEPEUHE
uHpopManuy,
CTPYKTYpUPOBATh
MOJTy4aeMyto
nHpopManuo, oHGopMIITh
PE3YNIbTAThI IOUCKA;
OLICHUBATh MPAKTUICCKYIO
3HAYUMOCTD PE3yJIbTATOB
MIOUCKA;

MIPUMEHSITh CPEJICTBA
WH(POPMAIIMOHHBIX
TEXHOJIOTUH JIJIS peIICHHS
poheCCUOHATIBHBIX
3ajad;

UCIIOJIb30BATh
COBPEMEHHOE
MPOrpaMMHOE
obecrieyeHre B
npodeCCHOHATLHON
JeSATEILHOCTH,
UCIIOJIb30BATh Pa3JIUYHbIC
1 (poBBIE CPEACTBA IS
pelieHus
po¢eCCUOHATBHBIX
3ajau;

NeSITeNIbHOCTH;

MIPUEMBI
CTPYKTYpUPOBAHHUS
uH(pOpMAIHH;

dbopmat opopmieHuUs
pe3yabTaTOB MOMCKA
nHpopManuu,
COBpPEMEHHBIE CPECTBA U
yCTpOMCTBA
uHpopMaTH3aLUH,
MOPAIOK UX TPUMEHEHUS
Y TIPOTPaMMHOE
obecrieueHue B
npodeccnoHaTbHOM
JEeSITeIbHOCTH, B TOM
yuciie quppoBbIe
CpEeICTBa;

OK.03

OIPEICTSITh aKTYaJIbHOCTh
HOPMAaTHBHO-IIPAaBOBOIA
JTOKYMEHTAI[H B
npodeccnoHanbHOM
JeATeIbHOCTH;
NPUMEHSATh COBPEMEHHYIO
HAYYHYIO
po¢eCCUOHATIBHYIO
TEPMHHOJIOTHIO;
OIPEIETSTh U
BBICTPANBATh TPACKTOPUH
npo¢eCcCOHAIBLHOTO
pa3BUTHUS U
caMo00pazoBaHMUs;
BBISIBJISITH JIOCTOMHCTBA U
HEJIOCTaTKH
KOMMEPYECKOUN UIEH;
OIPEIETSITh
WHBECTHIIMOHHYIO
NPUBJIEKATEILHOCTD
KOMMEPYECKUX UICH B
pamkax
npo¢eCcCuOHATBHON
JEATEIHOCTH, BBISBIISTH
VCTOYHHUKH

CoJIepKaHUE aKTyaJIbHOU
HOPMAaTHBHO-TIPABOBO
JOKYMEHTAIIHH;
COBpEMEHHas Hay4yHas U
npodeccuoHaIbHas
TEPMUHOJIOTHS;
BO3MOJKHBIE TPACKTOPHH
npodeccrnoHaIbHOTO
pa3BUTHS U
camMo00pa3oBaHMs;
OCHOBBI
peaNPUHIMATENbCKOM
JIEATEeIIbHOCTH, TPABOBOM
1 (MHAHCOBOM
TPaMOTHOCTH;

IpaBuiIa pa3pabdoTKu
MIpE3eHTAIHH;

OCHOBHBIE 3Tarlbl
pa3pabOoTKU U peainu3aIiuu
MIPOEKTAa;




(hMHAHCHPOBAHUS,
MIPE3EHTOBATH UJIEU
OTKPBITHSI COOCTBEHHOT'O
7ena B
npodeccnoHanbHOM
NEeSATEeIbHOCTH;
OTIpEeAEIATh UCTOYHUKHI
JIOCTOBEPHOH IIPABOBOU
nHpopManuu;
COCTAaBJISITh PA3JIMUHbIC
[IPaBOBbIE IOKYMEHTHI;
HaxO0/IUTh UHTEPECHBIE
MIPOEKTHBIE UJIEH,
IPaMOTHO UX
dbopMynupoBath u
JIOKYMEHTHUPOBATH;
OLICHUBATH
KU3HECTIOCOOHOCTD
MPOEKTHOM UJIEH,
COCTABJISITh TUIAH MPOEKTA;

OK.04 OpPraHU30BBIBAaTh PabOTY MICUXOJIOTUYECKUE OCHOBBI
KOJUIEKTUBA U KOMaH/bl; NS TEIbHOCTH
B3aMMO/IEHCTBOBATh C KOJIJICKTHBA,

KOJUIEraMH, IICUXOJIOTMYECKHE
PYKOBOJICTBOM, 0COOEHHOCTH JIMYHOCTH;
KJIMEHTaMH B X0J1€

npodeccnoHanbHOM

JIeSITENIbHOCTH;

OK.05 IpaMOTHO U3JaraTb CBOM | MpaBuiia 0o(hOpMIICHUS
MBICITU ¥ 0()OPMIISTH JIOKYMEHTOB;
JOKYMEHTBI 110 MIpaBUJIa MOCTPOCHUS
npogecCuoHaIbHON YCTHBIX COOOIIEHNUI;
TeMaTHKe Ha 0COOEHHOCTH
rOCy/lapCTBEHHOM SI3bIKE; | COLIMAJIBHOTO U
MPOSIBJISITH TOJEPAHTHOCTh | KYJIbTYPHOTO KOHTEKCTA;
B paboueM KOJUICKTHBE;

OK.06 MIPOSIBJIATH IPAXKIAHCKO- CYILIHOCTb I'PaXJaHCKO-

MaTpUOTUUCCKYIO
TO3UITHIO;
JEMOHCTPUPOBATH
OCO3HAHHOE TTOBE/ICHHUE;
OIINChIBATH 3HAYUMOCTH
CBOEH CIIEIHAIbHOCTH;
IMPUMEHATH CTAHAAPTHL
AHTUKOPPYILUOHHOTO
MOBEICHUS;

MaTPUOTHYECKOU
TO3UINH;
TPaAUITHOHHBIX
00IIIeYeIIOBEUSCKUX
IIEHHOCTEH, B TOM YHCIIE C
y4€TOM TrapMOHU3AIUY;
MEKHAITMOHAJIBHBIX 1
MEKPEIUTUO3HBIX
OTHOIIICHHH;
3HAYUMOCTD
npodecCuoHaATBHON
NeATEeIIbHOCTH T10
CITCIIMATbHOCTH;
CTaHJapThI
AHTUKOPPYIIIHOHHOTO




MOBEJCHMS U TIOCJIEACTBUSA
€ro HapylIeHus;

OK.07 co0JTI0/1aTh HOPMBI MpaBuia YKOJIOTUYECKON
9KOJIOTMUYECKOI 0€30MaCHOCTH TIPpU
0€e30MacHOCTH; BEJICHUU
OTIpENIeNIATh HAaMpaBJIeHUs | MpodecCHoHAIbHOM
pecypcocOepexeHus B NeSITeNIbHOCTH;
pamKax OCHOBHBIE PECYPCHI,
npodeccnoHanbHOM 3a/IeiCTBOBaHHbBIC B
JESTEeIbHOCTH IO npogeccuoHaTbHON
CHEIHAIbHOCTH; NeSITeNIbHOCTH;
OpraHU30BBIBATH IyTH 00ecreYeHUsI
npodeccroHalbHYIO pecypcocOepereHust;
JESITENIbHOCTD C MPUHIUIIB OEPEIKITMBOTO
COOJIIOICHUEM TIPUHIIUIIOB | TIPOU3BOICTBA,
OepeKITMBOTO OCHOBHbIE HaIlpaBJICHUS
MIPOU3BO/ICTBA; W3MEHEHHUS
OpraHU30BBIBATH KJIMMaTH4YECKUX YCIOBHM
npodeccrnoHalbHYIO peruoHa;

NESITENIbHOCTD C YUE€TOM IIpaBWJIa OBE/ICHUS B
3HaHUN 00 U3MEHEHUHU Ype3BhIYAITHBIX
KJIMMaTHYECKUX YCIOBUM | CUTYyalUsX;

peruoHa;

3¢ (HEeKTHBHO JCHCTBOBATH

B UpE3BBIYAITHBIX

CUTYalUsX;

OK.08 HCII0JIb30BaTh poib pu3HUECKOi
(bU3KYIBTYpPHO- KYJIbTYPHI B
0310POBUTEIBHYIO OOIIEKYJIbTYPHOM,
NS TeNIbHOCTD JUIS npodeccnoHaTbHOM U
YKPEIUIEHUS 30POBbS, COLIMAJIbHOM Pa3BUTUU
JOCTUKEHUS )KU3HEHHBIX | YEJIOBEKa;
U IpoecCuOHANTbHBIX OCHOBBI 37I0pOBOr0 00pa3a
LeJIeH; JKU3HU,
MPUMEHSITh yCIIOBHUS
paloHaIbHbIe TPUEMBbI npodeccroHanbHOM
JIBUTATENbHBIX (QYHKIMHI B | IE€ATEIBHOCTH U 30HBI
npodeccroHanbHOI pucka (pu3n4ecKoro
JESTENIHOCTH; 3JI0pOBbSI IS
M0JIb30BAThCS CPEJICTBAMU | CHEIMAIBHOCTH;
npOopUIAKTUKA cpeacTBa NpoPpHUIaKTUKU
MepeHaInpsKEeHMS, MepeHaTPSHKCHHUS;
XapaKTepHBIMU IS
JIaHHOM CHEIUATbHOCTH;

OK.09 MOHUMATh OO CMBICIT | TIpaBUJIAa IOCTPOCHUS

YEeTKO MPOU3HECCHHBIX
BBICKa3bIBAHUI Ha
M3BECTHBIE TEMBI
(mpodeccroHaNbHbBIE U
OBITOBBIC), TOHUMATh
TEKCThI Ha Oa30BBIC

PO eCCUOHATBHBIC TEMBI;

MIPOCTBIX M CIIOKHBIX
MPEJIOKEHUNA HA
npo¢eCCuOHATBHBIC TEMBI;
OCHOBHBIE
o01eynoTpeOnTeIbHBIC
riarofsl (ObITOBAS U
npodeccuoHaIbHas




Y4acTBOBATh B IMAJIOTAX
Ha 3HAKOMBbIE 00IIUE U
npoeCCHOHATILHBIE TEMBI;
CTPOUTH MPOCTHIC
BBICKa3bIBaHUS O ce0e U O
cBOei mpodeccnoHaTbHOM
NeSITeTbHOCTH;

KpaTKo 0OOCHOBBIBATH U
OOBSICHATH CBOU JICHCTBHSI
(Texymue u
IJIAHUPYEMBIE);

MUCATh MPOCTHIE CBSI3HBIC
COOOIICHHUST Ha 3HAKOMBIC
WJIM HHTEPECYIOIIHE
poeCCUOHATILHBIE TEMBI;

JIEKCHKA);

JIEKCUYECKUN MUHUMYM,
OTHOCSIIIHICS K OTMCAHHIO
MIPEIMETOB, CPEJCTB U
MIPOIIECCOB
npodeccroHabHOI
NeSITeIbHOCTH;
0COOEHHOCTH
MIPOU3HOIICHHUS;
MIpaBWJIa YTCHUS TEKCTOB
npodecCuoHAIbHON
HaIpaBJICHHOCTH;

I[IK1.1

I0JIb30BaThCS
HOPMaTHUBHO-TEXHUYECKON
JIOKyMEHTaIMen B 00J1actu
MH()OKOMMYHUKAIIMOHHBIX
TEXHOJIOTHI;
COMPOBOXK/IATh
TEXHUYECKYIO
JOKYMEHTAIUIO 110
o0beKTamM
MH()OKOMMYHHUKAIIMOHHBIX
CUCTEM;

KOHTPOJIMPOBATh HATTUYHE
Y JIBM)KCHUE allapaTHBIX,
MPOrpaMMHO-AMMapaTHBIX
Y TIPOTPaMMHBIX CPEJICTB;
paboTath ¢
nH(}OPMALIMOHHOU
CUCTEMOMH MO yIPaBICHHUIO
3armacaMy ¥ peMOHTOM;
oQOpMIIATH 3asIBKU Ha
MaTeprabl U
KOMIUIEKTYIOIIUE
MH()OKOMMYHUKAIIHOHHBIX
CUCTEM.

IpaBWJIa U IpoLeaypa
MIPOBEICHUS
WHBEHTapH3aIlWH,
MpaBUJIa MAPKUPOBKH
YCTPOMCTB U 3JIEMEHTHI
MH()OKOMMYHUKAIIHOHHOM
CUCTEMBEI;

OCHOBBI
JIeJIONPOU3BO/ICTBA;
Iporenypa CriucaHus
TEXHUYECKHUX CPEJICTB;
MIPOrpaMMHBIE CpPE/ICTBA
WHBEHTApH3aIlVH,
TIPUHIIHIIBI
KJIaCCU(PUKALINH U
KOJUPOBaHUs
nH(popManuu;

TUTIOBBIC BAPHAHTHI
B3alMO3aMEHSIEMOCTH;
MIPUHIIMITBI OPTaHU3aIUN
MH()OKOMMYHUKAITHOHHBIX
CUCTEM 10 YIIPABICHUIO
PEMOHTOM H
00CITy>)KUBAaHHEM;
THUTIOBBIC CPOKH
MIPOBEACHUS
MPOPUITAKTHUECKUX
PEMOHTOB;
TEPMHUHOJIOTHSI U TIpaBUIIa
YTEHHS TEXHUYECKON
JOKYMEHTAIIHH;
mpaBmiIa 0POPMIICHUS
TEXHUYECKON
JOKYMEHTAIUH TI0
pe3ynbTaTaM NpoBEPKU
paboTocmnocoOHOCTH
YCTPOMCTB

COCTaBIICHUS
perjlaMeHTHBIX OTYETOB O
3aMEYEHHBIX OTKIOHEHHSX
OT IITaTHOTO PEKUMA
(GYHKITMOHUPOBAHHUS
MH()OKOMMYHUKAIIMOHHBIX
CHCTEM;
JTOKYMEHTHPOBAHHS
0a30Bol KOH(QUTYpaLUU U
IPOTPaMMHOTO
o0ecrnievyeHus: yCTpoucTB
UH(POKOMMYHHUKAITMOHHBIX
CHCTEM.




MH()OKOMMYHUKAIIMOHHBIX
CHCTEM.

I[IK 1.2 | npuMeHATh MHCTPYKLUH OCHOBBI APXUTEKTYpPBI YCTaHOBKH
10 YCTAaHOBKE U anmapaTHbIX CPE/CTB; UH(POKOMMYHHUKAITTOHHBIX
9KCIUTyaTallH HPUHLUIIBI cHCTeM Ha pabouux
nepudepuitHoro (yHKIIMOHUPOBAHUS MECTax COTJIACHO
000opy0BaHus; annapaTHbIX CPECTB TPYZAOBOMY 3a/laHUIO;
BBITOJIHATH 3aMEHY BBIUUCIIUTEIILHOM BBITTOJIHEHHSI TUATHOCTHKHU
PacXOJHBIX MATEPUAIOB U | TEXHUKHU; anmnapaTHbIX OIIMOOK
KOMIUIEKTYIOIIUX THUIIOBBIE PETJIAMEHTOB YCTPOICTB
nepudepuiHoro 00CITy’)KUBaHUS UH(POKOMMYHHUKAIIMOHHBIX
000pyI0BaHUS; anmapaTHbIX CPEICTB; CHCTEM;
HCIOJIb30BaTh croco0bl OOHapyKEHUs JIEMOHTaKa U 3aMEeHbI
KOHTPOJIbHO- MEXaHUUYECKUX HEMONaJ0K | Y3JI0B U 3JIEMEHTOB
U3MEPUTENIbHOE B paboTe yCTpoicTB OTJENIbHBIX YCTPOUCTB
00opyI0BaHUE IS MH(POKOMMYHUKAITUOHHBIX | HH()POKOMMYHHKAIIMOHHBIX
IIPOBEPKH MIEKTPUUECKUX | CUCTEM, IPUYHMH UX CHCTEM, B TOM YHCJIE
COCIMHEHUI YCTPOUCTB BO3HUKHOBEHUS U nepupepuiHOro
MH(POKOMMYHUKAIIMOHHBIX | IPUEMOB YCTPAaHEHMUS; 000pyI0BaHUS.
CUCTEM; TpeOOBaHMS OXpaHbI TPyl
BBISIBJISATh M YCTPAHSTh pu pabore ¢
MeXaHUYeCKre POrpaMMHO-
MOBPEXJICHUS U Ae(EKThl | annapaTHbIMU CPEACTBAMU
YCTpPOMCTB MH(POKOMMYHUKAITMOHHBIX
MH(POKOMMYHUKAITUOHHBIX | CUCTEM.
CHUCTEM

IIK 1.3 UICHTHPUIIHPOBATH JINLIEH3UOHHBIE BBLISIBIICHUSA COOEB U
WHIAICHTEI, TpeOOBaHUS MO HACTPOIKE | OTKA30B CETEBBIX
BO3HUKAIOIINE TIPU U KCIUTyaTalluu YCTPOMCTB U
YCTaHOBKE IIPOTPAMMHOI0 | YCTaHaBIMBAaEMOTO OTIEPALIMOHHBIX CHCTEM,;
obecrieyeHus, 1 IIPOrPaMMHOTIO orpejieneHus c0oeB u
MPUHUMATD pelleHue oo o0ecrnieueHus; OTKa30B CETEBBIX
W3MEHEHHUHU TPOLEypbl OCHOBBI ApXUTEKTYPHI, YCTPOMCTB U
YCTaHOBKH, YCTpPOWCTBA U OTIEPALIMOHHBIX CHCTEM,;
OLIEHUBATh CTEMEHb (YHKIIMOHUPOBAHUS yCTpaHEHUS MOCIEACTBUN
KPUTHYHOCTH WHITUICHTOB | BBIYHCIHUTEIBHBIX CHCTEM; | COOEB M OTKA30B CETEBBIX
npu paboTe NPUKIATHOTO | TpeOOBaHMS OXPaHbI TPyAa | YCTPOMCTB U
MIPOrpaMMHOTO pu padoTe ¢ OTIEpAI[MOHHBIX CUCTEM,;
o0ecreyeHus; anmnapaTHbIMH, oTIpeieNIeHUs MPUUNH
YCTPaHATh BO3HUKAIOIINE | TIPOTPAMMHO- BO3HHUKHOBEHUS
WHIUJICHTHI; anmnapaTHbIMU U KPUTUYECKHX MHIIUICHTOB
MIPOU3BOINTH MOHUTOPUHT | TIPOTPAMMHBIMHU pu padoTe MPUKITATHOTO
aJIMUHUCTPUPYEMOI cpeacTBaMu IPOTPaMMHOTO
MH(OPMALIOHHO- aIMUHUCTPUPYEMOI o0ecrnieveHus.
KOMMYHHUKAIIHOHHON UH(pOPMAIMOHHO-
CHCTEMBI; KOMMYHHUKAITHOHHON
JOKYMEHTUPOBATh CHCTEMBI.
YYETHYIO HHPOpMAITHIO 00
MCTIOJIb30BAHUH CETEBBIX
PECYpPCOB COTIACHO
YTBEP)KICHHOMY IpaduKy.

[IK1.4 UJIEHTU(DHUITPOBATD 001111e TPUHITUTIBI [IOATOTOBKH K
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VHIIWUJICHTHI,
BO3HUKAIOIIHUE TIPU
MIPOBEACHUU
MpeABAPUTEIIbHBIX
WCIIBITAHUI

KCIMOJIb30BATh MPOLIEAYPBI
BOCCTaHOBJICHUS JAHHBIX
ONPEACIISITH TOUKH
BOCCTAaHOBJICHUS JAHHBIX
OIICHUBATb PUCKH
II€pEPHIBOB B
MPEIOCTaBICHUU
CEPBHUCOB MpH
MPOBEICHUU UCIIBITAHUI
M0JIb30BaThCSA
HOPMaTUBHO-TEXHUYECKON
JOKyMeHTaIuei B oonactu
MH()OKOMMYHUKAIIMOHHBIX
TEXHOJIOT U1

(G YHKIIMOHUPOBAHUS
anmnapaTHBbIX,
MIPOrpPaMMHBIX U
IIPOrpaMMHO-aMNIMAPaTHBIX
CPEICTB
aIMUHUCTPUPYEMOH CETH
apXUTEKTypa anmnapaTHbIX,
MPOTrpaMMHBIX U
MIPOrpaMMHO-aMIapaTHBIX
CPEICTB
aJIMUHHUCTPUPYEMO
nH(pOPMAIMOHHO-
KOMMYHHKAIMOHHOMN
CUCTEMBI

TpeOOBaHMS K
KOMITBIOTEPHBIM CETSIM
apXUTEKTypa MPOTOKOJIOB
CTaHJIapTU3alus CETEN
3Tanbl IPOEKTUPOBAHUS
CETEeBOMN
UH(PaCTPYKTYPBHI,
opranusanus pador 1o
BBOJIy B 9KCILTyaTaIUI0
00BEKTOB M CECTMEHTOB
KOMIIBIOTEPHBIX CETEN
CTaHJapTHI Kabese,
OCHOBHBIE BU/IbI
KOMMYHHUKAITMOHHBIX
YCTPOUCTB, TEPMUHBI,
TOHSATHSA, CTAHJIAPTHI U
TUIIOBBIE 3JIEMEHTHI
CTPYKTYPHUPOBAHHOU
KaOeNbHOW CHCTEMBI:
MOHTAa, TECTUPOBAHUE
CpEICTBa TECTUPOBAHMS U
aHaym3a
MpOorpaMMHO-anmnapaTHbIe
CpeICTBa TEXHUYECKOTO
KOHTpPOJIS

MIPOBEICHUIO
MpeIBapPUTEIIbHBIX
HUCIIBITAaHHI
cocTaBiieHus rpaduka
MPEBAPUTEIIBHBIX
HUCITBITAaHUH
OITOBEIICHUSA
MOJIb30BaTelIeH O
BO3MOKHBIX IEpEepbIBaX B
MPEI0CTaBICHUN
CEpPBHCOB
BBIITOJIHEHUS
MpEBAPUTEIIbHBIX
HUCITBITAaHUH

I[IK 1.5

WCII0b30BATh MPOLEAYPHI
BOCCTAaHOBJICHUS JAHHBIX;
ONpPEeNEHATh TOUKU
BOCCTAHOBJICHUS JAHHBIX;
paboTaTh ¢ cepBepaMu
apXUBUPOBAHUS U
CpelICTBaMH YIPaBJIEHUS
OTIEPAI[MOHHBIX CUCTEM,;
MOJIb30BATHCSA
HOPMAaTUBHO-TEXHUYECKOU
JOKyMEHTaIuei B ooactu
MH()OKOMMYHUKAIIMOHHBIX

00I1IKe MPUHIIUITBI

(G YHKIIMOHUPOBAHUS
anmnaparHsbIX,
MIPOrpPaMMHBIX U
IPOrpaMMHO-aImapaTHBIX
CPEICTB
aMMHHUCTPUPYEMON
WH(POPMaIMOHHO-
KOMMYHHUKAIIMOHHOU
CHCTEMBI;

apXHUTEKTypa arnmapaTHbIX,
IIPOrpaMMHBIX U

BOCCTaHOBJICHUS
rapaMmeTpoB 10
YMOJTYaHHIO COTJIACHO
JIOKYMEHTaIu1
OTIEPALIMOHHBIX CHCTEM,;
BOCCTAHOBJICHUS
napamMeTpoB MPH MOMOIIHU
CEpBEPOB apXUBUPOBAHUS,
BOCCTaHOBJICHHUS
napaMeTpoB MPH MOMOIIN
CPEZCTB yIpaBJICHUS
CHeIMaTN3UPOBAHHBIX
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TEXHOJIOTHIA; MIPOrpaMMHO-AMNIAPaTHBIX | OMEPALMOHHBIX CUCTEM
BBITIOJIHSTH TUIAHOBOE CpEICTB CETeBOr0 000PYIOBAHHUS;
apXUBHUPOBAaHUE aJIMUHHUCTPUPYEMOH IUTAHUPOBAHMUS
MIPOTPaMMHOT0 nH(OPMAITMOHHO- pacnucanus
o0ecrnieueHus KOMMYHHKAIITUOHHOMN apXUBHUPOBAHUS U
MOJIb30BATEIBCKUX CUCTEMBI; apXUBUPOBAHUS
YCTPOMCTB COIJIaCHO TpeOOBaHUS K apaMeTpoB
rpaduky; KOMITBIOTEPHBIM CETSM; MOJIb30BATEIBCKUX
aApPXUTEKTYPY MPOTOKOJIOB | YCTPOMCTB,;
CTaHJapTU3ALMIO CETEH; COMPOBOXKACHUS
OpraHu3aIuio padoT Mo CEpBEPOB, APXUBUPOBAHUS
BBOJ1y B DKCILTyaTaInio IPOrpaMMHOTO
00BEKTOB M CETMEHTOB obecrnieueHus
KOMITBIOTEPHBIX CETEH; UH(POPMAITMOHHO-
CTaHapThl Kabenen, KOMMYHHKAITMOHHOM
OCHOBHBIE BHJIbI CHUCTEMBI,
KOMMYHHKAITMOHHBIX MOHHMTOPHHTA
YCTPONCTB, TEPMUHBI, MIPOBEICHHOTO TJIAHOBOTO
TOHSATHS, CTAHAAPTHI U apXUBUPOBAHUS
TUIIOBBIE DJIEMEHTHI MOJIb30BATEIbCKUX
CTPYKTYPUPOBAHHOU YCTPOMCTB.
KaOeNbHON CUCTEMBI:
MOHTa, TECTUPOBAHHUE;
CpelicTBa TECTUPOBAHUS U
aHaIMn3a;
MpOrpaMMHO-anmapaTHhIe
CpelICTBa TEXHUYECKOTO
KOHTPOJIS,

[IK 1.6 | BecTu TEXHUYECKYIO MpaBuja U IpOLETypHI MIPOBE/ICHHE
JIOKYMEHTAITHIO 110 MIPOBEACHUS WHBEHTApU3AINH;
o0BEKTaM VHBEHTapHU3aluu; MIPOBEpPKA OTYETOB IO
MH(pOPMaIIMOHHO- MpaBujia MapKUPOBKU pe3yabTaTaMm
KOMMYHHUKAIIMOHHOM YCTPOMCTB U 3JIEMEHTOB WHBEHTAapU3aIuu 1
CUCTEMBI; WH(POPMAIIMOHHO CIIMCAHUIO anmapaTHbIX,
KOHTPOJIUPOBATh HAJTMYHUE | KOMMYHHKAalIMOHHOMN POrpaMMHO-aIMapaTHBIX
Y JIBWDKEHUE allllapaTHBIX, | CUCTEMBI, U TIPOTPAMMHBIX CPEJICTB;
MIPOrpaMMHO-aNMNapaTHbBIX | OCHOBBI dukcupoBaHue B KypHaIe
Y TIPOTPaAaMMHBIX CPEJCTB; | IETOTPOU3BOJICTBA; WHBEHTapHBIX HOMEPOB

MI0JIb30BaThCS
HOPMaTUBHO-TEXHUYECKON
JOKyMEHTaIel B 001actTu
MH()OKOMMYHUKAIIMOHHBIX
TEXHOJIOTUI

npoliieaypa cuucaHus
TEXHUYECKUX CPEJICTB;
OTpacjeBble HOPMATHUBHbBIE
MIPaBOBBIE AKTHI;
TpeOOBaHUS OXPaHbI TpyJa
pu padoTe ¢
anmnapaTHBIMU,
MPOTPaMMHO-
anmnapaTHBIMU U
MIPOrpPaMMHBIMH
cpelncTBamMu
AIMUHUCTPUPYEMOU
nH(pOPMAIMOHHO-
KOMMYHUKAIIMOHHOM

TEXHUYECKUX CPEJICTB
aMUHUCTPUPYEMOH CETH;
duKcupoBaHue B )KypHaJe
MECTOPACIOJIOKEHUS
TEXHUYECKUX CPEJICTB
aMUHUCTPUPYEMOM CETH;
MapKHUpPOBKA TEXHUYECKUX
CPEICTB
aJIMUHUCTPUPYEMOH CETH
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CHCTEMBI;
IIPOrpaMMHBIE CPEICTBA
MHBEHTApHU3alUU

K 1.7

paboTaTh € J1I0TrOBOPHOH U
OTYETHON JOKYMEHTaIuen
Ha 00CITy’)KMBAaEMYIO
MH(pOPMaIMOHHO-
KOMMYHHKAITUOHHYIO
CUCTEMY;

MIOJIb30BaTHCS
HOPMaTHBHO-TEXHUYECKON
JOKyMEHTaIuel B o0actu
MH()OKOMMYHUKAIIMOHHBIX
TEXHOJIOTHIL;

paboratb c
MH(POPMAIIMOHHOM
cCHCTEMOM yIIpaBIICHUS

3aracamMy U pEMOHTOM;
o(hopMIIATH 3asBKH Ha
MaTepHalbl U
KOMILJICKTYIOIIHE
MH(POPMAIIMOHHO-
KOMMYHUKAI[HOHHOM
CHCTEMBI

THUIIOBBIE CPOKHU
3aKJIFOYEHUS U IeHCTBUS
JIOTOBOPOB Ha
o0Ocimy)KuBaHUE
uH(pOPMAIMOHHO-
KOMMYHHUKAIIHOHHON
CHCTEMBI;

JICUCTBYIOIIINAE B
OpraHu3aINH JOKAJIbHBIE
aKThl Ha 0opMIIEHHE
3asBOK Ha MaTepUaIIbl U
KOMIUIEKTYIOIIHE;
MPUHIUIBI OPraHU3aHN
MH(GOPMAIIMOHHBIX CUCTEM
yIIpaBJICHUS] PEMOHTOM U
00CITy’)KUBAaHHEM;
THUIIOBBIE CPOKHU
IIPOBEACHUS
pOPUITAKTUIECKOTO
PEMOHTA;

MpaBUJIa U TIPOILIETYPHI
MIPOBEACHUS
WHBEHTAPHU3AIIHH;
IIpaBUIIa MAPKUPOBKU
YCTPOMCTB H 3JIEMEHTOB
UH(pOpPMAaIMOHHO-
KOMMYHHKAIIMOHHOU
CHCTEMBI;

OCHOBBI
JIEJIONPOU3BO/ICTBA;
MpoLeaypa CrucaHus
TEXHUYECKHUX CPEJICTB;
oTpacjeBble HOpMaTHBHBIE
IIPABOBBIE aKThI

KOHTPOJIb OCTaTKOB
3aracHbIX YacTel u
000pyIOBaHUs 10T
3aMeHYy;

KOHTPOJIb COOIIOICHUS
rpadguka

PO HIAKTHIECKOTO
o0cy>)KUBaHUS
00opyIoBaHUs;
BHECCHHUE JIAHHBIX O
IIPOBEJCHHBIX paboTax B
UH(GOPMALIMOHHYIO
CHCTEMY YIIpaBJICHUS
3aracamu U pEMOHTOM;
BHECEHUE JIaHHBIX 00
UCIIOJIb30BaHHBIX
3aITacHbIX YacTsX B
UH(GOPMALIMOHHYIO
CHCTEMY YIIpPaBJICHUS
3aracamMi U pEMOHTOM

C uenpio mpuBeIeHUs coiepkaHus pabodel mporpaMMbl MPOPECCHOHATHHOTO MOTYIIS B
COOTBETCTBUU C IPO(PECCHOHATILHBIM CTaHAAPTOM U TPeOOBaHUSIMHU PBIHKA TPY/1a, OCBAUBAIOTCS
CIEeyIOIINE TPYAOBbIE NeUCTBUS, HEOOXOJMMbIE YMEHHUS U 3HaHUS TPO(HECCHOHATLHOTO
craugapta 06.026 « Cucmemuwiii aOMUHUCMPAMOP UHDOPMAYUOHHO-KOMMYHUKAYUOHHBIX

cucmem

O000menHas TpyaoBas (pyHKIUSA

(MPO®ECCUOHAJIBHBIN CTAHJIAPT)

Bun npodeccnoHalbHOI JeATeIbHOCTH
(Proc C1o)
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Oo6o6mennas Tpynosas (QyHkius: TexHH4Yeckne padoThl MO

®opmynuposka BIT: Hacmpoiika cemeeoi

00CITy’KHBAHUIO HHGOPMANMOHHO-KOMMYHUKAUHOHHON | ungypacmpyxmypo

CHCTEeMBI

TpynoBsie QyHKIMM: IIK:

A/01.4  BemonHeHne paboT 1O BBIBICHUIO U IK 1.4. IIpoBoauTH IPUEMO-CAATOYHBIE
YCTpaHEHUIO TUIUYHBIX HHITUJICHTOB UCTIBITAHUS KOMITBIOTEPHBIX CETEH U CETEBOro

MH()OPMALMOHHO-KOMMYHUKAIIMOHHBIX CHCTEM
A/02.4 BemmonHenue paboT 1O yHpaBieHHUIO
CTaHNAPTHBIMH H3MEHCHHUSAMH B TEXHWYECKUX W
MpOTPaMMHBIX cpencTBax NH()OPMAIMOHHO-
KOMMYHHUKAIMOHHBIX CHCTEM 10 HHCTPYKIINU

A/05.4 TloarotoBka OTYETOB O MPHOOPETAEMBIX H
pacxomyeMbIX KOMIIOHEHTaX, II0fada 3asiBOK Ha
NpHOOpEeTEeHNE KOMIUICKTYIOIINX ¢ MPOBEICHHUC
peMoHTa 00CITyKHBaeMbIX KOMIIOHEHTOB
MH()OPMALMOHHO-KOMMYHHUKAIIMOHHBIX CHCTEM
B/07.5 IlpoBeneHue NpeABAPUTEIBHBIX HCIBITAHHHA
NPy TPOBEACHUH pabOT C BO3MOXXHBIMH PHCKaMH
MepepHIBOB B IIPEJOCTaBICHUH CEpPBHCOB
MH()OPMAMOHHO-KOMMYHUKAIIMOHHBIX CHCTEM

000pyIOBaHUsI PA3JIMYHOTO YPOBHS M OLCHKY
Ka4yecTBa CeTeBOM TOMOJIOTUU B paMKax cBoeH
OTBETCTBCHHOCTH

A/05.4 TloaroroBka OTYETOB O IMPHOOPETAEMBIX M
pacxoayeMbIX KOMIIOHCHTAX, IoJada 3asdBOK Ha
HpHOGpeTCHI/Ie KOMIUICKTYIOIIIUX W  MPOBEACHUC
peMoHTa 00CITy’)KHBaEMBIX KOMIIOHEHTOB
MH(POPMALMOHHO-KOMMYHHKALIHOHHBIX CUCTEM

IK 1.1.

I[OKyMeHTI/IpOBaHI/Ie COCTOSHHA
I/IH(i)OKOMMyHI/IKaHI/IOHHLIX CHUCTCM H ux
COCTaBJIIOMINX BIPONCCCE HATAAKU U
SKCILTyaTaluu

A/02.4 BrimonHenne paboT MmO yHpaBIEHHUIO
CTaHAAPTHBIMU HU3BMCHCHUAMU B TEXHUYECKUX U
MIPOTrpaMMHBIX CcpencTBax UHPOPMALMOHHO-
KOMMYHUKAITMOHHBIX CUCTEM 11O MHCTPYKIIUU

IIK 1.7. OcymiecTBasTh

perIaMeHTHOE

o0cCITy)XKMBaHUE M 3aMCHYPACXOJHBIX MaTePHAJIOB
nepuepuiHOTO, CETEBOTO M CEPBEPHOTO
00opynoBaHus HHHOKOMMYHUKAIIHOHHBIXCHCTEM

B/03.5 Peamuzanus  cxembl KOTIMPOBaHUS,
ApXUBUPOBAHUSI u KOoH(pUTypanui

TCXHUYCCKUX HW MPOrpaMMHBIX CpPCACTB I/IH(I)OpMaHI/IOHHO'

pe3epBHOTO
BOCCTAHOBJICHUS

KOMMYHHUKAIUOHHBIX CUCTEM 110 YTBECPKIACHHBIM IlJIaHAM

IIK 1.5. OcyuiecTBasATH

pe3epBHOE KOMUPOBAHUS U
BOCCTAaHOBJICHHUE

KOH(UTypanun ceTeBoroo0opyI0BaHuUsL
HHPOPMALMOHHO-
KOMMYHUKAIIMOHHBIXCUCTEM

A/04.4Br1ionnenne
CBOEBPEMEHHOTO MPOBEACHUS PEMOHTA U HAJMUYHUS CEPBUCHBIX

KOHTPOJIA HaJIn4yus 3aIracos,

KOHTPAKTOB Ha o0cCITy>)KNBaHHUE MHPOPMALMOHHO-

KOMMYHUKAITMOHHBIX CUCTEM

IIK 1.6. OcyuiecTBasTh

HUHBEHTapHU3aLHUI0
TEXHHUYECKUX CpPEeICTBCETEBOM
nH(pacTpyKTYypHI,

KOHTPOJIb  00OpYNOBaHMs MOCJIE MPOBEJCHHOTO

peMoHTa




14

2. CTPYKTYPA U COAEPKAHUE ITPO®PECCHUOHAJIBHOI'O MOAYJIA

2.1. TpyaoeMKOCTb OCBOCHHUS MOAYJS

HaumeHoBaHMe COCTABHBIX YacTel MOIYJIsA

O0BeM B yacax

B 1.4. B popme npakr.

NMOATrOTOBKH
Y4eOHbIe 3aHATHS 300 160
KypcoBast pabora (mpoexr) - -
CamocrosiTenpHas padoTta 33 -
IIpakTHka, B T.4.: 324 324
yaeOHast 180 180
MIPOM3BOJICTBCHHAS 144 144
[IpoMexxyTouHass arrectauus OHK3aME€H IO 6 )
MOJYJIIO
Bcero 869 484
2.2. CtpykTypa npodeccHoHAIbHOT0 MOAYJIA
Kon
OK, 2 og ~ | « g
IK 3 2 g | E =
o E = g o s | =
z & =l & €| | &
E ; = E a | = =
£ x5 & ® | 2 E
c X4 :( = < § % =N
a A/ < & <
HaunmeHoBaHust pa3zeon Bcero, =9 = o8 e g | E
po(heCcCHOHATBHOTO MOIYJIS qac. S g( 2 T S GE 3 ‘é
e 2 | &|=z|5|&|8
= fas] 0] m N o o
m (D) = o Q 2 M
- SESRIR AN
=
: ) > | = )
= @) N O 2,
aa =
1 2 3 4 5 6 8 9 10
OK.01 | Pasnen 1. KomnbroTepHbie ceTH 174 52 164 | 100 | x 10
- Paznen 2. Opranuszanusi, 120 - 13
OK.09
HPHUHIUIIBI TOCTPOCHHUS U 207 52 194
IK.1. | dpyHKIIMOHUpOBAHUS
1- KOMITBIOTEPHBIX CETeH
MK.1.
; Pa3nen 3. Be3OHaCHOSTL 158 56 148 80 10
KOMITBIOTEPHBIX CETeH
VY4eOHas npakTUka 216 216 216
[IpousBoacTBEeHHAs MPAKTHKA 180 180 180
IIpomMexyTouHas aTTecTarus 6
Bcezo: 869 484 512 | 300] - | 33 |216 ] 180
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2.3. Coznep:xanune npodeccnonanbuoro moayuas IIM.01 HACTPOMKA CETEBOM UH®PACTPYKTYPbI»

Haunmenosanue pasie/ios u Coaepxxanue y4eOHOro MaTepuaJia, NPAKTHYECKUX M JIa00PATOPHBIX 3aHATHSA, KYPCOBOU O6vém ¢ Oceausaemvie
TeM npoexm (paboma) yacax IAEMEHINDL
KomnemeHyuii
Paznen 1. KomnbloTepHbie ceTn
MJIK.01.01 KomMnbroTepHble ceTH 174 OK.01- OK.09
I[K.1.1 -
IK.1.7
Tema 1.1 BBenenue B Conepxanue
ceTeBbIe TEXHOJIOTHH 1. KomnbroTepHsble ceTH 10 OK.01- OK.09
Bunbl koMIBIOTEpHBIX ceTel. | Jo0anbHbIe W JIOKANbHBIE CETH. BHIBI CETEBBIX apXUTEKTYP. IIK.1.1 —
OcHOBHBIE KOMIIOHEGHTHI CETEH, CeTeBas Cpela M CETEeBBbIe YCTpoilcTBa. TexXHOIOTHU IK.1.7
noakoyeHuss Kk WHrepHer. KauectBo M HamexHOCTh cereid. OCHOBHBIE MOHATUS CETEBOU
Oe3omacHocTd. TeHIeHIINN pa3BUTHS CETEH.
2. CeTeBble MPOTOKOJIBI 1 KOMMYHUKAIIMHA 10 OK.01- OK.09
KonupoBanue u mapameTpsl coobmenus. CeTeBble MPOTOKOIBL. B3anMoeiicTBue MPOTOKOIIOB. MK.1.1 —
Hab6op mportokomoe TCP/IP u mponecc oOMeHa maHHBIMH. OpraHu3anui 10 CTaHAAPTH3AIIH: T1IK.1.7
ISOC, IAB, IETF, IEEE, ISO. MuoroypoBaeBbie moxenu OSI u TCP/IP. Unkancymsmus
naHHbeix. [IporokonbHbele O6moku nganHbix (PDU). Hdoctym k nokambHbIM pecypcam. CereBas
aapecamyst. MAC- u IP- agpeca. Joctyn k ypanénasM pecypcam. 111103 o ymonyasuo.
3. CeresBble TexnoJioruu Ethernet 20 OK.01- OK.09
CewmeticTBo ceteBbix TexHoyiorudd Ethernet. [Tpunummn paborter Ethernet. B3ammopelictBue Ha IIK.1.1 -
noxypoBHsx LLC u MAC. YnpaBnenue nocTynoM k cpene nepeaaydu naHusix (CSMA). MAC- MK.1.7

aapec: unentudukanus Ethernet. AtpuOytel kagpa Ethernet. IIpencrasnenunss MAC-agpecos.
OpnHO- M MHOT03JIpECHOM, MIMPOKOBEIIATENbHON pacchllok. CkBo3HOE monkiatouenne, MAC- u
IP-anpeca.

[IpoTokon paspeuenus agpecoB (ARP): npuHunbEl paboThl, POk B IpoLecce yaaTeHHOTO
oOmena ganHbIMU. Tabmuisr ARP Ha ceteBbIX ycrpoiicTBax. OCHOBHBIE HEIOCTATKH ITPOTOKOJIA
ARP - Harpy3ska Ha cpeqy niepeaqu JaHHbIX U O€30MacHOCTb.

OcnoBHast uwHMOpMalmsg o moprax KoMmMmyratopa. Tabmuia MAC-aapecoB KOMMYyTaTOpa.
Oynkuust  Auto-MDIX. ®ukcupoBaHHass W MOAyJIbHAas KOH(PUIYpaluH KOMMYTaTOPOB.
CpaBHEHUE KOMMYTAllUK ypOBHsI 2 W ypoBHs. Bupryanbnelii uatepdeiic kommyraropa (SVI),
Mapmpyrusupyemsiii opt, EtherChannel yposust 3. Kondurypamusi mapuipyTH3HpyeMoro
opTa.
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4. CeTeBoil ypoBeHb

CereBoil ypoBEeHb B Ipoliecce Iepeaadd AaHHbIX. [IpoTokosel cereBoro ypoBHs. OCHOBHBIE
xapakrepuctuku [P-npotokoma. Crpykrypa makeroB [Pv4 u IPv6. OcobenHoctn w
npeuMylIecTBa nmpoTokona Pv6. Metoapl MapuipyTuzanuy y3iaoB. Tabnmuma MapiipyTH3aluu
y3J10B M MapuipyTtuzaropa ans mnporokonoB IPv4 u IPv6. VYcrpoiictBo MapuipytusaTopa —
IIpomeccop, mamsATh, omepanyoHHass cucrteMa. llogkiarodeHWe K MapLIpyTH3aTOpy depes
pasnuuHble mopThl. HacTpoiika HCXOAHBIX MapaMeTpoB, HHTEP(EHCOB, MUTI03a 0 YMOIYaHUIO U
JIPYTHX XapaKTepUCTHK MapIIpyTU3aTOpa.

10

OK.01- OK.09
IK.1.1
[IK.1.7

5. TpaHCHOPTHBIH YPOBEHb

Hasnauyenwue u 3a1a4u TpaHCIIOPTHOT'O YPOBHS.

MynbpTHIIIEKCHpOBaHUE ceaHCcOoB cBs3u. Omnmcanue u cpaBHeHue npotokosoB TCP u UDP —
Ha/Ie)KHOCTh M TPOU3BOAUTENLHOCTD, 00JIACTh IPUMEHEHHA. AJpecalysi OPTOB U CerMEHTAaIUs
TCP u UDP. Ob6men mamapiMu mo TCP. Ilpomeccer TCP cepsepa. Ycranosienme TCP-
coelMuHeHUs U ero 3aBepiueHue. [Ipunnuns! «rpéxcroponnero pykonoxarus» TCP. Hagéxnocts
u ynpasinenue norokomM TCP - IloaTBepxaeHue MOSydeHHs] CETMEHTOB, MOTEpsl AAHHBIX U
MOBTOpHAs Tepefada, yrpaBieHue mnoTokoM. OOMeH naHHeIMH C wucronb3oBanueM UDP.
IIpouneccsr m  3ampocel  UDP-cepBepa, UDP-mararpammelr, mnponeccel UDP-knneHTa.
[Mpunoxxenusi, ucnonssyromue UDP u TCP.

10

OK.01- OK.09
IK.1.1
IK.1.7

6. YpoBeHb NpUJI0KeHUIH

YpoBeHb NPUIOKEHUH, YpPOBEHb MPEIACTABICHHUS M CEAaHCOBBIH ypoBeHb. llpumeps
pacnpoCcTpaHeHHbIX NpuiIokeHUH. IIpoTokonbl ypoBHS mnpuinoxeHuid. OIHOPAHTOBBIE CETH
(P2P). Mogens tuma «kmueHt-cepsepy». O630p mportokonoB HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomennsix uMéH (DNS). dopmar coobmenuit u mepapxus DNS. Vrtunmra
«nslookup». Ciyx06a DHCP. IIporokon nepenauu ¢aiinos (FTP). Ilporokon oomena Oi1okamu
cepBepHbIx coobmenuit (SMB). Konneniun «Bceoobemmtommmii Marepuer» BYOD. JloctaBka
JAHHBIX 110 KOHBEPI'€HTHBIM CETSIM.

10

OK.01- OK.09
IK.1.1
IK.1.7

7. IP-agpecauust

Crpyktypa [Pv4-anpecos. CereBas u y3noBas yacTh [P-anpeca. [IpeobpazoBanue agpecos
MeXly IBOMYHBIM U AeCATEpUYHBIM TpezcTaBieHrneM. Macka nmoaceru [IPv4. CeteBoii aapec,
ajipec y3Jia M MIMPOKOBelaTenbHbli anpec cetu IPv4. [IpucBoenue y3imy ctaTndeckoro u
nuHamuaeckoro [Pv4-anpeca. MHoroanpecHas nepeaava. [lyonuunsie u yactasie [Pv4-aapeca.
IPv4-anpeca crieninansHoro HazHadeHus. [IpucBoenue [P-anpecos.

ICMP-cepBucel. Otmmuust s npoTtokonoB IPv4.  CooOmenuss ICMPv4  «3ampoc
MapuIpyTu3aTropy», «OOBsSBIEHHE OT MapLIpyTH3aTOpa», «3ampoc COCEAHEro y3ia» u
«O0BsBICHNE COCEHETO y3lay. TecTupoBaHHE CETH C TIOMOIIBIO 3X0-3aIpocoB. TpaccupoBka
MaprpyTa. BpeMs mpoxokJieHns CUTHalIa B IpsiMOM M oOpataHoM HamnpasieHusx (RTT). Bpems

10

OK.01- OK.09
IK.1.1
IK.1.7
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xu3an (TTL) IPv4 u npenen nepexonos [Pv4.

8. Paznesnenue IP-cereil Ha moaceTn

Cermenranus [P-cereti. OOMeH AaHHBIMH MEXIy mojaceTsMu. [lnaHupoBaHue agpecanuu B
nonceTsax. PacueTHple (QOpMyINBl JUisi CerMEHTAIMM ceTH. Pa30ueHHMe Ha TMOJCETH Ha OCHOBE
TpeOOBaHMI Y37I0B W CETeH, B COOTBETCTBMH C TpeOoBaHmsiMEH ceTell. OmpeneneHre MacKd
moacetn. PazOnWeHne Ha IOACETH ¢ HMCHOJIB30BaHMEM MAacku IepeMeHHoW mmHBI (VLSM).
bazoBas Monenp M HaszHaueHue OJiokoB aapecoB VLSM. IlnanupomaHue ajipecaldud CETH.
OcobenHoctu mpoekTupoBanus IPv6-cetn. Pa3Ouenue Ha TMOJACETHM € HUCMOJIb30BAHUEM
uaeHTudrkaropa nHTEpdeiica.

10

OK.01- OK.09
MK.1.1
IK.1.7

9. Co3paHue M HACTPOIIKA He(O0JIbII0I KOMIIbIOTEPHOM CeTH

[InanupoBanue u cozganue HeOOIBIIONH KOMIIBIOTEPHOM CETH: ONpeesieHIE KIFOUEBBIX
(axTOpOB, BEIOOP TOMOJIOTHH U CETEBBIX YCTPOICTB, BBIOOP M HACTPOHKA IPOTOKOJIOB, CUCTEMBI
aapecauy. Mepbl 1o 00ecreyeHn o 0e30IacHOCTH CETH. Y A3BUMOCTH U CETEBBIE aTaAKH.
PaspenpiBaTenbHble aTaku, Ataku goctyna, Otkas B oocnyxuBanuu (DoS-ataku). PesepeHoe
KOTIMPOBaHKEe, OOHOBJICHUE U YCTaHOBKA UCTIPaBIICHUA. MeKceTeBble SKpaHbl. AyTCHTUQHUKAIINS,
apTopu3auus 1 yuét. Bkmouenue nporokona SSH.

@DainoBbIE CHCTEMBl MapLIPYTU3aTOPOB M KOMMYTaTOpoB. Pe3epBHOEe KOIUMpOBaHHE U
BOCCTAHOBJICHHE C IIOMOIIBIO TEKCTOBBIX (haiiioB, nportokoia TFTP, USB-naxonurens.
Berpoennsie cimyx0b1 Mapmpytuzanun. [lognepskka 6ecnpoBoanbix noaxitodeHuil. Hacrpoiika
BCTPOEHHOI'0 MapIIpyTH3aTOpa.

40

OK.01- OK.09
MK.1.1
IIK.1.7

B ToM umncie NPAKTHYCCKUX U J'laﬁOpaTOpHLIX 3aHATHH

52

OK.01- OK.09
IK.1.1
IIK.1.7

IIpakTuyeckoe 3ansaTue 1. [I[pocMoTp cereBoro Tpaduka ¢ momomnisio nporpammel Wireshark.

IpakTnyeckoe 3ansitue 2. Mzyuenne Ethernet-texHonoruit:

IIpocmorp MAC-anpecoB ceTeBbIX YCTPOHCTB;

Wzyuenue kaapos Ethernet ¢ momomipto mporpammer Wireshark;

IIpocmotp ARP ¢ momorisio nporpammel Wireshark, narepgeficoB KOMaHIHOM CTPOKH
Windows;

Hcnonp3oBanue unrepderica komangHOH cTpoku ¢ Tabnunamu MAC-aapecoB KoMMyTaTopa.

10

[pakTuyeckoe 3aHsaTHe 3. [lonkitoueHHEe KOMIBIOTEPOB K CETH C IOMOINBIO KaOened u
OeCIIPOBOIHBIX a/IaNITEPOB:

OrnpeaeneHne CeTEBLIX YCTPONCTB U KaHAJIOB CBSI3H;

OO0KHM CEeTEBOTO Kabes;

IIpocMoTp maHHBIX 0 6ECTIPOBOIHEBIX U MMPOBOJHBIX CETEBBIX afanTepax.

10

IIpakTnyeckoe 3ansitue 4. Vzyuenne TpaHCIIOPTHOTO YPOBHSI:

10




18

Habmonenue 3a mpoueccoM TpéxcTopoHHero «pykomoxkaTtus» TCP ¢ momomipio mporpammsl
Wireshark;

Wzyuenne 3axBadeHHBIX naHHBIX DNS UDP ¢ momomisio mporpaMmsl

Wireshark;

N3zyyenne 3axBaueHHbIX makeToB FTP u TFTP ¢ nomomipo mporpammel Wireshark.

IIpakTuyeckoe 3austue 5. Cermenranus [P-cereit:

M3yueHue KanpKyIsITOPOB OJCETEN;

Pacuér noncereit IPv4;

Paznenenue cerelt ¢ pa3TMYHBIMU TOIIOJIOTHSIMU HA MOZCETH;

PazpaboTka 1 BHeIpeHHe CXeMBbI aapecaliui, pa3aeneéHHon Ha moacet [Pv4-ceru;
PaspaboTka u BHeIpeHUEe cxeMbl aapecaru VLSM.

10

IIpakTnyeckoe 3ansatue 6. [locrpoenue ceru:

ITpocMOTp TabIUI MapLIPYTHU3ALKHU Y3TI0B;

N3yyeHne pU3MUECKUX XapaKTEPUCTHK MapLIPyTU3aTOPa;
Co3paHue ceTy, COCTOSAIIEH U3 KOMMYTaTOpa U MapIIpyTU3aTopa;
Hactpoiika 0OCHOBHBIX MapaMeTPOB KOMMYTAaTOpa;

Hactpolika OCHOBHBIX ITapaMeTPOB MapLIPyTH3aTOpa.

B ToM uncie caMocTosATEeILHAA padoTa o0yyaromMXcs

1. CucremaTtrueckas Ipopad0TKa KOHCIIEKTOB 3aHATHH, y4eOHOH U CIICIUAIbHOM TEXHUYECKOU
JUTEPATYPBHI.

2. KoHcniekTHpoBaHue TEKCTa, paboTa co CIOBapsIMU U CIIPAaBOYHUKAMHM, O3HAKOMJICHHUE C
HOPMAaTUBHBIMH JJOKYMEHTaMH, Y4eOHO-HCCIIeIoBaTeIbCcKas padoTa MpH caMoOM HIHPOKOM
ucnonb3zoBanuu Murtepuera u apyrux IT-TexHonoru.

3. IlpoekTHbie GOPMBI PabOTHI, MOATOTOBKA COOOIIEHUH K BBICTYIUIEHHIO HA CEMUHAPax U
KOH(EepeHIIUsIX; TOATOTOBKA pedepaToB, TOKIAI0B.

4. [ToaroroBka K 1a00paTOpHBIM M MPAKTUYECKUM PabOTaM ¢ UCIOIb30BAHUEM METOAMYCCKUX
PEeKOMEHIAIMi penoaaBaTes,

odopmiieHre 1ab0paTOPHO-TIPAKTHUECKUX paboT, OTYETOB U MOJITOTOBKA K UX 3aIl[UTe.

10

KoHncyabTanumu

(ep]

Ix3amen no MJIK01.01

Paspes 2. Opranusanys, NPUHIUILI NTOCTPOCHUS U (PYHKIIMOHUPOBAHUS KOMIIBIOTEPHBIX ceTei

207

MJIK 01.02 Opranu3anusi, NPUHIUINBI NTOCTPOEHUS W (PYHKIIMOHUPOBAHUS KOMINBIOTEPHBIX ceTeil

OK.01- OK.09
IK.1.1 -
MK.1.7




19

Tema 2.1. MapmpyTuzanus
U KOMMYTAaIusl.
MacmradupoBaHue ceTei

Conepxanue

1. BBenenue B MacmiTadMpoBaHue ceteii
Peanmzamus mpoekra cetu. IIpoekT mepapxuueckoit cetn. Pacmmupenne ceTtd. BriObop ceTeBBIX
ycrpoiictB. KommyTanmonHoe o0opyoBanue. MapiipyTu3aTtopsl. Y IpaBIsIONIHe yCTPOKCTRA.

10

2. HN36b1TOuHOCTH LAN

[MonsaTust mporokona spanning-tree. [IpemHazHaueHne npoToKoNa spanning-tree. [TpuHIHI
pabotrer STP. Tumer mpotokomoB STP. Hactpoiika mporokona STP. Hacrpoitka PVST+.
Hacrpotiika Rapid PVST+. [Ipo6iemsr HacTpoiiku STP.

10

3. ArperupoBaHue KaHAJIO0B

OCHOBHBIC TIOHATHS arperupoBaHUS KaHAIOB. ArperupoBaHue KaHaioB. [IpuHIUI pabOTHI
EtherChannel. Hactpoiika arperuposanust kananoB. Hactpoiika EtherChannel. [Iposepka, mouck
W yCTpaHeHue Henoyajok B padbote EtherChannel

10

4. BecnpoBoaHble JIOKAJILHbIE CETH

Konnernmmmu OGecripoBogHO# cBsi3n. BBenmeHue B OecrpoBOAHYIO CBsi3b. KOMIOHEHTHI ceTei
WLAN. Tononoruu cereit WLAN 802.11. IIpuHnunst paboTel 6€CIpOBOAHON JIOKATBHON CETH.
Crpyktypa kaapa 802.11. OdyHkunonupoBanue OecripOBOIHOW CBS3M. YTpaBlieHHE KaHAJaMH.
be3omacHocTh OECTIPOBOIHBIX JIOKANBHBIX ceTell. Yrposbl mns ceteir WLAN. ObGecneueHue
oesomacnoctu WLAN. Hacrtpoiika OecrnpoBOAHBIX  JIOKaJdbHBIX  ceTeid.  Hacrpoiika
OecrpoBogHOrO MapmpyTusaTopa. Hactpoiika OecripoBoHBIX KiIHMEHTOB. [lonck u ycTpaneHue
HenoJnaioK B padore cereid WLAN.

14

5. Hactpoiika u ycTtpanenue HenoJiaok B padore OSPF nos oxHoii o01acTi
Pacmupennsie napamerpsl nporokona OSPF aiist omHol ob6nactu. MapiipyTusaiusi Ha ypOBHSIX
pacnpenenenust u saapa. OSPF B cersax ¢ MHOXECTBEHHBIM JoCTynoM. Pacmpoctpanenue
MapuipyTa 1no ymondanuio. Tounas Hactpoiika narepgdeiico OSPF. 3amura OSPF. Yctpanenune
Henonanok peanu3anuu nporokona OSPF mns omHoit obmactr. CoCTaBISIONINE MPOLICAYPHI
MOoKMCKa M yCTpaHeHHUs Hemnojianok B padore OSPF mist omHoit obnactu. [louck u ycrpaHeHue
Henonanok B Mapmpyrusanuu OSPFv2 nns oxgnoit obnactu. Ilouck u ycTpaHeHHe HEMONao0K B
OSPFv3 s ogHOM 0b65actu

16

6. OSPF 12111 HecKoJbLKHUX 00J1acTei

IIpuntun pabotet OSPF mns mHeckonpkux obmacteit. Haszmauenme OSPF mnms HecKoOmbKHX
obnacreii. [lpunnun paboter maketoB LSA B OSPF mis meckombkmx oOnacteit. TaOnwia
Mmapmpytuzaiud ¥ el MapmpytoB OSPF. Hactpoiika OSPF nmist Heckonmbkux oOmacTeid.
Hactpoiika OSPF ans Heckonbkux obmacteit. O6weaunenne mapmpytoB OSPFE. IIposepka OSPF
IS HECKOJILKHX 00JIaCTEH.

10

B ToM uucie NPaAKTHYCCKUX U naﬁopaToprlx 3aHATHH

36

OK.01- OK.09
IK.1.1




20

MIK.1.7

IIpakTuyeckoe 3ansaTue 1. PasBepThiBaHNEe KOMMYTHPYEMOM CETH C PE3€PBHBIMHU KaHATaMHU.

Ipaxruueckoe 3ansitue 2. Hacrpoiika PVST, PortFast u BPDU Guard

IlpakTuyeckoe 3ansaTue 3. OnpeneneHrne THNOBBIX omnO0K KoHpurypamuu STP

IpakTnyeckoe 3ansiTue 4. Hacrpoiika EtherChannel

IIpakTuyeckoe 3aHsaTHe S. ATperupoBaHNe KaHAJIOB

IIpakTuyeckoe 3ansaTHe 6. Hactpoiika 6ecripoBOAHOT0 MapHIpyTH3aToOpa M KIIMEHTa

IlpakTuueckoe 3ausTue 7. Hacrpoiika OSPFv2 nns omHolt o6nactu

IIpakTuueckoe 3ansaTue 8. Hactpoiika OSPFv2 B ceTn MHOXECTBEHHOT'O IOCTYIIA

IpakTnyeckoe 3ansiTue 9. Hacrpoiika OSPFv2 nys Heckonbkux obmacteit

IpakTnyeckoe 3ansitue 10. Hactpoiika OSPFv3 anst Heckonpkux odnacTei

B Tom uncie camocTosiTeNIbHAS pa00oTa 00y4al0IIMXCS

Tema 2.2. Coenqunenue
ceren

Conep:xanue

1. Ioakn04yeHHeE K I7100aTbHOM ceTH

00630p TexHoONOrHH r106a1pHOM ceTh. Llenb co3nanus rnodansHbIX cetelt. [IpuHimm paboTs
rinobansHOH ceTH. Beibop TexHonmoruu riaodanbHoi cetn. CepBUCH TI100aNBHOM CeTH.
HNHdpacTpyKTypsl 4aCTHBIX I1100aNbHBIX ceTeil. HdpacTpyKTypa 001eA0CTyTHOM II100anbHON
cetu. Be16op cepBHUCOB TTT0O6ATEHOM CETH.

10

OK.01- OK.09
IK.1.1 -
MK.1.7

2. CoeauHeHNE KTOYKA-TOYKA»

00630p nocIe0BaTENBFHOI0 COSTMHEHUS «TOUKa-TOUKa». CBsI3b 10 MOCIIEI0BATEIILHOMY KaHaIy.
Wnkancynsust HDLC. Hpuanun pabots! npotokona PPP. IIpeumymecTsa npotokona PPP. LCP
u NCP. Ceancsl PPP. Hactpoiika nmpotokona PPP. Hactpoiika nporoxomna PPP.
Aytenrudukanus PPP. Otnaaka coenunenuit WAN. Otnanka PPP.

10

3. Pemennsi NimpoKomoJIOCHOTO I0CTYNA

VY nanénnas padora. [Ipenmymmectsa ynanénHoi padbotsl. buznec-tpeboBanus A yAanEHHBIX
paboTHHKOB. CpaBHEHHE PELICHUI MTUPOKOMONIOCHOTro gocTyma. Kadenas. DSL. BecniporoaHbie
HIMPOKOIOJIOCHBIE ceTh. BrIbop perienuii mmpokononocHoro aocryna. Hactpoiika
nogxmouernid XDSL. O630p PPPoE. Hactpotika PPPoE.

10

4, 3amuTa Me:R(PUIHAIBLHONI CBA3M

Cetu VPN. Ocnossl ceteit VPN. Tumer ceteit VPN. Tyanenu GRE mexny o6bexTamu. OCHOBBI
GRE. Hacrpoiika tynneneit GRE. O6ume cenenust 00 IPsec. 3amura nporokona IP. Ctpykrypa
npotokona IPsec. Y nanéunsiii noctyn. Pemenus VPN s ynanénnoro noctyna. Cetn VPN
YJaa€HHOTO JIOCTYyMa ¢ UCIoJib30BaHueM IPsec.

10

B ToM 4nciIe NpaKTHYeCKHX M J1a00pPATOPHBIX 3aHATHH

16

OK.01- OK.09
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[K.1.1 -
IK.1.7

IlpakTuyeckoe 3ansaTue 1. Hacrpoiika 6azoBoro PPP c ayrentndukanueit

IIpakTuyeckoe 3anaTHe 2. Hactpoiika mapipyruszaropa B kauectBe knueHta PPPoE nng
noakarouenus DSL

IIpakTuueckoe 3anaTue 3. Hacrpoiika Tynnens VPN GRE mo cxeme «Touka-Toukay

IIpakTuyeckoe 3ansaTue 4. Hacrpoiika Syslog u NTP

IIpakTuyeckoe 3anaTHe 5. PazpaboTka qoKyMeHTanN

B Tom uncie camocTosiTeNIbHAS pa00oTa 00y4ar0IMXCS

1. CucremaTtrueckas IpopadOTKa KOHCIICKTOB 3aHATHH, y4eOHOH! M CIICIUAIbHOM TEXHUYECKON
JUTEPATYPBHIL.

2. KoHcniekTpoBaHue TEKCTa, paboTa co CIOBapsIMU M CIPAaBOYHUKAMHU, O3HAKOMIIEHHUE C
HOPMAaTUBHBIMH JOKYMEHTaMH, y4eOHO-UCCIeI0BaTENbCKas paboTa Py CaMOM IIUPOKOM
ucnosb3oBanuu Muateprnera u apyrux IT-TexHonorui.

3. [IpoekTHbIe (hOpMBI pabOTHI, MOATOTOBKA COOOIIEHHH K BEICTYIUICHHIO HA CEMUHApax U
KOH(EPEeHIINAX; IOATOTOBKA pedepaTos, TOKIAI0B.

4. [ToaroroBka K 1a00paTOpHBIM M MPAKTUYECKUM PabOTaM ¢ UCIOIb30BAHUEM METOAMYCCKUX
PEKOMEHalMi IpenoaaBaTes,

odopmieHue 1a0opaTOpHO-PAKTHYECKUX paboT, OTYETOB M MOJATOTOBKA K MX 3alLUTE.

13

KouncyabTanun

16

Ik3amen no MK01.02

MJIK.01.03. Be3onacHocTh

KOMITBIOTEPHBIX cerei

158

Tema 3.2. bezomacHocTb
KOMITBIOTEPHBIX CETEN

Conep:xanue

1. @DyHIaMeHTaIbHbIe IPUHIMIBI 0€30MACHOM ceTH

CoBpeMeHHbIE YIpo3bl ceTeBOl Oe30macHOoCTU. BUpychl, 4epBU U TPOSHCKHE KOHHU.
Mertoas! aTak.

2. Be3onacHocth CeTeBbIX yCTPOiicTB

besonacHslii 10CTyI K ycTpolicTBaM. HazHaueHne afMUHUCTPAaTUBHBIX POJIEH.
MoHuTOpUHT U yrpaBieHue ycTpoiictBamu. Mcnonb3oBanue QyHKIUS
aBTOMATH3UPOBAHHOM HACTPOUKH O€30MaCHOCTH.

3. ABTOpHU3anMs, ayTeHTH(PUKaNUA U ydeT gocTyna (AAA)

CpoiictBa AAA. JlokanbHas AAA ayrentudukanus. Server-based AAA

80
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4, Peanm3anus TexHosioruii Opanamayspa

ACL. Texnonorus 0panamayspa. Koutekctablit kouTposis gocryna (CBAC). [Monutuku
Opanamayspa, OCHOBaHHBIE Ha 30HaX.

S. Peanm3anms TexHo10ruii NpeIoOTBPALCHUS BTOPKEHUS

IPS texnomsoruu. IPS curnarypsl. Peanuzanus IPS. [IpoBepka u monutopunr IPS

6. Be3onacHocTh JI0KAJBLHOM ceTH

Ob6ecnieuenne 0€30MaCHOCTH MOJIB30BATEIbCKUX KOMITBbIOTEPOB. CO0OpaxeHus 1o
Oe3omacHocTH BToporo ypoBHs (Layer-2). Kondurypamus 6€301macHOCTH BTOPOTO
ypoBHs. bezonacHocTs 6ecripoBoHbIX ceTeit, VOoIP.

7. Kpunrorpaguyeckue cucreMsl

Kpunrorpaduueckue cepsucsl. bazoBas 11eI0CTHOCTh U AyTEHTHYHOCTb.
Kondunenmmanpaocts. Kpunrorpadus OTKpBITHIX KITIOUEH.

8. YupasJieHue 0e30MaCHOI CeTHIO

[Ipunnuner 6€30MacHOCTH CETEBOro Au3aiiHa. be3omacHas apxuTekTypa. YTpaBlieHUE
npoueccaMu U 0e30macHOCTh. TecTHpoBaHME CETH Ha YsI3BUMOCTH. HempepbIBHOCTH
Ou3Heca, MJIaHUPOBAaHNE BOCCTAHOBJICHUS aBapUHHBIX cUTyalluid. JKu3HEHHBIN LIUKII CETH
U maHupoBaHue. Pa3paboTka perinaMeHTOB KOMIIAHUHU M MTOJUTHK 0€30MacCHOCTH.

B ToM 4nc/ie IpaKTHYeCKUX 3aHATHI M J1a00pATOPHBIX padoT 56
IIpakTnyeckoe 3ansaTHe 1. VccnenoBanue ceTeBbIX aTak M MHCTPYMEHTOB IIPOBEPKU
3aIIUTHI CETH

IIpakTnuyeckoe 3ansitue 2. Hactpoiika 6e30macHOro A0CTyna K MapupyTH3aTopy
IIpakTnueckoe 3ansitue 3. OOecrneueHue aaMUHUCTpATUBHOro joctyna AAA u
cepsepa Radius

IIpakTnueckoe 3ansaTue 4. Hactpoiika noautuku 0e30macHoCTH OpaHaIMay poB
IIpakTnuyeckoe 3ansitme 5. HacTpoiika 0e30macHOCTH Ha BTOPOM YpOBHE Ha
KOMMYTaTOpax

IIpakTuyeckoe 3ansitue 6. MccienoBanue MeTo10B MM(PpOBaHUs

IMpakruyeckoe 3ansitue 7. Hactpoiika Site-to-SiteVPN

IIpakTnuyeckoe 3ansaTHe 8. DuHanbHas KOMIUIEKCHas JnabopaTopHas pabora 10
0€30MacHOCTH

CamocTosiTeibHast padoTa 10
Koncyapranun 6
IIpome:xyTounas arrectanusi mo MK 01.03 sx3amen 6
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Y4yeOHas NpaKTHKA

Buawi padort:

1. ygacTue B MPOEKTHPOBAHUH CETEBOI HH(PACTPYKTYPHI;

2. yyacTue B OpraHU3alMy CETEBOr0 aIMUHUCTPUPOBAHUS;

3. aKcIITyaTanus: 0ObEKTOB CETEBOM HHPPACTPYKTYPHI;

4. yyactue B yNpaBJICHUU CETEBBIMU CEPBHCAMU;

5. y4acTue B MOJCpHHU3ALUHN CETEeBON HH(PACTPYKTYPHI;

6. BBIOODP JaHHBIX JUIS aHAJIM3a UCITIOJIb30BaHMs M (PYHKIIMOHUPOBAHHS POTPAMMHO-
TEXHUYECKUX CPEACTB KOMIIBIOTEPHBIX CETEH;

7. obecrnieueHne ceTeBoi 6€30aCHOCTH.

180

OK.01- OK.09
[K.1.1
[IK.1.7

IIpousBoacTBeHHAsI MPAKTHKA

Bunsbi padot:

1. ygactue B pa3paboTKe METOOB, CPEACTB U TEXHOJIOTHI MPUMEHEHNU 00BEKTOB
po(heCCUOHATBHON IEATEIbHOCTH;

2. mpoBeJieHre NPOQUITAKTHIECKUX Pa0OT Ha 00bEKTaX CeTeBOW MHPPACTPYKTYPHI H pabOUHNX

CTAHIUSX,

3. yyacTue B MHBEHTapU3alMH TEXHUYECKUX CPEICTB CETEBOM HHPPACTPYKTYPHI, OCYIIECTBICHHE

KOHTPOJISA, IOCTYTIHBIIETO U3
pEeMOHTa 000PYAOBAHHS;

4. obecrieueHue ceTeBoil 0E30MaCHOCTH (3aLIUTY OT HECAHKLIMOHUPOBAHHOTO AOCTYTIA K
WHQOPMAIUH, TPOCMOTPA WIIK H3MEHEHHS CUCTEMHBIX (haiiyioB U TAaHHBIX), 0€30ITaCHOCTh

MEKCETEBOTO B3aUMO/ICHCTBUS;

5. oCylIecTBICHNE aHTUBUPYCHOM 3allUThI JOKAIBHOW CETH, CEPBEPOB M pabOYMX CTAHLIMI;

6. TOKyMEHTHPOBAHNE BCEX MPON3BEICHHBIX IEHCTBUN.

144

OK.01- OK.09
IK.1.1
IIK.1.7

HpOMe)RyTO‘lHaﬂ aTrecrauus 3K3aMEeH 1Mo MOoAYyJ110

OK.01- OK.09
[K.1.1 -

IK.1.7

Bcero 4

869
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3. YCJIIOBUA PEAJIMBAIINU TPOPECCUHOHAJIBHOI'O MOAYJIA

3.1. MaTepuaJibHO-TeXHUYECKOe oOecrevyeHue

Kabunerst «OOmenpoheccuoHambHbIX AUCHUIIIMH U MPOPECCHOHANBHBIX MOIYJICH»
OCHAIIICHHBIE B COOTBETCTBUU ¢ TipuiioxkeHueM 3 OOIL.

Jlaboparopuss «HGOPMAITMOHHBIX TEXHOJOTHH», OCHAIICHHAs B COOTBETCTBHH C
npunoxenuem 3 OOIL.

OcHarnieHnble 6a3pl IPAKTUKU, OCHAILIEHHAS B COOTBETCTBUH ¢ npuioxenuem 3 OOIL.

3.2. YueOHO-MeTOAUYECKOE OOecieyeHne

Jisa peanuzanuu MporpaMMbl OUOIHOTEUHBINH (GOHII 00pa30BaTENBHON OpraHU3AINH
JOJKEH UMETh MeYaTHbIe W/WIN 3JIEKTPOHHBIE 00pa3oBaTeNbHbIe U HH(OPMAIMOHHBIE PECYPCHI
JUTSL KCTIOJIb30BaHMs B 0Opa3oBaTenbHoM mporiecce. [Ipu dopmupoBanuu 6ubiarnorednoro Gouga
o0pa3oBaTeNnbHOl OpraHu3aluy BbIOMpaeTcs HE MEHee OJHOr0 M3JaHUs U3 MEePEeUUCICHHBIX
HIDKE TEYATHBIX M3JaHUN W (WJIM) DJIEKTPOHHBIX M3/IaHUKA B Kaue€CTBE OCHOBHOIO, MPU 3TOM
CITUCOK MOXET OBITh JOMOJTHEH HOBBIMH M3JaHUSIMHU.

3.2.1. OcHOBHBIE T€YATHDBIE H3TAHUS
1. Cononeruy, A. B. Kommbrotepubie cetu: yueobnuk / A. B. CononeBny. — Munck: PUIIO,
2021. — 208 c. — ISBN 978-985-7253-43-2. — TexkcT 31eKTpoHHBIHN // JIaHb: 37I€KTPOHHO-

oubnmmoreunas cucrema. — URL: https://e.lanbook.com/book/194950

2. bapunos, B. B., bapunos, U. B., [Iponerapckuii, A. B., [Isuiskun, A. H. Komnbrorepabie
cetu yueOHuk / B. B bapunoB — Mocksa: 2-e u3z. crep., 2020. — 192 c. https://www.academia-
moscow.ru/catalogue/4831/477329/

3. Ymakos, U. A., Kpacos, A.B., Casunos, H. B. Opranuzanus, npyuHIUNbI TOCTPOEHUS U
(YHKLIMOHUPOBAHUS KOMITBIOTEPHBIX ceTell: yueOHuk / Y. A YimakoB — M.: M3natensckuit
HeHTp «Akanemus», 2019 — 240 c. https://www.academia-moscow.ru/catalogue/4831/416594/
3.2.2. OcHOBHBIE 3JIEKTPOHHbIC U3IaHUSA

1. demunos, JI. H. OcHOBBI 3KCIITyaTallii KOMIBIOTEpHBIX ceTeil: yueOnuk / JI. H. Jlemunos. —
Mocksa: ITpomereit, 2019. — 798 ¢. — ISBN 978-5-907100-01-5. — TekcT: 31€KTpOHHBIH //
Jlanb: anekTpoHHO-O0nOmoTeyHas cucrema. — URL: https://e.lanbook.com/book/121495...

B nmpumepHoii mporpamMme NPHUBOJAMTCA MEpeUYeHb MEYATHBIX W/WIM  JIEKTPOHHBIX
o0pa3oBaTeNbHbIX M3JaHUM U1 MCHOJIb30BaHUS B 00pa3oBaTeIbHOM Ipoliecce. DJIEKTPOHHbIE
pecypcbl (He yueOHbIe U3/IaHuUs) YKa3bIBalOTCS B JOTIOJTHUTEIbHBIX HCTOYHHUKAX.


https://www.academia-moscow.ru/catalogue/4831/416594/
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4. KOHTPOJIb U1 OIIEHKA PE3YJIbTATOB OCBOEHUS
MMPO®ECCHUOHAJIBHOI'O MOAYJIA

Kon IIK, OK
Kpurepun oueHku pe3yjabrara @®opMbI KOHTPOJISI 1 METO/bI
(moka3aTtesii 0CBOEHHOCTH KOMIIeTEHIIN ) OLIEHKH
IK 1.1. Onpenenenne npodecCHOHATBHON 3a/1a91 1 DK3aMeH/3aueT B hopme
3TAIoB €€ BBIOJIHEHUS co0eceJOBaHuUs: IPAKTUIECKOE
3aJJaHUE 110 TOCTPOCHUIO
K 1.2. O} dexTUBHBIN MOUCK HHPOPMAITIH IS QIrOpUTMa B COOTBETCTBHHU C
IK 1.3, peuieHus npodeccuoHanbHOM 3a1a4u TEXHUYECKUM 33JJaHUEM
I1K 1.4.
IIK 1.5. Omnpenenenue pecypcoB Ui pelieHus DKcrnepTHOE HAOI0IEHUE U
IK 1.6. npodeccnoHaBHOM 3a1a9u OIICHKA Ha TabOpaTOpPHO -
NK 1.7. MPAKTUYECKUX 3aHATUSX, TPH
O1neHKa «OTJIIMYHOY» - TEXHUYECKOE 33/1aHUE BBITTOJIHEHUH PadoT 110
MIPOaHATM3UPOBAHO, AITOPUTM pa3paboTaH, yueOHOM U TPOU3BOJCTBEHHON
COOTBETCTBYET TEXHHUECKOMY 3a/IaHUIO U paKTUKaM
o(opMIIeH B COOTBETCTBUH CO CTaHAaPTAMH,
MIOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI. 3aimuTa OT4E€TOB 1O
NPAaKTUYECKUM U
OreHKa «XOpOIII0Y -aJITOPUTM pa3padboTaH, nabopaTopHBIM paboTam
o(opMIIeH B COOTBETCTBUH CO CTAaHAAPTAMU H
COOTBETCTBYET 3a/1aHUIO, OSICHEHBI €r0 WuTepnperanus pe3ynbTaToB
OCHOBHBIE CTPYKTYPBI. HaOJI0/1eHuH 3a
JeSITETbHOCTHIO
O1eHKa «yIOBJIETBOPUTEIBHOY - aITOPUTM oOyuyarolierocst B mporecce
pa3paboTaH U COOTBETCTBYET 3a/1aHUIO. OCBOCHHMSI 00pa30BaTEIbHOM
IPOTPaMMBI
OK 01. [ToxGop BapraHTOB pelieHus: KOHKPETHON Or1eHKa MOJTHOTHI TIEPEYHS
npo¢ecCHOHATBLHOM 3a1a4K WIH TPOOIEMbI Mo100paHHBIX BAPUAHTOB
OK 02. JleMoHCTpalyst HaBBIKOB UCTIOJIb30BaHUS OneHka NOJHOTHI MEPeYHsI
MH(OPMAIMOHHBIX OPTAIOB B CETU 0/J00paHHBIX BAPUAHTOB
WuTepHer, BKIIOUast ouiimanisHbe
MH(OPMAaIOHHO-TIPABOBbIE TOPTAJIBI
OK 03. JlemoHcTpanus HHTEpeca K BHIOpaHHOM VYyacTue B MEPONIPUATHSIX
CMEeLUANBbHOCTH, K HHHOBAIIUOHHBIM (omuMMHa bl KOHKYPCHI
TEXHOJIOTUSIM B 001acTu poeCcCHOHAIbHONU | MpodeccnoHalIbHOTO
JeSATeIbHOCTH MacTepCTBa, CTAXXHPOBKHU U
Ip.), MPOBOJIMMBIX KaK
00pa3oBaTeNbHBIM
3aBEJICHUEM, TaK U BEILyIIUMH
MPENNPUATHIMHI OTPACTU
OK 04. JleMOHCTpHpPOBaTh HABBIKM MEXIIMYHOCTHOTO | DKCIEpTHOE Ha0III0/IeHne
00IIEeHUS ¢ COOI0IEeHNEeM OOIIETTPUHSATHIX MOBE/ICHYECKUX HABBHIKOB B
MPaBUJI CO CBEPCTHUKAMHU B 00pa30BaTEeIbHON | X0J1e 00ydeHUs
rpyIIe, ¢ IpenoiaBaTeasiMi BO BpeMs
o0OyueHus1, C pyKOBOJIUTEIIMU
IIPOU3BOJCTBEHHON IIPAKTUKH
OK 05. JleMoHCTpaIysi HaBBIKOB TPaMOTHOM YCTHOHM U | DKCcIepTHOE HAOJI0ICHNE
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MUCbMEHHOW peuun

HABBIKOB YCTHOTO U
MUCHMEHHOTO OOILIECHUS B XO/€

00yJeHus
OK 06. @®opMupoBaHuE YyBCTBA IaTPUOTU3MA, VYyactue B MEPOIPUATUSIX
IPaX/1aHCTBEHHOCTH, YBXKEHHUS K MaMATU MaTPUOTHUECKOMN
3amuTHUKOB OTeuecTBa U noABuraMm ['epoeB | HalpaBJIEHHOCTH, B
OteuecTBa, 3aKOHY U IIPABOIOPAIKY, MIPOBEJICHUH BOCHHO-
4eJI0OBEKY TPY/la U CTaplIeMy OKOJIEHUIO; CIIOPTUBHBIX UI'P; yYacTHE B
B3aMMHOI'0 YBa)KEHHUS, OEPEKHOTO nporpaMmmax
OTHOIIEHHUS K KYJIbTYPHOMY HACJIEINIO U AHTUKOPPYILIMOHHOMN
TPaJAULIUSIM MHOTOHAIIMOHATBHOIO HAapoJa HAIPaBIEHHOCTU
Poccuiickoit ®enepanuy;
HETEPIIMMOCTH K KOPPYIIIUOHHBIM
IIPOSIBJIEHUSIM
OK 07. ®opmupoBaHue 6€peKHOr0 OTHOIICHUS K DKcrnepTHOE HAOI0IeHHE
MIPUPOJIE U OKPYKAOILEH cpefie JIEMOHCTpAILMH HaBbIKOB
COOJTIOICHHS TIPABUIT
HKOJIOTUYECKOH Oe30MacHOCTH
B BEJICHUH MPOPECCHOHATHHON
JIeSITEIbHOCTH; (POPMUPOBAHUE
HaBBIKOB 3(PPEKTUBHBIX
JIEHCTBUN B YpE3BbIYANHBIX
CUTYaIUsIX
OK 08. dopMupoBaHUE OEPEKHOTO OTHOIICHUS K VYyacTue B CHOPTUBHBIX
3J10pPOBBIO MEPONPUATHSIX, TPOBOJAUMBIX
00pa3zoBaTeIbHBIM
YUPEXKIECHUEM; BEACHUE
3I0pOBOTO 00pa3a KU3HU
OK 09. JleMoHCTpauyst yMEHHs COCTABIIATh TEKCTBI OKcnepTHas OLEHKa

JIOKYMEHTOB, OTHOCSIIITUXCSI K
npodeccroHaNbHOM eATEeNbHOCTH, Ha
TrOCYJapCTBEHHOM M HHOCTPAHHOM SI3BIKAX

cOOI0OZICHU S TTPABUIT
COCTaBJICHUS IOKYyMEHTOB




