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Pabouas nporpamma paspaboTtana Ha ocHOBe DeiepaibHOTO
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y4eOHBIX MOJIYJICH HAYaIbHOTO MPOPECCUOHATBHOTO U CPEIHETO
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1. OBIIJAA XAPAKTEPHCTHKA PABOYEH ITPOT PAMMBI
IIPO®PECCHOHA/IBHOI' O MOAYJIA
«lIM.03 IKCIIVIVATAIIHA ObbEKTOB CETEBOY HH®PACTPYKTYPbI»

1.1. I]env u naanupyemole pe3yiomamsl 0C60eHUs RPODecCcuonanbHo20 Mooy

B PE3YyJIbTATC U3YUCHUA HpO(l)CCCI/IOHaJ'ILHOFO Moayyiad CTYACHT JOJIKCH OCBOUTH OCHOBHOH BU
JACATCIIBHOCTHU BKCHﬂyaTaHI/I}I OOBEKTOB CETEBOM I/IH(bpaCTp}/'KTypI:I U COOTBCTCTBYIOIIHUC CMY O6H.[I/Ie
KOMIICTCHIIUH U HpO(beCCI/IOHaJIBHI)IC KOMIICTCHIINH

1.1.1. IlepedyeHpb 00X KOMITETESHITHI

Kon HaumeHoBaHMe 001X KOMIETeHIUH

OK 1. BreiObupate  crmocoObl  pemieHuss  3amad4  MpO(EeCCHOHAIBHOM  JIeATeNbHOCTH,
NPUMEHUTEIBHO K Pa3IMYHBIM KOHTEKCTaM

OK 2. OcymiecTBIATh MOUCK, aHAINW3 ¥ MHTEPIPETANI0 HHPOPMALIUU, HEOOXOTUMON IS
BBITNIOJTHEHHM S 33/1a4 MPodeCCHOHATBLHON e TeIbHOCTH

OK 3. [InanupoBaTh M peanu30BbIBaTh COOCTBEHHOE MPOQPECCHOHATIBHOE U JIMYHOCTHOE
pa3BUTHE.

OK 4. PaboraTh B KOJIIEKTHBE U KOMaH 1€, 3()(HEKTUBHO B3aMMO/IEHCTBOBATh C KOJJIETaMH,
PYKOBOJICTBOM, KJIMEHTAMH.

OK'5S. OcCylecTBISITh YCTHYIO M IHMCBMEHHYI0 KOMMYHHUKAIIMI0 Ha TOCYJapCTBEHHOM
A3BIKE C YYETOM OCOOEHHOCTEHN COLMAIbHOIO U KYJIBTYPHOTO KOHTEKCTA.

OK 6. [IposiBIATH rpak1aHCKO-MMATPUOTHYECKYIO MO3UIHIO, JIEMOHCTPUPOBATH
0CO3HaHHOE MOBEICHNE HA OCHOBE OOIIEYEIOBEYECKUX IEHHOCTEH.

OK 7. ConeicTBOBaTh  COXPAHEHUIO  OKPYXKAIOIIEH  Cpelmbl, pPecypcocOepexeHuto,
3 PEKTUBHO IEHCTBOBAThH B UPE3BBIYANHBIX CUTYALIUAX.

OK 8. Hcrnonp3oBath cpenctBa (GU3MYECKON KYJIbTYPHI I COXpPaHEHUS M YKpEIUICHUS
3I0pOBbsI B Tporecce MNpo(hecCHOHAIBHOW JEATENbHOCTH M TOJIepiKaHue
HEO0OXOAMMOTO YPOBHS (hU3UYECKOM MOTOTOBICHHOCTH.

OK 9. Hcnonp30BaTh HHPOPMALMOHHBIE TEXHOJIOTHH B TPOPECCHOHATHLHOMN I TETbHOCTH

OK 10. [Tonp30oBaTbess TMPOQECCHOHAIBHONW JOKYMEHTAIIMEH Ha TOCYAapCTBEHHOM U
MHOCTPAHHOM SI3bIKE.

OK 11. [TnanupoBaTh MpeANPUHUMATEILCKYIO IEITEILHOCTH B TPOdeCCHOHAIBHOM cepe

1.1.2. Tlepeyenp npodeCCHOHANTBHBIX KOMIICTCHIIUI

Kon HaumeHoBaHMe BHIOB JeITEJJLHOCTH H MPO(eCCHOHAIBHBIX KOMITeTeH M

BJI 3. Dxcnayamayus 06veKmos cemesoli UHppacmpyKmypbl

MK 3.1 'Y cTaHaBNHMBATH, HACTPAUBATH, YKCILTYaTHPOBATH M OOCITYKHBATh TEXHHYECKHUE M MTPOTPAMMHO-
aTmapaTHbIe CPEICTBA KOMIIBIOTEPHBIX CETEH.

MK 3.2 [TpoBoauTh NpoduIaKTHYECKHE paOOTH Ha 00bEKTaX CETEBOM HHPPACTPYKTYPHI H padOUHX
CTaHITHSIX.

MK 3.3. 'Y cTaHaB/IMBaThH, HACTPAUBATh, IKCILTYaTUPOBATh U OOCITYKHUBATh CETEBbIC KOHMUTYpAIIUH.

1K 3.4. 'YgacTBOBaTh B pa3paboTKe CXEMBI ITOCIICaBAPUIHOTO BOCCTAHOBIICHHUS Pa00TOCTIOCOOHOCTH

KOMHL}OTCpHOfI CCTHU, BBITIOJIHATH BOCCTAHOBJICHHUC U PE3CPBHOC KOIMMPOBAHNE I/IH(l)OpMaL[I/II/I.

IK 3.5. Oprann3oBBIBATh HHBEHTAPU3ALUIO TEXHUIECKUX CPEACTB CETEBOW HHPPACTPYKTYPHI,
OCYILIECTBIISITE KOHTPOJIb 000PYIOBaHMUS ITOCIIE €TO PEMOHTA.

TK 3.6. BBIONHATE 3aMeHy PacXOAHBIX MAaTEPUATIOB U MEJIKHIA PEMOHT nepuepuitHOro
000pYyIOBaHMsL, ONIPECISATh ycTapeBiiee 000pyI0BaHNE U IPOrPaMMHEIE CPECTBA CETEBOM

MHQPPACTPYKTYPHI.




B pesynbraTte ocBoeHUs podecCHOHaTLHOTO MOJTYISl CTYJICHT JIOJIKCH:

HmeTh npakTUYECKU OTBIT B

00CITy)KMBaHUM  CeTEeBOH  WHMPACTPYKTYPHI,
BOCCTAaHOBJICHUH Pa0OTOCHOCOOHOCTH CETH OCIe
cOos;

yAaJIeHHOM aJIMAHUCTPUPOBAHUH u
BOCCTAaHOBJICHMH Pa0OTOCHOCOOHOCTH CETeBOM
HH(PPACTPYKTYPHI,

HOJJICP)KKE  TIOJIb30BATENC CETH, HacTpOWKe
amnmapaTHoro ¥ MPOTPaMMHOTO  OOecTieueHHUs
CeTeBOU HH(PPACTPYKTYPBI

YMETh BBITIOJHATh MOHUTOPWUHT M aHaU3 PpabOThI
JIOKAJIbHOM CeTH C TIOMOIIBI0 MPOrpaMMHO-
anmnapaTHBIX CPEJCTB;
OCYLIECTBIISTh JUAarHOCTUKY u TIOUCK
HEHCIPAaBHOCTEW BCEX KOMIIOHEHTOB CETH;
BBITIOJIHSITh JEeHCTBUS o YCTPaHECHUIO
HeUCIpaBHOCTEN

3HATh ApXHUTEKTYpy M (QYHKIUU CUCTEM YIPaBJICHUS

CETSIMU, CTAHAAPTHI CUCTEM YTPABIICHUS;
CpeIcTBa MOHHTOPHMHTAa M aHAIHM3a JIOKATHHBIX
CeTeH;

METOABl  YCTPAaHCHUS  HEHUCHpPAaBHOCTEH B
TEXHUYIECKUX CPEIICTBAX

1.2. KonuecTBO yacoB, OTBOAUMOC HA OCBOCHHE l'lpO(l)eCCI/IOHa.]'leOFO MOoayJist

Bcero wacor 769
U3 nux Ha ocoenune M/JIK. 03.01 257
Ha ocBoerne M/IK. 03.02 140

Ha MPAaKTHKHU, B TOM Yucie yueOHylo 216 W mpou3BOACTBeHHYI0  144.

CamocrosrensHas pabora -26 4yacoB




2. CTpyKTypa M cofepkaHue NPoPecCHOHATBHOT0 MOXYJIA

2.1. CtpykTtypa npodeccronanbnoro moayas «IIM.03 IKCILIVATAIIHA OB bEKTOB CETEBOU HH®PACTPYKTYPbI»

O0BeM npodeccHoHaIEHOT0 MOIYJIS, Yac.

Kop! CyMMapHb! Obyuenue no M/IK Ipaxmuku [Ipomexy | Koucynbra
HPOGECCHORATHEIX HaumeHoBaHUs pa3ieinon S oBren a6 TIpOK3BOACTECHHAA | TOUHAS LTHH Camocrost
J - npodeccHoHaIEHOTO HATDY3KH, B ab0paTOpHbI KypcoBbix Vuct (ecnu aTTeCTAIH TeJ‘IbHaSII
KOMITETeH it MOy JIst e cero i X | paGor uebHas | ovenompena . paGora
PAKTHACCKIX (TIpOeKTOB) paccpedomouenHnas
3aHATUN npaxmuxa)
1 2 3 4 5 6 7 8 9 10
OK 01-11 Paznen 1. Okcmmyaranus 6 6
K 3.1-3.6 00BEKTOB CETEBOM 257 225 100 - 20
HHDPACTPYKTYPHI
OK 01-11 Paznen 2. besonacHocTh 140 102 20 6 6 6
[IK 3.1-3.6 KOMITBIOTEPHBIX CETEH
OK 01-11 YuebHas npakTuka (1o 216 216
K 3.1-3.6 npouITIo
CIEIATLHOCTH ), YaCOB
(ecnm mpegycMoTpeHA
UTOTOBas
(KOHIICHTpUPOBAHHAS)
TIPaKTHKA)
OK 01-11 IIpon3BoacTBEHHAS 144 144
K 3.1-3.6 NpakTUKa (110 MPOoQHITIO
CHEIMAILHOCTH ), YaCOB
(ecnmm mpegycMoTpeHa
UTOTOBas
(KOHIICHTpUPOBAHHAS)
TIPaKTHKA)
Ilpomesrcymounan ammecmayuu (IK3ameH 12
no M00y10)
| Beezo: 769 327 120 216 144 12 12 26

1

O0BeM caMoCTOSATENBHON pab0THl 00YYAIOIINXCS OTIPEJIeIIeTCsl 00pa3oBaTesIbHON opranusanueid B coorsercTBuu ¢ TpeboBanusamu @I'OC CIIO B npenenax oobema yueOHOM

JUCIHTUTMHEI B KOJIMYECTBE YaCOB, HEOOXOIMMOM JUIS BHITOIHEHHS 3aJJAHUN CAMOCTOSTEIBHOM paO0ThI 00YYaIOIIMXCS, TPEIYCMOTPEHHBIM TEMAaTHUCCKUM IIAHOM H COJCPKAHUEM
y4eOHOM JUCHUIUTAHBI (MEXKIUCIUILTHHAPHOTO Kypca).




2.2. TeMaTH4eCKHUii IJIAH U cojep:kanue npodeccHoHanbHoro moayas «IIM.03 IKCILUIYATAIIUA OB bEKTOB CETEBOH HH®PACTPYKTYPbI»

HaumeHoBaHue pa3aesioB

1 rem Conep:xanue yueOHOro MaTepuaa, ..
npo¢eccUOHAIBLHOT0 O0bém B
Mozyast (TIM), JabdopaTopHble padoThHI U MPaKTHYECKHE 3AHATHS, CAMOCTOATEIbLHASA YueOHasi padoTa o0y4yalomuxcs, KypcoBasi wacax
paboTta (MPoeKT) (eciu npedycmomperivt)
MeKAN CUMIJIMHAPHBIX
kypcoB (MJK)
1 2 3
Pazpea 1.
IKemayaTanusi 00beKTOB
ceTeBoi
HH(PaCTPYKTYPHI
MJK 03.01 257
OKcIutyaranus 00beKTOB
CeTeBOU MHPPACTPYKTYPHI
Tema 1.1. Dxcrutyaranus Cooepiicanue 46
TEXHUYECKUX CPEJICTB 1. ®du3nyeckne acleKThl IKCIUTyaTanuu. OU3nyeckoe BMENIaTeIbCTBO B HHPPACTPYKTYPY CETH.
CeTeBOi MHPPACTPYKTYpbl | 2. AKTHBHOE U MACCUBHOE CETEBOE 000PYI0BaHKE: KabeIbHbIe KaHaIIbI, KaOellb, IaT4-aHEIH, PO3ETKH.
3. [lomoca mponyckaHus, Tapa3uTHas Harpy3Ka.
4. Pactmmpsiemocth cetn. Macmtabupyemocth ceTh. Jlo0aBiieHUe OTIEIBHBIX AIIEMEHTOB CETH (IT0JIb30BaTEIICH,
KOMIIBIOTEPOB, MPUIIOKEHUH, CITYkK0).
5. HapammBaHue JITTMHBI CETMEHTOB CETH;, 3aMEHa CYIIECTBYIONIEH almaparyphl.
6. YBennueHne KOJIMYECTBA Y3JI0B CETH; YBEIHUYEHHE MPOTSHKEHHOCTH CBA3EH MEXTy 00ObEKTaMH CETH.
7. TexHudeckasi ¥ mpoeKTHasl TOKyMeHTaIus. [lacnopT TeXHHYECKUX YCTPOWCTB.
8. du3nyeckas KapTa Bcel CETH; JIOTHYECKAs TOMOJOTHSI KOMITBIOTEPHOMN CETH.
9. Knnaccudukariyisi per1aMeHTOB TEXHHUYECKUX OCMOTPOB, TEXHUYECKHE OCMOTPBI 00BEKTOB CETEBOM MHPPACTPYKTYPHI.
10. TIpoBepka 00BEKTOB ceTeBOM HHGPACTPYKTYPHI K MPODUITAKTHUCCKUE PAOOTHI
11. IlpoBenenne perymsipHoro pesepBupoBanus. OOcayxuBaHne (PU3MIECKNX KOMIOHEHTOB; KOHTPOJIb COCTOSTHHS
anmapaTHOro o0eCIeueHus; OpraHu3aIus YAaJICHHOTO OMTOBEIICHUS O HEMOIaIKax.
12. TIporpammHOe 00€cTieYeHre MOHUTOPUHTAa KOMIIBIOTEPHBIX CETEH M CETEBBIX YCTPOWCTB.
13. TIporoxosn SNMP, ero xapakTepucTUKU, GopMaT CoOOIIEHUH, HAOOP YCIIYT.
14. 3agaum ynpaBieHus: aHAJIH3 IPOU3BOINTEILHOCTH M HAJIS)KHOCTH CETH.
15. O6opynoBaHue Ui TUATHOCTUKH U CEPTUPHUKAIIIHN KaOenbHBIX cUCTeM. CeTeBbIe MOHUTOPBI, TPUOOPHI IS
cepTu(UKanny KaOeITbHBIX CHCTEM, KaOCIbHBIC CKAHEPBI U TECTEPHI.
B mom uucne npakmuyueckux 3aHAmMuil u 1a60pamopHusix padom 50

1. OxoHIIOBKa Ka0esi BUTas mapa




. 3agenka xabenst BUTasi mapa B pO3ETKY

. KpoccupoBanue n MOHTax MaTy-NaHelld B KOMMYTAIIMOHHBIN 1IKaQ), Ha CTEHY

. TectupoBanue xKades

. DKcIuTyaTanysi TEXHUIECKUX CPEACTB ceTeBOr HH(PACTPYKTYphl (IPUHTEPHI, KOMIIBIOTEPHI, CEPBEPHI)

. Beimonnenue nelcTBHil 0 YCTpaHEHUIO HEUCITPABHOCTEH

2
3
4
5. [lognepxka moyib3oBaTeNel CEeTH.
6
7
8

. BeimosHeHrie MOHUTOpPYHTA U aHaN3a paObOTHI JJOKAJIFHON CETH C TIOMOIIBI0 MPOTPAMMHBIX CPEJICTB.

9. OdopMiieHHE TEXHUYECKOH JTOKYMEHTAIIMH, TpaBria 0(HOPMIICHHUS JOKYMEHTOB

10. TIpotokon ynpasnenus SNMP

11. OcHOBHBIE XapaKTEPUCTHKH MpoTokosa SNMP

12. Habop ycayr (PDU) npotokoma SNMP

13. ®opmar coobiiennit SNMP

14. 3amaun ynpaBiaeHUS: aHAIN3 IPOU3BOIUTEIHLHOCTH CETH

15. 3amayu ynpaBiaeHUs: aHAJIU3 HAJIEKHOCTH CETU

16. Yopasnenue 6€30MacHOCTBIO B CETH.

17. Yuer Tpaduika B ceTu

18. CpencTa MOHUTOPHHTA KOMITHIOTEPHBIX CeTei

19. CpencTsa aHay3a CETH C TTIOMOITLI0 KOMAH]T CETEBOM ONEPAITMIOHHON CUCTEMBI

20. ®dunanpHas KOMIUIEKCHAs MPaKTHYECKask paboTa Mo IKCILTyaTalluu OOBEKTOB CETEBOM HHPPACTPYKTYPHI

Tema 1.2. Ikcmiryaranus
cucrem IP-resnedonun

Cooeporcanue

1. Hacrpoiika H.323. Ommcanne H.323 u o6mme pekomenaarnuu. Oyaknuonansabple KoMmoHeHTHI H.323. Y cTaHoBKa 1
noanepxka coennaenns H.323. Coenurenns 6e3 u ¢ ucnonb3opanneM GateKeeper. CoeIMHEHHS ¢ HCIIOIH30BaHUEM
Heckoubkux GateKeeper. MHorononbs3oBaTensckue KoHpepeHpm. OdecneyeHre 0TKa30yCTONYNBOCTH.

2. Hactpoiika SIP. Onucanue n o6mue pekomennanuu. Texnonorus SIP u cBsi3aHHBIE ¢ HEH CTaHIAPTHI.
OynkunoHansHbie KoMnoueHThl SIP. Coobrienns SIP. Anpecanus SIP. Mojenb ycTaHOBJIEHUS COSIUHECHUS.
[InanupoBaHue 0TKa30yCTOMYNBOCTH.

3. YCcTaHOBKa U HHCTAJUISAIUS POTPAMMHOTO KOMMYTaTopa. MOHTaKHBIE TIpoIieyphl. [Tporieypbl HHCTAILISIII.
YrpasieHue anmapaTHEIMHU cpeacTBaMu U ioptamu. [Ipotokonsr ynpasinernst MGCP, H.248. Co3nanne aHajaoroBBIX
a00oHeHTOB. BHyTpUCTAaHIIMOHHAS MapIIPYTH3AIIHSI.

4. YrpasieHue NporpaMMHBIM KOMMYTaTopoM. Mapmpytuzanust. [’ pynnsl coennauTenbHbIX TuHAR. [logkmouenne
cranuuii ¢ TDM (abonentckuii nocryn TDM). Curnanuzanus SIP, SIP-T, H.323 u SIGTRAN. IP
-aboneHThI. [ pynmer a00HEHTOB. JlOTTOTHUTETFHBIEC A00HEHTCKUE YCIYTH.

5. Opranusaiys skciuiyartaiuu cucteM [P-renedonnn. TexHuueckoe 00CayKUBaHKUE, IUTAHOBBIA TEKYIIUI PEMOHT,
IJIAHOBBIM KaUTAJIbHBINA PEMOHT, BHEIJIAHOBBII PEMOHT.

6. BoccranoBneHue paboThI ceTH mocie aBapur. CXeMbI ITOCIICaBapUIHOTO BOCCTAHOBJICHHS PA00TOCIIOCOOHOCTH CETH,
TEXHUYECKas ¥ MPOEKTHAS JOKYMEHTAINs, CIIOCOOBI PE3EPBHOTO KOMMMPOBAHUS TAHHBIX, IPUHIIHAITEI PAOOTHI XPaHIITHII
JTAHHBIX;
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B mom uucne npakmuyeckux 3auamuil u 1a60pamopHuvixX pabom

. Hactpoiika anmaparsbix IP-tenedonos

. Hacrpoiika nmporpammusix [P-tenedonos, pakcor

. PazBepthiBanue cetu ¢ ucnonbp3zoBanueM VLAN nist [P-tenedonun

. Hactpoiika nutro3a

. yCTaHOBKa, NMOAKJIFOUCHHMEC U ICPBOHAYAJIbHBIC HaCTpOfIKI/I T'OJIOCOBOT'O MapHIpyTHU3aTOpPa

. Hactpoiika TabmuIIe MOIp30BaTEICH B TOJIOCOBOM MAapIIPYyTH3aTOPE

. HacTpoiika rpymnn B roJJ0COBOM MaplipyTH3aTOpe

R [QA| NN | |W| N |—

. HaCTpOfIKa Ta6J'II/ILH>I MapaIpyTusal BbI3OBOB B I'OJIOCOBOM MApHIPyTU3aTOPC

Ne)

. HacTpoiika rotocoBbIX COOOIIEHNI B MapIIpyTH3aTOPE

—
S

. Hactpoiika nporpammao-anmapatsoit IP-ATC

—
—

. YcranoBka u HacTpoiika nporpammuoit IP-ATC (mampumep, Asterisk)

—_
N

. TectupoBanme koaekoB. VMccnenoBanue mapamMeTpoB KadecTBa 00CITyKUBaHUS

—
W

. MOHHTOpI/IHF 1 aHaJIu3 COC,Z[I/IHCHI/Iﬁ 110 pa3JIM4YHbIM ITPOTOKOJIAM

—_
N

. MOHI/ITopI/IHF BbI3OBOB B MPOIrpaMMHOM KOMMYTATOPC

—_
93]

. Co3ganme pe3epBHBIX KOMHHA 0a3 JaHHBIX

—
(o)}

. [ImarHocTrka u ycTpaHeHHe HEUCIIPaBHOCTEH B cucteMax IP-renedonnu

—_—
\]

. GuHallbHAs KOMILUICKCHAs MpaKTHdeckast padoTa Mo dKCILIyaTaluu cucteM [P-tenedonun

50

MAK.03.02. be3zonacHOCTb
KOMIIBIOTEPHBIX CETEH

140

Tema 2.1. Be3onacHocTh
KOMITBIOTEPHBIX CETeH

Cooepocanue

1

®OyHaaMeHTAJIbHbIC IPUHIHIBI 0€30I1aCHON CeTH
CoBpeMeHHBIE YIPO3bl ceTeBOM 0e30macHOCTH. BUpyCHl, UepBH U TpOSHCKHE KOHH. MEeToIpI aTak.

2

Be3onacHocts CeTeBbIX yeTpoiicTB OSI
besomnacHslii ocTyn k ycrpoiictBaM. HazHaueHne aiMUHUCTPATUBHBIX pojiei. MOHUTOPUHT U yIIpaBlieHHUE
ycTpoiictBamu. Vcronp3oBanre (yHKIWS aBTOMATU3HPOBAHHON HACTPONKHU 0€30MacHOCTH.

ABTopu3anus, ayTeHTHGUKAIMA U yueT AocTyna (AAA)
CporictBa AAA. JlokanpHass AAA ayrentudukanus. Server-based AAA

Peanu3anus TexHoJioruii 0panamayspa
ACL. Texnonorus 6panamayspa. Konrekctaslii kontpons goctyna (CBAC). [lonutuku 6panamayspa
OCHOBAHHBIE HA 30HAX.

Peanuzanusi TeXHOJIOTMi IPeJOTBPALLIEHUS] BTOPKEHUS
IPS Texnonoruu. IPS curnatypsl. Peanuzanus IPS. IIpoBepka u monutopusr IPS

Be3onacHOCTDb JIOKAJIBHOI ceTH
O0ecrieueHre 0€30MMACHOCTH MOJIb30BATEIBCKUX KOMIIBIOTEPOB. Co0OpaskeHHUs 110 O€30M1aCHOCTH BTOPOIO YPOBHS
(Layer-2). Kondurypaius 6e30nacHOCTH BTOPOTo ypoBHs. bezomacHocth 6ecnipoBoAHbIX ceTert, VoIP u SAN
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Kpunrorpaguyeckue cucreMsl
Kpunrorpadudaeckue cepBuchl. bazoBas 11e10CTHOCT B ayTeHTHIHOCTE. KoHbuaeHmmanpHocTs. Kpunrorpadus
OTKPBITHIX KJIIOYEH.

Peamm3anus texnosgoruii VPN

VPN. GRE VPN. Komnonents! 1 ¢pynknuonuposanue [IPSec VPN. Peanuzanus Site-to-site [PSec VPN ¢
nctoib3oBanneM CLI. Peammzanms Site-to-site IPSec VPN ¢ ucnonb3oBannem CCP. Peanmuzanus Remote-access
VPN

YupagJiienne 06e301acHOi ceTbIO

[IpunIIMIIEI 6€30ITACHOCTH CETEBOTO MU3aiiHa. be3omacHas apXuTeKTypa. YIpaBlieHHEe IIPoIeccaMu 1
6e3omacHocTh. TecTupoBaHue ceTH Ha ysi3BUMOCTH. HerpepbIiBHOCTS OM3HECA, MIIAHNPOBAHUE BOCCTAHOBIICHUS
aBapUIHBIX CUTYyaIwid. JKU3HEHHBIH IIUKII CETH U TUIaHUpoBaHUe. Pa3paboTka periiaMeHTOB KOMIIAHUY U TIOJUTHK
0e30IacHOCTH.

Cisco ASA

Beenenue B AmanTuBHOE yCTpoicTBO Oe3omacHoctd ASA. Kondurypanus daupsona Ha 0aze ASA ¢
ucnonb3oBaHueM rpagpuueckoro narepdeiica ASDM. Kondurypanuss VPN nHa 6aze ASA ¢ ucnonszoBanuem
rpaduaeckoro uaTepherica ASDM.

=]
S
S

yucile NPAKMUYecKux 3aHAmuUIL 1 1a60pamopHsIx pabom

CornnanpHas HHXCHEPHsI

I/ICCJ'IG,Z[OBEIHI/IC CCTCBBIX ATaK U MHCTPYMCHTOB INPOBCPKU 3aIUTHI CCTHU

HacTtpoiika 0e30macHOro A0CTyIna K MapiipyTH3aTopy

Ob6ecrieueHne aaMUHUCTpAaTHBHOTO noctyna AAA u cepepa Radius

Hactpoiika momuTuku 6€300acCHOCTH OpaHIMAaydpOB

Hactpolika cuctemsl mpegoTpatienus sropkenuit (IPS)

Hactpoiika 0e30macHOCTH Ha BTOPOM YPOBHE HAa KOMMYTaTopax

HccnenoBanre MeTo0B MUGPOBAHHS

Hacrpoiika Site-to-Site VPN ucmonb3ys naTepdelic KOMaHIHOW CTPOKU

=IO |R[QA[N| N[N —

BazoBas HacTpoiika 1uIr03a 0e30macHoCTH ASA 1 HacTpolKa OpaHIMaydpOB MCIIONIb3YA HHTEpGEHC KOMaHIHON
CTPOKH

BbazoBas HacTpoiika nutro3a 6e3onacHocTH ASA 1 HacTpolka OpaHaMay3poB HCIoyib3ys ASDM

Hactpoiika Site-to-Site VPN ¢ o1HO# cTOpOHBI Ha MapIIPYTH3aTOPE UCIIOJIB3YS HHTEP(EHc KOMaHIHON CTPOKHU H C
JPYTOM CTOPOHBI HCIIONB3YS MITI03 6e3omacHocTH ASA nocpeactsom ASDM

13

HactpoiikaClientless Remote Access SSL VPNs ncnons3yst ASDM

14

Hactpoiika AnyConnect Remote Access SSL VPN wucnonszys ASDM

15

duHanbHas KOMIUIEKCHAs JJabopaTopHas paboTa 1mo 6€301macHOCTH

20
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TemaTnka caMocTOATEILHON y4eOHOH padoThI:

1. Cucrematudeckas mpopaboTka KOHCIIEKTOB 3aHATHH, YICOHON 1 CIICITUATBHON TEXHHIECKOU JTUTEPaTyPHI.

2.  KoHcmexkTupoBaHHE TEKCTa, pad0Ta CO CIOBApSIMH U CIIPABOYHUKAMH, O3HAKOMJICHHE C HOPMAaTUBHBIMU JOKYMEHTaMH, Y4eOHO-HNCCIIeIOBATEIHCKAs
paboTa mpu caMoM MIUPOKOM HcToiib3oBaHuu HTepHEeTa u apyrux [T-TexHomorut.

3.  IlpoexTtHbIE (GOPMBI pabOTHI, IMOATOTOBKA COOOIICHIH K BRICTYIUICHHIO HA CEMUHApax M KOH(PEPEHIHSIX; MOATOTOBKA pedepaTon, TOKIAI0B.

4. TloaroroBka Kk JJaOOpaTOPHBIM H MPAKTHYECKAM pabOTaM C HCIOIF30BAaHNEM METOIUIYECKIX PEKOMEHAAINI penoaaBaTens, ohopMiIeHne
71a00PATOPHO-TTPAKTHUECKUX pabOT, OTUYETOB U MOJATOTOBKA K UX 3aIlUTE.

Y4yeOHas NpaKTHKA

nepeyeHb pador:

Hacrpoiika npaB goctymna.

OdopmiieHre TEXHUYECKOH JOKYMCHTAIUH, IPaBUiIa 0(hOpMIICHHUS TOKYMEHTOB.

Hactpolika anmapaTHOro U MporpaMMHOTO 0OECIICYCHUS CETH.

Hactpolika ceTeBoii KapThl, IMsi KOMITBIOTEpa, pabodas TpyIina, BBEJICHUE KOMITbIOTepa B domain.
[IporpaMMmHast JUArHOCTUKA HEUCIIPABHOCTEH.

ArnmnapaTHas JUarHOCTHKA HEUCTIPABHOCTEH.

[Nouck HercnpaBHOCTEH TEXHHYCCKUX CPEJICTB.

BrlnosnHeHue 1eHCTBUHN IO yCTPAHEHUIO HEMCIIPABHOCTEH.

Vcnonp30BaHue aKTUBHOTO, ITACCUBHOTO O0OPYZOBAHUS CETH.

VYcTpaHeHue napa3uTHpYIOIEeld Harpy3Ky B CETH.

ITocTpoenue puzmaeckoit kKapThl JIoKambHOU ceTH.Y ctanoBka WEB-cepsepa

Jnarnoctuka u oociyxxuBaane Web cepsepa

JuarHocTtuka u o0CiTy>)xuBanue (haiioBoro cepsepa 216
JlmarHocTuka u 00CITy>)KUBAaHHE TOYTOBOTO CEPBEpa.
JuarHocTuka u oociyxkuBanue SQL — cepeepa
Kondurypuposanue web-cepsepa.

3amyck, mepe3anyck U OCTaHOB CepBepa.

BzaumopeiicTBue ¢ 6a3amMu JaHHBIX.

YcraHoBka OpanaMayapa.

CoxpaHeHHe ¥ BOCCTaHOBJIEHHE OOJIBITNX HAOOPOB TIPABHII.
Obecriedenne 6€30MacHOCTH.

AIMUHUCTPUPOBAHUE CEPBEPOB M PAOOUHMX CTAHIIHMA.
Opraam3anys A0CcTyna K JOKaJbHEIM ceTsM 1 HTepHeTy.
YcTaHOBKA M COMTPOBOXKACHNE CETEBBIX CEPBHCOB.

Pacuér cronMocTH ceTeBOro 000pyI0BaHUS U IPOTPAMMHOTO
oOecreyeHusI.

COop MaHHBIX JJIs aHAIH3a UCTIOIB30BaHUs MPOrPAMMHO-
TEXHUYECCKHUX CPEIICTB KOMITBIOTCPHBIX CETCH.




IIpou3BoACTBEHHAsI MPAKTHKA pa3aelia

nepeveHb padorT:

Hcnonp3oBaHne akTHBHOTO 000pyoBaHus ceTH. Mcrnonb30Banue maccCMBHOTO 00OPYAOBAaHUS CETH.

VYcrpanenue napa3suTUpYIOIIe Harpy3Ky B CETH.

3anosHeHNe TEXHUUECKOH JokyMeHTanun. [loctpoenne pu3ndeckoit KapThl JJOKAIbHOM CeTH.

PaGoTa no co3zmanuto, peakTUPOBaHUIO, YAAICHHIO TIosib3oBaTeneit B DOMAIN.

PerimaMeHThI TEXHUYECKHX OCMOTPOB.

[Tpodunaktuyeckue paboThl B 00bEeKTaX ceTeBON HHPPACTPYKTYPbl. MOHUTOPUHT U aHAIM3 CETU C TIOMOIIBIO MPOTPAMMHBIX U allapaTHbIX
CPEICTB.

CTpyKTypa CUCTEMBI YIPABICHUS, APXUTEKTypa CUCTEMbI YIIPABIICHUSI.

VYrnpasnenue 06JacTsIMH CETH: OITMOKaMU, KOH(PUTypammen, T0CTyInoM, TPOU3BOAUTEIIBHOCTHIO, 0€30MMacCHOCTHIO.
Pa6ora ¢ nporokonamu SNMP; CMIP; TMN; LNMP; ANMP.

OrtcnexuBanue pabOTHI CETH.

Pabora ¢ cepBepom, uTeHue ToioB, padoTta Hal omrOkaMu. KOHTpob H0CTyMa, COXpaHeHHE 1IeIOCTHOCTH IaHHBIX U )KypHAJIUPOBAaHHE.
VY naneHHoe aIMUHUCTPUPOBAHUE PAOOYMX CTAHIIMK C cepBepa. Y NalieHHOE aJMUHUCTPUPOBAHHE cepBepa ¢ pab0oUrX CTAHIIUMA, TPOTPaAMMBbI
JUTS YAAJEHHOTO JIOCTYTIA.

Amnanuz Tpaduka ceTu.

Pabora ¢ kabenpHBIMU CKaHEPAMU U TECTEPAMH.

Pabota co BCcTpOeHHBIMH CKaHEpaMH IMarHOCTUKU U yIIPABJICHHUS.

PaGora ¢ 6a3amu 1aHHBIX, CO3/1aHUE TaOIHI], BHECEHUE TaHHBIX B TaOIUIIBI, PeJaKTHPOBAHNE JAHHBIX TAOJIHII.
BoccranoBnenue cetu nociue cOosl.

Coznanue miuaHa BOCCTAaHOBIIEHHUS CETH.

Hcnonp3oBanue B paboTe KOHTPOJIbHO-U3MEPHUTEILHON anmnaparypbl, CEpBUCHBIX IUIAT, KOMILIEKCOB.

Pa3zpaboTka pyHKIIMOHAIBHBIX CXEM JIEMEHTOB aBTOMATH3UPOBAHHOW CHCTEMBI 3alIUTHl HH(GOPMAITUH.
Pa3zpaboTka anroputma u uaTepdeiica mporpaMmbl aHaln3a HHGOPMAIIMOHHBIX PUCKOB M €€ TECTUPOBAHUE.
AHanu3 BXOJAIIET0 U ucxosiiero Tpadguka. KoHTpons yreukn KoHGUACHIIMATFHOW HH()OPMAIINH.

Pa3paboTka monuTuk 6€30MacHOCTH U BHEJIPEHHUE UX B ONEPALIMOHHBIE CUCTEMBI.

Hacrpoiika ipsec 1 VPN. Hactpoiika MexceTeBbIX SKPaHOB.

[TpoBepka mail u web Tpaduka Ha Hanmuue BpegoHOocHOTO [1O ¢ MOMOIIBI0 aHTUBUPYCHBIX CPEJICTB.

Hacrpoiika 3amutel 6€CIpOBOAHBIX CETEH C MOMOIIBIO CUCTEM IH(POBAHUSL.

ApxuBanus 1 BocctaHoBIeHHe Kimtoueid B windowsserver (PKI).

YcTaHOBKa ¥ HACTPOWKA CUCTEMBI OOHAPYKEHUS aTak Snort.

144

HpOMe)KyTO‘IHaH aTTeCTalud 3K3aMEH 110 MOYJII0
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3. YCJIOBUs PEAIM3AIIUU ITPOI'PAMMBI IIPO®ECCUOHAJIBHOI'O MO YJIA

«IM.03 IKCIIJIVATAIIHA ObbEKTOB CETEBOU HH®PACTPYKTYPbI»

3.1. Ins1 peaquM3anuy NporpaMMbI MpogecCHOHATBHOT0 MOAYJIS JOJKHBI ObITh
NpexyCMOTPEHBI CJIeIyIONIMe CrielnalbHblie OMeIIeHusI:

Jlaboparopuu «OpraHuzanyss W TPUHIMIBI TOCTPOCHUS KOMITBIOTEPHBIX CHCTEM», OCHAIICHHBIC B
cootBeTcTBUHU C 1. 6.1.2.1. IIpumepnoii nporpammel no cnernuanbHocty 09.02.06 «CeTeBoe U CUCTEMHOE

aIMIHHACTPHPOBAHHEY.

OcHamienHble 0a3bl MPaKTHKHA, B cooTBeTcTBUM ¢ 1 6.1.2.3 IlpumepHOH mNporpaMMel IO

crrennanbHOCcTH09.02.06 «CeTeBoe M CHCTEMHOE aIMUHUCTPHPOBAHHUE.

3.2. UndopmannoHHoe o0ecrneyeHUe pean3anui NPorpaMmMbl

Jns peanuzanuy mporpaMMbl OnOnuoTeuHslid (OHJ 00pa3oBaTENbHONW OpPTraHU3alUU IOJKEH

MMETH TIeUaTHBIE /WM 3JIEKTPOHHBIE 00pa3oBaTenbHbIe M HHPOPMAIIOHHBIE PECYPCHI, PEKOMEHTyeMbIe

JJIA UCIIOJIb30BaHUA B 06pa3OBaTCJIBHOM mpornecce.

3.2.1. IlleuaTHBIE U3TAHUS

1. Hazapos A.B., MensuaukoB B.I1., Kynpusaos A.W. DxcmnyaTanus 0ObeKTOB CETEBON
uappactpykrypsl OULL «Axamemus». 2014,

4. KOHTPOJIb H OIIEHKA PE3YJIbTATOB OCBOEHHA IIPO®PECCHOHA/IBHOI' O MOAYJIA

«(lIM.03 DKCILIIYATAIIHA Ob'bEKTOB CETEBOH HH®PACTPYKTYPbI»

Kon u nHaumenoBanue
npo¢eCcCHOHANBHBIX U 00IINX
KOMIETeHIIUH, POPMHUPYEMBIX B
pamMKax MOIyJs

Kpurepuu onieHku

MeTo1p1 OLIEHKH

IIK 3.1. YcTaHaBIuBaTh,
HACTPauBaTh, IKCILIyaTUPOBATh
1 00CITy)XKMBaTh TEXHUYCCKHE U
MpOrpaMMHO-aNapaTHhIE
CPEICTBA KOMITBIOTEPHBIX CETEH.

Or1leHKa «OTJIUYHO) -
TEXHUYECKOE 3aaHuC
pOaHATM3UPOBAHO,
aJITOPHUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJlaHHI0 U
o(OopMIIEH B COOTBETCTBUU
CO CTaHIapTaMH, MOSICHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

OreHka «X0pouo» -
aJITOPHUTM pa3padoTaH,
0(opMIIEH B COOTBETCTBUH
CO CTaHAAPTAMU U
COOTBETCTBYET 33aJJaHHUIO,
MOSICHEHBI €0 OCHOBHBIE

Dk3ameH/3a4eT B hopme
cobeceoBaHUs:
MPAKTHIECKOE 3aJ[aHue 10
MOCTPOCHHUIO AITOPUTMA B
COOTBETCTBHUHU C TEXHUUECKHM
3aJJaHAEM

3aiura OT4E€TOB IO
MPaKTUIECKUM H
nabopaTopHbIM paboTaM
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CTPYKTYPBHI.

Ouenka
«YOBJIETBOPUTEJIHLHO) -
aJITOPHUTM pa3padoTaH U
COOTBETCTBYET 3a/IaHUIO.

1IK 3.2. IIpoBoauTh

npoUIaKTHIECKUE padOThI HA

00BEKTaX CeTeBOM
UHPPACTPYKTYPHI U pabouux
CTaHIIUSAX.

O1eHKa «OTJIHYHOY -
TEXHUUYECKOE 3aJIJaHuE
IPOaHaIU3UPOBAHO,
AITOpPUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJJaHUI0 U
0(OopMIIEH B COOTBETCTBUH
CO CTaHIAapTaMU, ITOSICHEHbI
€r0 OCHOBHBIE CTPYKTYPBHI.

OIIeHKa «XOPOoIIo) -
IrOpuTM pa3paboTaH,

0 opMIIEH B COOTBETCTBHH
CO CTaHJApTaMH H
COOTBETCTBYET 3a/IaHUIO,
MOSICHEHBI €70 OCHOBHBIE

CTPYKTYPBHI.

Ornenka
«Y/OBJIETBOPHUTEIBLHO) -
aJITOPHUTM pa3padboTaH U
COOTBETCTBYET 3aIaHUIO.

Dk3ameH/3a4eT B hopme
co0eceoBaHus:
MPaKTHYECKOE 3a/1aHKE 10
MOCTPOCHHUIO AJITOPUTMA B
COOTBETCTBHUHU C TEXHUYCCKHM
3alaHleM

3amuTa OT4ETOB 110
MPAKTUYECKUM U
J1a00paTOPHBIM paboTam

IIK 3.3. YcTaHaBiIuBaTh,

HACTpanBaTh, SKCILTYaTUPOBATH

1 00CITy)KHBaTh CETECBBIC
KoH(purypanuu

OI1leHKA «OTJIUYHO) -
TEXHHYECKOE 3aJIJaHUC
MPOaHAIM3UPOBAHO,
aJITOPHUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJlaHHIO U
0(OpMIICH B COOTBETCTBUU
CO CTaHJapTaMH, OSCHEHBI
€ro OCHOBHBIE CTPYKTYPHI.

OIIeHKa «XOPOoIIo) -
aJITOPHUTM pa3padoTaH,
0(OpMIICH B COOTBETCTBUU
CO CTaHJapTaMH H
COOTBETCTBYET 3a/IaHUIO,
MIOSICHEHBI €70 OCHOBHBIC

CTPYKTYPBI.

Orenka
«YIOBJIETBOPHUTEJILHO) -
ITOPUTM pa3paboTaH u

Dk3ameH/3a4eT B hopme
coOecemoBaHus:
MPAKTHIECKOE 3aJ[aHuE 0
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHUHU C TEXHUUECKHM
3alaHeM

3ammTa OTYETOB 10
MPAKTUICCKUAM H
J1a00PaTOPHBIM paboTam
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COOTBCTCTBYCT 3a/IaHUTIO.

1IK 3.4. YdacTBOBaTbH B
pa3paboTKe CXeMbl
MocaeaBapuitHOro
BOCCTaHOBJICHUS
paboTOCIIOCOOHOCTH
KOMIIBIOTEPHOM CETH,
BBIMOJTHATH BOCCTAHOBJICHUE U
pe3epBHOE KOMUPOBAHKE
nHpOpMaITHn.

OI1leHKA «OTJIUYHO) -
TEXHUUYECKOE 3aJIJaHUC
NPOaHaTH3HPOBAHO,
aJITOPUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJI[aHHIO U
0(OpPMIICH B COOTBETCTBUU
CO CTaHJapTaMU, MOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPBI.

O1IeHKa «XOPOoIIo) -
ITrOpuUTM pa3paboTaH,
0(OpPMIICH B COOTBETCTBUU
CO CTaHJApTaMH H
COOTBETCTBYET 3a/IaHUIO,
MOSICHEHBI €70 OCHOBHBIC

CTPYKTYPBI.

Ouenka
«Y/OBJIETBOPHUTEIBLHO) -
ITOPUTM pa3paboTaH u
COOTBETCTBYET 3aaHHUIO.

DKk3aMmeH/3a4eT B popme
coOecemoBaHus:
MPaKTUIECKOEe 3aJ[aHue T10
MOCTPOCHHUIO AJITOPUTMA B
COOTBETCTBHUHU C TEXHUUECKHM
3aJ]aHuEM

3ammTa OTYETOB 10
MPaKTUYECKUM U
J1abopaTOPHBIM paboTam
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IIK 3.5. Y4dacTBOBaTh B
pa3paboTKe CXEeMBI
MOCIICaBAPHITHOTO
BOCCTaHOBJICHUS
paboTocrocoOHOCTH
KOMITBIOTEPHOH ceTH,
BBITOJIHSTh BOCCTAHOBJICHUE U
pEe3epBHOE KOTIMPOBAHKE
nHpOpMaIUy.

OI1ICHKA «OTJIHYHOY -
TEXHUYECKOE 3aaHuC
MPOAHATM3UPOBAHO,
aJITOPHUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYCCKOMY 3aJaHHI0 U
0o(OopMIIEH B COOTBETCTBUU

CO CTaHAapTaMH, MOSACHCHBI

€ro OCHOBHBIE CTPYKTYPBHI.

O1neHka «X0pouo» -
aJITOPHUTM pa3padoTaH,
0(OpMIIEH B COOTBETCTBUH
CO CTaHAAapTaMu H
COOTBETCTBYET 3aJaHHUIO,
MOSICHEHBI €r0 OCHOBHBIE

CTPYKTYPBIL.

OrneHka
«Y/IOBJIETBOPHUTEJILHO) -
AITOPUTM pa3paboTaH u
COOTBETCTBYET 3a/IaHUIO.

Ok3amMeH/3aueT B hopme
cobece0BaHUA:
MPaKTUIECKOE 3aJaHue 110
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHHU C TEXHUYECKUM
3aJaHueM

3aimra OT4E€TOB IO
HNPaKTHIECKUM U
nabopaTopHbBIM paboTam

1IK 3.6. BbIIOAHATH 3aMEHyY
PacXOAHBIX MAaTePHAIOB U
MEJTIKHIA PEMOHT IepruepritHOTO
000pyIOBaHHMS, ONIPEIETIATH
ycTapeBInee 000pyIoBaHNC U
MPOTpaMMHBIE CPEJICTBA CETEBOM

UHPPACTPYKTYPHI.

O1eHKa «OTJIUYHO) -
TEXHHYECKOE 3a/IlaHHe
MIPOaHAIM3UPOBAHO,
ITOPUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJJaHHI0 U
0(OopMIIEH B COOTBETCTBUH

CO CTaHIOapTaMu, IMOACHCHBI

€r0 OCHOBHBIE CTPYKTYPBHI.

OIIeHKa «XOPOoILIo) -
IrOpuTM pa3paboTaH,

0o opMIIeH B COOTBETCTBHH
CO CTaHJapTaMH U
COOTBETCTBYET 33J]aHHUIO,
MOSICHEHBI €70 OCHOBHBIC

CTPYKTYPBHI.

OueHka
«Y/OBJIETBOPHUTEIBLHO) -
aJITOPHUTM pa3padboTaH U
COOTBETCTBYET 3aIaHUIO.

Ok3amMeH/3aueT B hopme
cobecenoBaHUS:
MPaKTHYECKOE 3a/1aHHE TI0
MOCTPOCHHUIO aAJITOPUTMA B
COOTBETCTBHUHU C TEXHUYECKUM
3aJaHieM

3amyra OT4ETOB MO
HNPaKTHIECKUM U
nabopaTopHBIM paboTam
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OK 01. Bribupats

CIIOCOOBI pEeIICHMS 3a7a9

podecCHoHaIbHON
JICSITENIbHOCTH,
MPUMEHHUTENTHHO K
pa3IHYHBIM KOHTEKCTaM.

— 000CHOBaHHOCTh TIOCTAHOBKH IIEITH,
BEIOOpA U IPUMEHEHHS METOJIOB U
CITOCO00B pemeHus MPodecCHOHATBHBIX
3a1a4;

- aJIeKBaTHAas OLICHKA U CAaMOOIICHKA

3¢ pekTHBHOCTH U KauecTBa
BBITTOJTHEHUS TIPO(eCCHOHATILHBIX 3a/1a4

OII1 02.0cymiecTBIATH
[IOUCK, aHAJIU3 U
HMHTEPIIPETALINIO
nHpopMaIuu,
HEOOXOIMMOM [IJIst
BBINIOJIHEHHUS 3a1a4

- HCTIOJIb30BaHUE PA3TTMYHBIX
WCTOYHUKOB, BKITFOYAs 3JICKTPOHHBIC
pecypcel, Meauapecypcesl, IHTepHeT-
pecypchl, IEpUOANYECKre N3TAHNS 0
CICIMATLHOCTY JIJISl PEIICHUS
npoheCcCUOHABHBIX 331a4

PO eCCHOHATTEHOM

JIEITEIBHOCTH.

OK 03. [TnanupoBats u - IEMOHCTpaLusl OTBETCTBEHHOCTH 3a
pean30BHIBATh MIPUHSATHIC PEIICHUS

COOCTBEHHOE - 000CHOBaHHOCTh CaMOaHaIn3a 1

npoeccuoHanbHOE U
JIUYHOCTHOE Pa3BUTHE.

KOPPEKIHS pe3yIbTaTOB COOCTBEHHOMN
pabortsl,

OK 04. PaboTarts B
KOJUICKTUBE M KOMaH/Ie,
3¢ PEeKTHBHO
B3aUMOJICHICTBOBATH C
KOJUICTaMH,
PYKOBOJICTBOM,
KJIMCHTAMH.

- B3aMMO/IeHCTBUE ¢ 00YJIAIONIMMUCS,
MIPETIOAaBaTEIsIMI U MacTepaMH B X0O/Ie
00y4eHus1, ¢ pyKOBOAUTEISIMH yueOHOU
Y TIPOU3BOJICTBEHHOW NPAKTHK;

- 000CHOBaHHOCTh aHAIN3a PAOOTHI
YJICHOB KOMaH/Ibl (TIOAYUHEHHBIX )

OK 05. OcymiecTBisTh
YCTHYIO U IACbMEHHYIO
KOMMYHHKAIIMIO Ha
TOCY/IapCTBCHHOM SI3BIKE
C y4ETOM 0COOCHHOCTEH
COILMATIBHOTO U
KYJbTYPHOTO KOHTEKCTA.

-TPaMOTHOCTb YCTHOM W MUChbMEHHOU
pedn,

- ICHOCTh (pOpMyJIHpOBaHUS U
U3II0KCHUS MBICEH

OK 06. IIposBnsaTh
rpaXkJJaHCKO-
MaTPUOTHYCCKYIO
MO3HLIMIO,
JIEMOHCTPHPOBATH
OCO3HaHHOE TIOBE/ICHUE
Ha OCHOBE

- coOI0ZIeHIe HOPM TIOBEJICHHSI BO
BpeMsl YIeOHBIX 3aHATHHA U
POXOKACHUS YUeOHOH 1
MPOU3BOICTBEHHOU MPAKTHUK,

001I1e9eI0BEYECKUX

LICHHOCTEM.

OK 07. CopneiicTBoBaTh - 3¢ EKTUBHOCTD BBITIOJIHEHUS MPaBHII
COXPaHEHUIO Tb BO BpeMsi yueOHBIX 3aHATUH, IPH
OKpYXalolleil cpebl, MIPOXOXKICHUH YICOHOU 1
pecypcocOepekeHuIo, MIPOM3BOACTBEHHON MTPAKTHK;

3¢ PEeKTHBHO - 3HaHME U UCIIOIb30BAHNE
JIECTBOBAThH B pecypcocOeperaroniiux TeXHOJIOTHH B
Ype3BbIYANHBIX 00J1aCTH TEIICKOMMYHUKAITHHA
CUTyaIUsIX.

OK 08. Ucnonp3oBaTh
cpeacTBa PU3NIECKOMN
KYJBTYPBI JUISI
COXpaHEeHUs
YKPEIUICHHUS 3[0POBbs B
porecce

- 3¢ (}EeKTUBHO UCIIONIE30BaTh CPEACTBA
(bu3NYeCKOi KyIbTYpPhI U COXpaHECHHUS
U YKPEIUICHUS 310POBbs B MPOIIECCE
po(heCCUOHAIBHOM JIEATEIILHOCTH U
MoJi7iepKaHre HeOOXOANMMOTO YPOBHS
(hbU3NIeCKO MOrOTOBICHHOCTH. ;

HaTepnperanus
Pe3yJbTaTOB HAOIIOACHHIA
3a JIeATEIbHOCTRIO
00ydJaroIerocs B mporecce
OCBOCHHS
oOpa3oBaTenbHON
MPOTPaMMBI

DKCcrepTHOE HAONIOICHUE U
OIICHKA Ha JTa0OpaTOPHO -
MPAKTHIECKUX 3aHATHAX,
TIPH BBITIOJTHEHUH Pa0oT 1O
y4eOHOH u
MPOU3BOJICTBEHHOU
MPaKTHKaM

DK3amMeH
KBaTH(UKATTMOHHBIH
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npodeccuoHanbHON
JESATEIBHOCTH

noJiepKaHue

HEO0XOIMMOTO YPOBHS

(hm3uaecKoi

MOJITOTOBJICHHOCTH.

OK 09. Mcnonb3oBath - 3¢ EKTUBHOCTH UCTIOJIL30BAHUS
nHPOPMALUOHHBIE MH(POPMATTOHHO-KOMMYHHUKAITHOHHBIX
TEXHOJIOTUH B TEXHOJIOTHHA B PO ECCUOHATIEHOM

PO eCCHOHATTEHOM NESATETLHOCTH COTJIACHO (POPMHUPYEMBIM
JeSITETBHOCTH. YMEHUSIM U TI0Ty4aeMOMY

MPAKTHYECKOMY OTIBITY;

OK 10. Ilonp3oBatbes
npodeccuoHansHON
JTOKyMEHTaleH Ha
TOCY/IapCTBEHHOM U
MHOCTPAHHOM SI3BIKE.

- 9 (eKTUBHOCTDH HCITOJIH30BAHUS B
po(heCCUOHATBHON NEATEINbHOCTH
HeOOXOINMOH TEXHUYECKOH
JIOKyMEHTAITNH, B TOM YHCIIC Ha
AHTJIINICKOM SI3BIKE.

OK.11. IlnanupoBatrs
HpEeANPUHUMATEIBCKYIO
IeATeTbHOCTD B
npoecCHoHaTbHON

chepe

- 3¢ EeKTHUBHO MJIAHUPOBATD
NpeANPUHUMATEILCKYIO A TEILHOCTD B
npodeccruonanbHON chepe npu
NpOBeNEHUH PabOT 110
KOHCTPYHPOBaHHUIO CETEBOI

HHDPACTPYKTYPHI
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JIMCT UBMEHEHHWH 1 JIOITOJIHEHWI, BHECEHHBIX

B PABOUVIO I[TPOI'PAMMY

No HU3MCHCHMA, JaTa BHCCCHMA U3MCHCHM, No CTPaHUIIbI C ©BMCHCHUCM,

BbLJIO

CTAJIO

OcHoBanue:

IMoanuce JMa BHECHIET0 U3MEHEHUS
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